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Each company has its own unique protection needs. That's why
Stormshield has designed attractive, easy-to-use security service
packs that fulfill specific purposes. Standard features include a next-
generation firewall (NGFW) and an intrusion prevention system (IPS)
based on Deep Packet Inspection.

These packs guarantee that protection systems considered essential to
securing your activities are continually up-to-date. They also come with
scalable, corrective software updates, product hardware maintenance,
and access to technical support via our partner network and to the
Stormshield Security Intelligence portal.

INDUSTRIAL SECURITY PACK
This pack is specifically designed to protect industrial infrastructures that can
be connected to the IT infrastructure. It is tailored to carefully finely filter and
manage access to the operational network while ensuring in-depth inspection
of industrial protocols.

The IPSec VPN connection feature in particular provides a secure access point
for remote maintenance operations.

INDUSTRIAL PLUS SECURITY PACK
Created for industrial companies that want complete control of their
operational network’s security, this pack pairs combines security features
with a complete map of your industrial environment. This map displays all
the PLCs, operator consoles, cameras, and other elements components that
communicate over the operational network. The filtering, inspection, and
VPN connection features are identical to those in the Industrial Security Pack.

The Stormshield Network Vulnerability Manager module provides a real-time
visibility overview of vulnerabilities on the network or on the components
deployed elements. Being able to discover communicating elements
components within the operations system constitutes is a strategic asset for
risk management.

UPDATES
Industrial environment mapping and intrusion prevention are built on a
signature database. An up-to-date signature database ensures an optimal
level of security. Signatures can be updated at your convenience, during
scheduled maintenance, or automatically on a regular basis. Regardless of
the operating procedure, you can also connect your signature database to an
update server within your installation.

Hardware Exchange

Al of the security packs include
hardware maintenance. This ensures
the continuity of your activities in the
event that of a product’s hardware
malfunctionsdeveloping a fault. Your
product is simply exchanged and
replaced with a similar product. Three
service levels are available.

Standard Exchange

Your product is exchanged after one
of our after-sales service centers has
received the defective device.

Express Exchange

Your product is exchanged in advance.
Sent as soon as the malfunction fault
has been diagnosed by our support
centers, the replacement product is
delivered the next business day.!

Serenity4All

With this service, you replace the
product yourself once our support
centers have diagnosed the
malfunctionfault.?

! Contact us for the a list of participating
countries and cities. For any diagnosis
performed before 1 pm CET.

? Replacement products must be acquired
in advance for this service.
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STORMSHIELD SECURITY INTELLIGENCE

Stormshield’s teams are always on the lookout for ways to improve
the protection provided by our products. The results of our continuous
monitoring are published on secure customer and partner portals.

The Stormshield Security Intelligence portal lists all the vulnerabilities
and attacks that have been analyzed by security teams and are
currently handled by Stormshield Network Security solutions.

This way, you have a complete visibility overview of the level of
protection provided by your solution.
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