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Platform Compatibility

The SonicOS 5.8.1.11 release is supported on the following SonicWALL Deep Packet Inspection (DPI) security
appliances:

e SonicWALL NSA E8500

e  SonicWALL NSA E7500

e SonicWALL NSA E6500

e  SonicWALL NSA E5500

e  SonicWALL NSA 5000

e SonicWALL NSA 4500

e SonicWALL NSA 3500

e  SonicWALL NSA 2400

e  SonicWALL NSA 240

e SonicWALL TZ 210/ 210 Wireless

e SonicWALL TZ 200/ 200 Wireless

e SonicWALL TZ 100/ 100 Wireless

The SonicWALL WXA series appliances (WXA 500 Live CD, WXA 5000 Virtual Appliance, WXA 2000/4000
Appliances) are also supported for use with SonicWALL NSA E-Class, NSA, and TZ products running 5.8.1.11. The
minimum recommended firmware version for the WXA series appliances is 1.1.1.

Browser Support

L@a¢

SonicOS with Visualization uses advanced browser technologies such as HTML5, which are supported in most
recent browsers. SonicWALL recommends using the latest Chrome, Firefox, Internet Explorer, or Safari browsers
for administration of SonicOS.

This release supports the following Web browsers:

Chrome 18.0 and higher (recommended browser for dashboard real-time graphics display)
Firefox 16.0 and higher

Internet Explorer 8.0, 9.0, and 10.0 (do not use compatibility mode)

Safari 5.0 and higher

Mobile device browsers are not recommended for SonicWALL appliance system administration.
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Supported Features

This section shows SonicOS 5.8 feature support by model and lists features that are affected by licensing status.

Supported Features by Appliance Model

The following table lists the key features in SonicOS 5.8 and which appliance models support them.

Feature / Enhancement NSA E-Class | NSA Series TZ 210 Series | TZ 200 Series | TZ 100 Series
Series

WAN Acceleration (WXA 1.2) | Supported Supported Supported Supported Supported

YouTube for Schools Supported Supported Supported Supported Supported

IKEvV2 Supported Supported Supported Supported Supported

\é\ﬂrpegﬁ‘:‘ts Client Bridge Supported Supported Supported

Real-Time Monitor Supported Supported Supported

AppFlow Monitor Supported Supported Supported

AppFlow Dash Supported Supported Supported

AppFlow Reports Supported Supported Supported

Eﬁﬁgﬁlgggﬁg Supported Supported Supported Supported Supported

AppFlow > Flow Reporting Supported Supported Supported

App Control Advanced Supported Supported Supported Supported Supported

App Rules Supported Supported Supported

DPI-SSL Supported Supported

Cloud GAV Supported Supported Supported Supported Supported

NTP Auth Type Supported Supported Supported Supported Supported

Link Aggregation Supported

Port Redundancy Supported

CFS Enhancements Supported Supported Supported Supported Supported

IPFIX & NetFlow Reporting Supported Supported Supported

VLAN Subinterfaces Supported Supported Supported Supported Supported

SonicPoint VAPs Supported Supported Supported Supported Supported

CASS 2.0 Supported Supported Supported Supported Supported

Enhanced Connection Limit Supported Supported Supported Supported Supported

Dynamic WAN Scheduling Supported Supported Supported Supported Supported

Browser NTLM Auth Supported Supported Supported Supported Supported

User Import from LDAP Supported Supported Supported Supported Supported

SSL VPN NetExtender Client Supported Supported Supported Supported Supported

Update
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Feature / Enhancement NSA E-Class | NSA Series TZ 210 Series | TZ 200 Series | TZ 100 Series
Series

DHCP Scalability
Enhancements Supported Supported Supported Supported Supported
SIP Application Layer
Enhancements Supported Supported Supported Supported Supported
SonicPoint-N DR Supported Supported Supported Supported Supported
Accept Multiple VPN Client
Proposals. Supported Supported Supported Supported Supported
App Control Policy
Configuration via App Flow Supported Supported Supported Supported Supported
Monitor
Global BWM Ease of Use
Enhancements Supported Supported Supported Supported Supported
Application Usage and Risk
Report Supported Supported Supported
Geo-IP Filtering and Botnet
Command & Control Filtering Supported Supported Supported

. NSA 3500
Wire and Tap Mode Supported and above
Customizable Login Page Supported Supported Supported Supported Supported
Preservation of Anti-Virus
Exclusions After Upgrade Supported Supported Supported Supported Supported
Management Traffic Only
Option for Network Interfaces Supported Supported Supported Supported Supported
Current Users and Detail of
Users Options for TSR Supported Supported Supported Supported Supported
User Monitor Tool Supported Supported Supported
Auto-Configuration of URLs
to Bypass User Supported Supported Supported Supported Supported

Authentication
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Supported Features and Licensing
Some pages in the SonicOS management interface do not display if the license is not activated for the feature on

that page.

Here is an example of the Dashboard > Real-Time Monitor page with App Visualization not licensed:

ivate your SonicWALL Application Visualization

The following table lists the key features in SonicOS 5.8 that depend on licenses and other settings for the related
management interface pages to display and function properly:

SonicOS Feature

No license (SGSS)

With license
Disabled in flow reporting

With license and enabled in
flow reporting

Dashboard > Real-
Time Monitor

Blocks the page with a
license popup window.

All charts are independently
enabled or disabled from
the AppFlow > Flow
Reporting page.

It is not dependent on
Visualization being
enabled.

All charts are enabled. The
App charts content depends
on whether Visualization or
App Control Advanced is
enabled with zone settings.

Dashboard >
AppFlow
Monitor/Dash/Reports

Blocks the page with a
license popup window.

The AppFlow Monitor Page
displays the message “flow
reporting and visualization
is disabled”.

Content is not shown.

All tabs are visible and fully
operational.

Dashboard > BWM
Monitor

Blocks the page with a
license popup window.

Always on if Global BWM
and Interface are enabled.

Always on if Global BWM and
Interface are enabled.

AppFlow > Flow Available and displays a Available Available
Reporting statement that App

Visualization is not

licensed.
Security Services > Blocks the page with a Not available Available
GeolP Filter license popup window.
Security Services > Blocks the page with a Available Available

Botnet Filter

license popup window.
* This is a separate

license and is not part of

the Comprehensive
Gateway Security Suite
(CGSS).
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Enhancements in SonicOS 5.8.1.11

This section describes the enhancements in the SonicOS 5.8.1.11 release:

WXA 1.2 Support

4G/3G Support

SNMP for VLAN Interfaces
Geo-IP/Botnet Cache TSR Option
Geo-IP and Botnet Filter Enhancements
Visualization Enhancements

Content Filter Enhancement

ADTRAN Consolidation

e WXA 1.2 Support — SonicOS 5.8.1.11 supports SonicWALL WXA 1.2, which contains several enhancements
over WXA 1.1.1:

0 Unsigned SMB Acceleration — In previous versions of WXA, SMB signing was the only supported
method for shared access to files, which required joining the WXA series appliance to the domain and
manually configuring shares. However, some networks do not need to use SMB signing. For these
types of network environments, WXA 1.2 introduces support for Unsigned SMB, which allows the WXA
series appliance to accelerate traffic without joining the domain. This greatly simplifies the configuration
procedure for WFS Acceleration. Just click the Unsigned SMB checkbox, apply the changes, and
shared files start accelerating between sites.

If your network uses unsigned and signed SMB traffic, the Unsigned SMB and Support SMB Signing
checkboxes can be enabled to use both features simultaneously.

0 Web Cache — The Web Cache feature stores copies of frequently and recently requested Web content
as it passes through the network. When a user requests this Web content, it is retrieved from the local
web cache instead of the Internet, which can result in significant reductions in downloaded data and
bandwidth usage.

0 YouTube Web Caching — The Web Cache feature also provides caching for YouTube content. This
feature is only available when using Moderate (default) and Aggressive web caching strategies.

For more information about WAN Acceleration and these WXA 1.2 features, see the WXA 1.2 User’s Guide.

e 4G/3G Support — SonicOS 5.8.1.11 supports the following additional 4G and 3G devices:
0 AT&T Momentum U313 LTE USB (4G)
o D-Link DWM 156 HSPA USB (3G)

Note: The user should update the 3G/4G device firmware on a PC prior to use, to ensure that it has the most
current vendor firmware.

e SNMP for VLAN Interfaces — In SonicOS 5.8.1.11, SNMP MIB-II statistic counters are supported for VLAN
interfaces.

e Geo-IP/Botnet Cache TSR Option — The System > Diagnostics page has a new Geo-IP/Botnet Cache
checkbox. If selected, the Geo-IP and Botnet cached information is included when generating a Tech Support
Report (TSR). If not selected, this lengthy data will not be included in the TSR.

System |

Diagnostics

@ Accept Cancel Refresh

Tech Support Report

Incdude: [¥] vPNKeys V] ARP Cache [¥] DHCPBindings [¥] IKE Info  [¥] SonicPeintM Diagnostics  [¥] Currentusers (¥ Detail of users
Geo-IPBotnet Cache

Download Report Send Diagnostic Reports to Support
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Geo-IP and Botnet Filter Enhancements — The Security Services > Geo-IP Filter and the Security

Services > Botnet Filter pages each have improved field names for better clarity at the top of the page.

Security Services [

Geo-lIP Filter

Security Services [

Botnet Filter

|@ Accept | |

Cancel |

Block connections to/from countries listed in the table below b

@ Al Connections

[T Enable Logging b

[[1 Blocked

O “ Afghanistan

Country

") Firewall Rule-based Connections ™

Cancel

[T Block connections to/from Botnet Command and Control Servers A

{* Al Connections (= Firewal Rule-based Connections™

[T enable Logging T

Botnet Exclusion Object:

Default Geo-IP and Botnet Exclusion Group |Z| h

Both pages also have a new Diagnostics section containing a Show Resolved Locations button and a table

displaying cache statistics.

Diagnostics

- a Security Services
Summary
Content Filter
Client AV Enforcement

Gateway Anti-Virus Geo-IP Cache Statistics

Intrusion Prevention

Location Server IP:

Anti-Spyware Resolved Entries:
REL Filter Unresolved Entries:
; Current Entry Count:
Geo-IP Filter
Mazx. Entry Count:
Botnet Filter

Location Map Count:
4 _J WAN Acceleration

Show Resolved Locations

204,212,170, 189

0

a

a
50000
4198

- G Security Services Diagnostics
Summary
Content Filter Show Resolved Locations

Client AV Enforcement

Gateway Anti-Virus Botnet Cache Statistics

Intrusion Prevention Location Server IP:

Anti-Spyware Resolved Entries:
REL Filter Unresolved Entries:
’ Current Entry Count:
Geo-IP Filter
Max. Entry Count:
Botnet Filter

Lecation Map Count:
4 _..3 WAN Acceleration

204,212,170.189

a

a

0
50000
4153
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e Visualization Enhancements — A number of enhancements have been added to the AppFlow and
Dashboard pages in the SonicOS management interface:

0 Log > Flow Reporting Page Removed — The Log > Flow Reporting page is removed and its
elements are now displayed in the new AppFlow > Flow Reporting page.

o AppFlow Pages — The AppFlow section in the SonicOS left navigation pane contains five pages:

- @ AppFlow
Flow Reporting
Real-Time Monitor
AppFlaw Dash
AppFlow Monitor
AppFlow Reports

The lower four AppFlow pages display the corresponding Dashboard pages of the same names.
The new AppFlow > Flow Reporting page is described below.

o0 AppFlow > Flow Reporting — The new AppFlow > Flow Reporting page provides the information
previously displayed in the Log > Flow Reporting page.

More sections have been added to the page, and some elements have been rearranged for better
clarity.

» @ Dashboard

AppFlow f
p = System .
- Flow Reportin
> g; Network. p g
» @ 3G/4GModem
4 ré:b SonicPoint

a Accept Cancel Clear Default 'ﬁ

» % Firewall

3 qﬁ" Firewall Settings External Flow Reporting Statistics Internal AppFlow Reporting -

o @ Statistics

DPI-S5L

3 Q VolP

» L @ Anti-Spam

3 @ VPN

» B ssven

3 3 Virtual Assist

» a Users

3 High Availability
3 G Security Services
» & waN Acceleration

~ [ i3

Flow Reporting

Real-Time Monitor
AppFlow Dash
AppFlow Manitar

AppFlow Reports

hl:l'\, Log

NetFlow [IPFIX Packets Sent: 1]
Connection Flows Engueuved: 0
Connection Flows Degueuved: 0
Connection Flows Dropped: 1]
Connection Flows Skipped Reporting: 0
Non-Connection data Enqueued: 5
Non-Connection data Dequeued: 5
Non-connection data Dropped: 0
Netflow/IPFIX Templates sent: 0

Non-connection related static data
Reported:
.
Settings

Report Connections

Enable Real-Time Data Collection
Collect Real-Time Data For

Enable Aggregate AppFlow Report Data Collection

Collect Report Data For

Local Server Settings

Enable AppFlow To Local Collector 1

External Collector Settings N

Data Flows Engueuned:

Data Flows Degueued:

Data Flows Dropped:

Data Flows Skipped Reporting:
General Flows Enqueued:
General Flows Dequeuved:
General Flows Dropped:

General Static Flows Degueuved:

AppFlow Collector Errors:
Total Flows in DB:

@ Al () Interface-based

Fa ra

(") Firewall/App Rules-based

|Top apps, Bits per sec., Packets per sec., Average packet size, Connections per

@

l&pps Report, User Report, IP Report, Threat Report, Geo-IP Report, URL Report

-
-

L)

m
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= The options from the previous Connection Report Settings section are merged into the External
Collector Settings section, except for the Report Connections option which is moved to the
Settings section of the new AppFlow > Flow Reporting page.

Settings

Report Connections @ Al () Interface-based () Firewal/App Rules-based ‘|

Enable Real-Time Data Collection

L]

Collect Real-Time Data For

|Top apps, Bits per sec., Packets per sec., Average packet size, Connections per -

Enable Aggregate AppFlow Report Data Collection
@

Collect Report Data For l-'-\pps Report, User Report, IP Report, Threat Report, Geo-IP Report, URL Report v | b

= The former Generate All Templates and Generate Static AppFlow Data buttons, which were at
the top of the Log > Flow Reporting page, have been moved to the Actions option at the bottom
of the External Collector Settings section of the new page.

External Collector Settings *

Send AppFlow and Real-Time Data To External Collector [*1 |:|

External AppFlow Reporting Format Metflow version-5 + 7
External Collector's IP address 0.0.0.0 N

Source IP To Use For Caollector On A VPN tunnel 0.0.0.0 v

External Collector's UDP Port Number 2055 N

Send IPFIX Metflow Templates At Regular Interval

Send Static AppFlow At Regular Interval

Send Static AppFlow For Following Tables | -

Send Dynamic AppFlow For Following Tables | -

Indude Following Additional Reports via IPFIX | -

Report On Connection OPEM

=l

Report On Connection CLOSE

=l

Report Connection On Active Timeout

]

Number Of Seconds -~
Report Connection On Kilo BYTES Exchanged B
Kilobytes Exchanged -

Report ONCE

Report Connections On Following Updates |threat detection, application detection, user detection, VPN tunnel detection -

Actions |

SONICWALL>
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= The Settings section has a new Enable Aggregate AppFlow Report Data Collection option and
associated Collect Report Data For drop-down list. This allows the administrator to select the
specific report types to be included in AppFlow reports. The functionality is very similar to the
control over the Real-Time Monitor charts provided by the Enable Real-Time Data Collection
option and drop-down list, also in the Settings section.

Settings

Report Connections @ Al () Interface-based () Firewall/App Rules-based )
Enable Real-Time Data Collection

Collect Real-Time Data For

Top apps, Bits per sec., Packets per sec., Average packet size, Connections per -

Enable Aggregate AppFlow Report Data Collection
@
Collect Report Data For L‘-\pps Report, User Report, IP Report, Threat Report, Geo-IP Report, URL Report | V] h
Apps Report
Local Server Settings ? User Repart
. TP Report
Enable AppFlow To Local Collector [ [ Repor
Threat Report
External Collector Settings Geo-IP Report
= W
Send AppFlow and Real-Time Data To External Collector I URL Report

External AppFlow Reporting Format

External Collector's IP address

= The Enable AppFlow to Local Collector option, which was in the Settings section of the Log >
Flow Reporting page, is moved to the new Local Server Settings section.

Local Server Settings b

Enable AppFlow To Local Callector 7]

= Inthe new Other Report Settings section, additional settings are now available on the AppFlow >
Flow Reporting page:

Other Report Settings b
Report DROPPED Connection
Skip Reporting STACK Connections
Indude Following URL Types (Gifs, Jpegs, Prigs, Himls, Aspx -
Enable Geo-IF Resolution |’
Enable Domain Resolution (=] b
Enable Domain Resolution for Private IPs ] A
AppFlow Report Upload Timeout (sec) 30 ?

e Enable Geo-IP Resolution — This checkbox enables/disables Geo-IP resolution. If disabled,
AppFlow Monitor will not group flows based on country under initiator and responder tabs. If
Geo-IP blocking or Botnet blocking is enabled, then this checkbox is ignored.

e Enable Domain Resolution — This checkbox enables/disables domain resolution. If disabled,
AppFlow Monitor will not group flows based on domain under initiator and responder tabs. If
Geo-IP blocking or Botnet blocking is enabled, then this checkbox is ignored.

e Enable Domain Resolution for Private IPs — This checkbox enables/disables domain
resolution for private IP addresses. If disabled, AppFlow Monitor will not group flows based on
domain for private IPs in initiator and responder tabs. This checkbox must be disabled if the
DNS server is a public DNS server. For this option to function correctly, the Enable Domain
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Resolution checkbox must also be selected. If Geo-IP blocking or Botnet blocking is enabled,
then this checkbox is ignored.

e AppFlow Report Upload Timeout (sec) — This field specifies the timeout in seconds when
connecting to the AppFlow upload server. The minimum value is 5, the maximum is 120, and
the default is 30.

o Dashboard > AppFlow Dash — A new Dashboard > AppFlow Dash page provides graphs for Top
Applications, Top Users, Top Viruses, Top Intrusions, Top Spyware, Top URL Ratings, Top Locations,
and Top IP Addresses that are tracked with AppFlow. The top four graphs from the AppFlow Dash
page are shown below:

= E Dashboard

Dashboard / e
Real-Time Moritor @ AppFlow Dash
AppFlow Dash =
fotiombiate View: Since Restart || (&) SINCE: 02/08/2013 14:12:16,000 UPTIME: 0 Days 03:27:02 (/) Status
AppFlow Reports €]
Threat Reports
Top Applications Top Users
User Monitor @ P App P |
BIWM Monitor @ view by:| Sessions [+ (2 View by:| Sessions || (22
Connection Monitor &
Application Name Percentage of Applications User Hame Percentage of Users
Packet Maritor @ PE 9= ot Aee =
General HTTPS MGMT 47.83% UNENOWMN 66.22% I ——
Soaiontaxg B hriecer-s147 14.95% - admin 33.78% —
p G ctem General DHCP 11.40%
& Image--GIF 2 (HTTP Download)-4239 6.01%
» @ petwork g ) i
General DNS 5.57% —
> @ 3G/4G/Madem Image—IPEG 1A (HTTP Download)-4243 298% W
b &= soniceoint General HTTP 218% |
% Image--PNG (HTTP Download)-4254 1.89% 0
» %@ Firewall .
. DoubleClick—HTTP Ads and Tracking-6261  0.97% |
» %8 Firewal Settings General HTTPS 0.81% |
» @ DPI-S5L
» Q VoIP
= Anti-Spam Top Viruses Top Intrusions
C @ VPN view by:| sessions [=] (& view by:| Sessions [+ ] (2%
» @ SS5L VPN
» g Virtual Assist Virus Hame Percentage of Viruses Intrusion Hame Percentage of Intrusions
= Mo entries No entries
» & Users
- Q Dashboard P S— i
o ware o] atings
Real-Time Monitor ] P =Py P 9
AppFlow Dash a8 view by:| Sessions [+ | (& view by: Sessions [+ | (3
AppFlow Monitor
‘ @ Spyware Name Percentage of Spyware Rating Name Percentage of Ratings
e No entries Business and Economy 18.496% I
Threat Reports Not Rated 16.89% —
User Monitor =] Information Technology /Computer 14.91% —
BWM Manitor ] Advertisement 8.76% =
@ Web Communications 8.34% ]
Connection Monitor Shopping 7.40% =
Packet Monitor E] News and Media 7.40% -
Log Moritar @ Search Engines and Portals 4.80% =
ArtsfEntertainment 4.69% =
» B system 5 } -
. Sodial Networking 2.09% i
» g Metwark
» & 36726 Madem
4 ‘é_:é’ SonicPaint Top Locations Top IP Addresses i
» & Frenal
p view by: Sessions [+ (2 view by:| Sessions [+ (2
» % Firewall Settings
» @ DPI-S5L Location Name Percentage of Locations 1P Address Percentage of IP Addresses
» Q - United States 97.96% 10.0.34.35 24.20% —
United Kingdom 0.94% | 192.168.168.1 17.13% 1
B0 Bl India 0.94% | 10.0.34.1 15.59% —-—
3 @ VPN Ireland 0.52% | 255.255.255.255 5.70% - =
» B oo ven Netherlands 0.13% | 10.0.34.2 4.28% ]
=% Afghanistan 0.00% | 0.0.0.0 3.23% [
& ‘: Virtual Assist United Arab Emirates  0.00% | 10.0.203.93 3.26% []
3 & Users Andorra 0.00% | 172.19.28.3 2.97% [
= S o . =
» High Availability Antigua and Barbuda  0.00% | 4.2.2.2 2.57% ]
Anguilla 0.00% | 72.21.91.19 0.89% i
L5 G Security Services
-
» 4 wanAcceleration [
=] b

SONICWALL>
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o0 Dashboard > AppFlow Reports — A new Dashboard > AppFlow Reports page provides aggregate
AppFlow reports for the following cases:

= Since the last firewall restart

= Since the last reset of the counter; administrators can reset the counter manually

= Scheduled reports; administrators can set a start and end time for data to be collected, and can
configure the reports to be sent either via email or to an FTP server once the period ends. This is
done via scheduled objects.

* B pashboard Dashboard /
Real-Time Monior B AppFlow Reports
AppFlow Dash £]
) Filter String:
AppFiow Monitor
AppFlow Reparts (£}
Threat Reports Applications Users P Viruses Intrusions Spyware Location Botnets URL Rating
User Monitor ]
BVM Manitor £} View: |ShnceRestart  [w| Limitn |50 [=]  sMCE: 02/08/2013 14:12:16.000 UPTIME: 0 Days 03:33: % B @ () seus
- Son Monito ] Since Restart
‘onnection Manitor ince Last Resel Access A
. s = mns locatn Bofet Viuses Inbusions Spyware
Packet Monitor €] # Namieil ul Sessions Init Bytes Resp Bytes L= YES ek Block
Block  Block
Log Monitor a
) = System i General HTTPS MGMT 4.71K %% | 143m [[B0% | i782v [[27% | 0 0 0 0 0 0 =
[ —— 2 HTTP--GET-5147 144K s ] 2.72m [ ]| 1M [Ti7% | o 3 3 0 0 0 o=
» & 36/46Modem 3 General DHCP 113K [11% | 388« [1% | o [<1% ] 1,133 0 0 0 0 0 o
» &= sonicpoint Image-GIF 2 (HTTF
— 4 Download)-423 579 [5% | 27m [11% ] z10m [a% ] o 2 2 0 0 0 0
» @ Frewal 5
» % Firewall Settngs 5 General DNS 539 [5% ] s78x [=1%] »1K [ <% ] o 0 0 0 0 0 0
» @ orrss. Image—JPEG 14 (HTTP
>Q VoIP 3 Download)-4 87 [z ] 9st3k [4% ] 9.7iM L3 ] o 0 0 0 0 0 0
243
» (20 anti-spam
. 7 General HTTP 210 [2% ] 7525k [ <1% | 4so60k [ <1% | o0 24 24 0 0 0 0
> VPN
P Image-PNG (HTTP
» B s ven 8 Donmlosd)4254 182 [ ] 4765 [ 2% ] seom [ 8% | 0 0 0 0 0 0 0
@
> @ virtual Assist DoubleClick~HTTP Ads and
v & e 9 Tracki 93 [<rw] 2174 [ 1% ] smax [ <% ] o 0 0 0 0 0 o=
> High Avsilabilty Totak 50 item(s) 9.74K 23.55M 61.26M 113K 29 29 [} [} [} [}
> 6 Security Services
up time: 0 Days 03:34:57 last update: 17:46:01 Feb 08
» S wan Acceleration
» (B8 spprion |~ | 2 Aggregate AppFlow reporting is enabled. Apps Reporting is enabled. To confiqure, go to AppFlow > Flow Reporting.
» B Lo =

The Filter String field at the top of the page is used to search for specific values in the main column.
The main column is the column to the right of the number (#) column, and its contents change
depending on which tab is selected. For example, when the Applications tab is selected, you can filter
on text strings that appear in the Name column:

Dashboard |

AppFlow Reports

Filter String: google

Applications Users i Viruses Intrusions Spyware Location Botnets URL Rating
View: |Since Restart E' Limi: | 50 SINCE: 02/08/2013 14:12:16.000 UPTIME: 0 Days 03:40:36 x B & ' | Status
Access A .
Al RPF Location BotNet  Wiruses  Intrusions Spyware
# Name Sessions w Init Bytes Resp Bytes — — Block Block
Block Block
Google—S5L Any Google ol
1 Damain 2- 14 295K [ <i% | 16414 [ <i% ] 0 0 0 0 0 0 0
9379
2 SS;SE Analytics- g S6.66K | <1% ] L1M [ 1% ] 0 0 0 0 0 0 0
Google Safe Browsing—-Traffic E
3 1- 7 1260 [ <1% ] 714 [ <1%] 0 0 0 i 0 0 0
07
Google Safe Browsing--Traffic
4 2- 7 1720k [ <i% | 426 [<i% ] 0 0 0 0 0 0 0
708 T
5 f;;?'e BRSPS (g 18,65 [ <1% | 372.66K [ <1% ] O 0 0 0 0 0 0

SONICWALL>
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(0]

(0]

When the IP tab is selected, the contents in the Filter String box are cleared, and you can enter an
appropriate value to search for in the IP Address column:

Dashboard

AppFlow Reports

Filter String: 205

Applications Users P Viruses Intrusions Spyware Location Botnets URL Rating
View: |Since Restart Iz‘ Limit: |50 |Z| SINCE: 02/08/2013 14:12:16.000 UPTIME: 0 Days 03:47:57 % (B @ | Status
# IP Address Sessions Bytes Rovd Bytes Sent Blocked Virus Spyware Intrusion
1 206, 160, 170,43 164 [<1% | 28181 [ <i% | 997.03 0 0 0 =
2 206, 160, 170.35 45 [=i% | 25274 [ <1% | 857.58K 0 0 0 0
3 206.160,170.11 [ =1% ] =23543% [ <1% | 188M 2% 0 0 0 0
4 206.160.170.18 k'] [=1% | 7s2x [ <1% | 522.88¢ 0 0 0 0|
5 206,160,170, 16 37 [[=1% ] 22399k [ <1% | 3a8mM 4% 0 0 0 0
& 206,191,168, 170 35 [[C=1% | 1208w [ <1% | 110,67 0 0 0 o

Link to Flow Reporting — The Dashboard > Real-Time Monitor page provides a link to the
AppFlow > Flow Reporting page, where you can enable/disable each chart in the Real-Time Monitor

page.
Dashboard /

Real-Time Monitor

To configure, go to AppFlow = Flow Reporting, | 15:39:19 Feb 13

Refresh every: § sec. D) (9 view Range: | 10 minutes E [}

To enable/disable each chart in the Real-Time Monitor page, use the Enable Real-Time Data
Collection option and associated drop-down list.

v@ HppFion: Settings
Flow Reporting n te i _ - S h
£port Connections @ Al () Interface-based () Firewall/App Rules-based
Real-Time Monitor
Enable Real-Time Data Collection
AppFlow Dash
AppFlow Manitar Collect Real-Time Data For |Top apps, Bits per sec., Packets per sec., Average packet size, Connections per ~ ~ ‘ *
AppFlow Reports Enable Aggregate AppFlow Report Data Collection
@
Le E“' Log Collect Report Data For l&pps Report, User Report, IP Report, Threat Report, Geo-IP Report, URL Report = ‘ N

Real-Time Monitor Tooltips — The Dashboard > Real-Time Monitor page provides a tooltip with
useful information next to each chart title.

Dashboard |

Real-Time Monitor

Application

Refresh every: A s€| Application Real-time chart is plotted by collecting top
25 applications {based on its current rate, bits per sec)
traversing thraugh the Firewall every refresh period.

1___.-——'
Applications -1};

SonicOS 5.8.1.11 Release Notes
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0 Real-Time Monitor Collapse/Expand Options — The Dashboard > Real-Time Monitor page
provides a collapse/expand button for each chart. This allows the administrator to juxtapose two charts
for comparison, even if they are normally far apart on the page.

Dashboard /

Real-Time Monitor

To configure, go to AppFlow > Flow Reporting,  15:49:23 Feb 13

Refresh every: § sec. 0 L# view Range: | 10 minutes |Z| ]

Applications ? All pps v | Auto Y-Sesing [l [

Obps
15:40 15:41 15:42 15:43 15:44 15:45 15:4€ 15:47 15:48 15:43

¥ Legends

Connection Count? | Current: 4 Peak: 144 Man: 43152
25.0C Auto Y-Soaling I

15:40 15:41 15:-42 15:43 15:-44 15:45 15:4€ 15:47 15:-48 15:49

o Dashboard > AppFlow Monitor — The Dashboard > AppFlow Monitor page has several updates for
enhanced usability.

= AppFlow Monitor Filter Field — The new Filter text box provide a way to enter a text string to use
for filtering the displayed information.

Dashboard /
AppFlow Monitor
Load Filter: |— Select/Input Filter —|Z|
+ | Filter View (= [‘5‘] x
Filter:
Applications Users URLs Initiators Responders Threats VoIP VPN Devices Contents
Crestz Rule Fitter View Interval: |Last 60 seconds lz‘ Group: | Application El E e E x B @ & /| Status
* Application Sessions Total Packets Total Bytes - Ave Rate (KBps)
B 1 General HTTPS MGMT 20 314 95.37 4.657
[ 2 General DNS 2 4 354 0.173
E 3 General DHCP 1 1 328 B

SONICWALL>
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The Filter field is used to search for specific values in the main column, similar to this function on
the Dashboard > AppFlow Reports page. The main column is the column to the right of the
number (#) column, and its contents change depending on which tab is selected. For example,
when the Applications tab is selected, you can filter on text strings that appear in the Application
column.

If another tab is selected, the main column changes accordingly and the search values would be
different.

= Link to AppFlow > Flow Reporting — A link to the AppFlow > Flow Reporting page is provided
at the bottom of the Dashboard > AppFlow Monitor page.

AppFlow to Local Collector is Enabled. To configure, go to AppFlow = Flow Reparting.

= Local Collector Status — A green or red status line at the bottom of the Dashboard > AppFlow
Monitor page shows whether AppFlow to Local Collector is enabled (green) or disabled (red).

= Tooltips — Additional tooltips are available on the Dashboard > AppFlow Monitor page for the
Create Rule button, Filter View button, and other elements.

Dashboard |

AppFlow Monitor

+ | Filter View [x

Filter: Create Rule

This will auta create app-rulefFirewall-
rulefIURL Fule For bandwidth manage,
Applic{ logging, packet monitar or blocking,  |nitiators

Create Rule Filter View Interval: | Last 80 seconds El Gr

# Application Session

= Numbering and Auto-Scrolling — Numbering is added in the left-most column of each table on
the Dashboard > AppFlow Monitor page, along with an auto-scroll feature, which automatically
loads more rows as you scroll down. This allows you to keep track of where you are in the list while
scrolling down, and avoids delays from loading large amounts of data at once. The total number of
items is always displayed.

Applications Users URLs Initiators Responders Threats VoIP VPN Devices Contents
Fiter Vi Intervali |Last24hours  [w| Group: |IP Address [=] [35 % ® @ (v staus

# Responder Sessions Total Packets Total Bytes ~ Ave Rate (KBps)

76 223.165.26.46 2 105 8244 15

77 74.125.224.44 8 246 79.15 0

7 569.171.224.42 5 197 78.8% 0

7 69.172.215.56 1 168 77.20€ 0

80 23.21,208,110 5 168 76.21K 0

81 216.36.248.222 8 138 75.63% 0

82 67.195.146,230 1 86 75.07% 0

83 69.171.237.40 3 186 73,44 - 0

84 69.171.234.34 4 188 7L -

85 206.160.170.26 5 231 59.35 -

8 65.54,87,125 1 95 59.08K - o

87 23.11.15.139 3 120 5844 - ot
Totak 9.09K 129.13K 94.94M

SONICWALL>
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0 Dashboard > BWM Monitor — The Dashboard > BWM Monitor page has a number of usability
improvements.

In previous releases, this page would appear almost blank if bandwidth management was not enabled
on any network interfaces. In SonicOS 5.8.1.11, the page displays a chart for each possible BWM
setting for the selected interface, and displays [Disabled] unless BWM is enabled.

Dashboard [

BWM Monitor

To configure Global BWM, please go to Firewall Settings » BWM,  13:52:23 Feb 13

X1 (VE) |Z| ? Refresh every: & sec. ) View Range: | 10 minutes |Z| Guaranteed — w= Maximum 1]

Available Interface Bandwidth: Ingress - 10000 Kbps Egress - 10000 Kbps

=]
1.0% I
Real-Time Ing [Disabled] Current: - Dropped: - Guaranteed: - Maz: - |
0.5%
82
0.5%
Real-Time Eg [Disabled] Current: - Dropped: - Guarantead: - Maz:
1%
13:43 13:42 13:45 13:4€ 13:47 13:48 13:43 13:50 13:51 13:52
=]

1.0%

Highest Ing [Disabled] | Current: - Dropped: - Guaranteed: - Maz: - |

|

A text line is added near the top of the page showing the available bandwidth for the interface selected
in the drop-down list at the top left.

Dashboard |

BWM Monitor

To configure Global BWM, please go to Firewall Settings = BWM.  13:50:23 Feb 13

X1 (VE) |Z| * Refresh every: & sec. d View Range: | 10 minutes IZ| Guaranteed == Maximum 1]

Available Interface Bandwidth: Ingress - 10000 Kbps Egress - 10000 Kbps |

In each chart, an information box now shows the values for Current bandwidth, Dropped bandwidth,
Guaranteed bandwidth, and Max bandwidth for the interface selected at the top of the page.

=
0.2%
Medium Ingress
| Current: 0.0%, Dropped: 0.0%% Guaranteed: S0% Max: 100%:
0.1%
it —'—'—'7
0.1%
Medium Egress M Usage Il Dropped
0.2% —| Current: [(NEES Dropped: 0% Guaranteed: S0% Fan: 100% I
13:37 13:38 13:3% 13:40 13:21 13:-42 13:-43 13:-4342 13:45 13:-4€

SONICWALL>
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o Firewall Settings > BWM — The Firewall Settings > BWM page has usability enhancements.

An Interface BWM Settings tooltip now displays all network interfaces and shows whether bandwidth
management is enabled for them. Previously, administrators had to view the configuration page for
each interface from the Network > Interfaces page to determine the status of BWM.

Firewall Settings /

BWM

|@ Accept | |

Cancel | |

Restore Defaults...

Bandwidth Manageme
|Inbefau:e BWM Settings '

b

Priority

0 Realtime

1 Highest

2 High

3 Medium High
4 Medium

5 Medium Low

Ly

it Type: ) waAN @ Global ©) None

Interface Bandwidth Settings

MName Ingress Egress

x0 Disabled Disabled

X1 Enabled [ 10000 Kbps Enabled J/ 10000 Kbps
x2 Disabled Disabled

x3 Disabled Disabled

x4 Disabled Disabled

x5 Disabled Disabled

UD  Disabled Disabled

u1 Disabled Disabled

[} 0 %

Maximum\Burst
100 %%
100 %
100 %o
100 %o
100 %%
100 %%

The informational text at the bottom of the Firewall Settings > BWM page is reworded for better clarity.

Mote: This priority table is used only when global bandwidth management is selected. (When using legacy BWM, values can
be set independently in Firewall Access Rules and Action Objects.)

In global BWM mode, all traffic (by default) is marked as "medium® priority unless configured via firewall rulefapp firewall rule.

SonicOS 5.8.1.11 Release Notes
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e Content Filter Enhancement — The Disable Allowed Domains option is replaced by the Source of Allowed
Domains drop-down list in SonicOS 5.8.1.11. The default value for Source of Allowed Domains is set to
Global for the Default policy and for newly added policies. This option is found on the Settings tab on the Edit
CFS Policy popup, accessed via the Security Services > Content Filter page.

Palicy URL List Settings Custom List

Custom List Settings

Source of Allowed Domains: Global -
Source of Forbidden Domains: Global -
Source of Keyword: Global -

Safe Search Enforcement Settings

[F] Enable Safe Search Enforcement

YouTube for Schools

[C] Enable YouTube for Schools

Schoal ID

Filter Forbidden URLs by time of day
Always on

e ADTRAN Consolidation — Beginning in 5.8.1.11, ADTRAN NetVanta units run the same SonicOS firmware as
SonicWALL units. Upon upgrading a NetVanta unit to SonicOS 5.8.1.11, the management interface will change
from the previous NetVanta look and feel (color scheme, icons, logos) to the standard SonicWALL SonicOS
look and feel. The Content Filter block page will look the same as that used by SonicWALL models.

NetVanta units now support additional features compared to previous releases, including:
0 SonicPoint

Comprehensive Anti-Spam Service

WAN Acceleration

Enforced Client AV with Kaspersky Anti-Virus

Solera

o0 Firmware Auto Update

O o0O0O0

The following features are enhanced from previous NetVanta releases to provide the full capabilities of
equivalent SonicWALL models:
o DHCP Server Leases
Maximum Schedule Object Group Depth
Maximum SonicPoints per Interface
SSLVPN Licenses
Virtual Assist Licenses

O 0O0O0

SonicOS 5.8.1.11 Release Notes SONICWALL ®
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Previously, ADTRAN NetVanta units used netvantasecurityportal.com based URLs for backend
communication, such as to the License Manager. Starting with SonicOS 5.8.1.11, they will use the same URLs
as are used by SonicWALL models.

With SonicOS 5.8.1.11, the following are the now the only differences between SonicOS running on an
ADTRAN NetVanta model and that running on the equivalent SonicWALL model:

0 Product Name — When running on an ADTRAN NetVanta unit, SonicOS will use the SonicWALL
model name followed by “OEM”.

NetVanta 2830 now appears as NSA 2400 OEM

NetVanta 2730 now appears as NSA 240 OEM

NetVanta 2730 EX now appears as NSA 240 OEM EX

NetVanta 2630 now appears as TZ 210 OEM

NetVanta 2630W now appears as TZ 210 wireless-N OEM

o0 Default Internal WLAN SSID — When running on an ADTRAN NetVanta unit, SonicOS will continue to
use the default internal wireless SSID of “adtran”. SonicWALL models use a default internal wireless
SSID of “sonicwall”.

o HTTPS management self-signed certificate — When running on an ADTRAN NetVanta unit, SonicOS
will continue to use an ADTRAN specific HTTPS management self-signed certificate.

SONICWALL>
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Key Features in SonicOS 5.8

The following are the key features in SonicOS 5.8:

e YouTube for School Content Filtering Support — YouTube for Schools is a service that allows for
customized YouTube access for students, teachers, and administrators. YouTube Education (YouTube EDU)
provides schools access to hundreds of thousands of free educational videos. These videos come from a
number of respected organizations. You can customize the content available in your school. All schools get
access to all of the YouTube EDU content, but teachers and administrators can also create playlists of videos
that are viewable only within their school's network. Before configuring your SonicWALL security appliance for
YouTube for Schools, you must first sign up: www.youtube.com/schools

The configuration of YouTube for Schools depends on the method of Content Filtering you are using, which is
configured on the Security Services > Content Filter page.

Membership in Multiple Groups

o If auseris a member of multiple groups where one policy allows access to any part of YouTube and the
other policy has a YouTube for Schools restriction, the user will be filtered by the YouTube for Schools
policy and not be allowed unrestricted access to YouTube.

0 A user cannot be a member of multiple groups that have different YouTube for School IDs. While the
firewall will accept the configuration, this is not supported.

Note: For more information on the general configuration of CFS, refer to the Security Services > Content
Filter section in the SonicOS Administrator’s Guide.

0 When the CFS Policy Assignment pulldown menu is set to Via Application Control, YouTube for
Schools is configured as an App Control Policy.

1. Navigate to Firewall > Match Objects and click Add New Match Object.
Match Object Settings

Object Mame: CFS Allow ¥YT45

Match Object Type: CFS Allow/Forbidden List

Match Type:

Partial Match

Input Representation:

@) Alphanumeric

-

-

Hexadedmal

Content:

[routube . con

List:

Ready

o gk wN

ytimg.com

Add

Update

Remove

Remove All

Load From File

oK Cancel Help

Type in a descriptive name, and then select CFS Allow/Forbidden List as the Match Object Type.
Select Partial Match for the Match Type.
In the Content field, type in “youtube.com” and then click Add.
Type in “ytimg.com” and then click Add.
Click OK to create the Match Obiject.

SonicOS 5.8.1.11 Release Notes
P/N 232-001574-00 Rev A
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7.

10.
11.

12.
13.
14.

Navigate to the Firewall > App Rules page and click Add New Policy.

App Control Policy Settings

Policy Name: CFS YouTube
Policy Type: CFS A\
Address: Any -
Exdusion Address: MNane -
Match Object: CFS-Any -
Action Object: CFS block page -
Induded: Excluded:
Users/Groups: All ~ MNone -
Schedule: Always on v
Enable flow reporting: =
Enable Logging:

Log using CFS message format:

Log Redundancy Filter (seconds):  [7] use Global Settings 1

Zone: Any -
CF5 Allow /Exduded List: CFS Allow YT4S -
CF5 ForbiddenInduded List: Mone -

Enable Safe Search Enforcement: [
Enable YouTube for Schools:

School ID: ufiGb16eHSRXgXnnnK2lg

Note: BWM Type: Advanced; To change go to Firewall Settings > BWM

Ready

OK Cancel Help

Type in a descriptive Policy Name.
For the Policy Type, select CFS.
Select the appropriate settings for Match Object and Action Object, based on your environment.

For CFS Allow/Excluded List, select the Match Object you just created (our example uses “CFS Allow
YT4S").

Select the Enable YouTube for Schools checkbox.

Paste in your School ID, which is obtained from www.youtube.com/schools

Click OK to create the policy.

NOTE: Once the policy has been applied, any existing browser connections will be unaffected until the
browser has been closed and reopened. Also, if you have a browser open as administrator on the
firewall, you will be excluded from CFS policy enforcement unless you configure the firewall specifically
not to exclude you (select the Do not bypass CFS blocking for the Administrator checkbox on the
Security Services > Content Filter page).

SonicOS 5.8.1.11 Release Notes
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0 When the CFS Policy Assignment pulldown menu is set to Via User and Zone Screens, YouTube for
Schools is configured as part of the Content Filter policy.

1. Onthe Security Services > Content Filter page, select Content Filter Service for the Content Filter
Type pulldown menu.

2. Click the Configure button.

3. Onthe Policy tab, click the Configure icon for the CFS policy on which you want to enable YouTube
for Schools.

4. Click on the Settings tab, and select the Enable YouTube for Schools checkbox.
5. Paste in your School ID, which is obtained from www.youtube.com/schools.

I Policy ] URL List | Settings | Cus’tﬁ’ii_s'{'_]

Custom List Settings

Source of Allowed Domains: Global j
Source of Forbidden Domains: Global ﬂ
Source of Keyword: Global j

Safe Search Enforcement Settings

[ Enable Safe Search Enforcement

YouTube for Schools

¥ Enable YouTube for Schools
School ID |Lj3Q2GVaHbr3k_yiY2lhkQ

Filter Forbidden URLs by time of day

| Always on j

Click OK.
On the Custom List tab, click the Add button for Allowed Domains.

In the dialog box, type “youtube.com” into the Domain Name field and click OK.
Click Add again.

© x© N
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10. Type “ytimg.com” into the Domain Name field and click OK.

CustomList |

CFS
Allowed Domains Forbidden Domains
voutube . com
ytimg.com
Add... Edit... Delete All Add..

Keyword Blocking

11. Click OK.

Add...

These settings will override any CFS category that blocks YouTube.

NOTE: Once the policy has been applied, any existing browser connections will be unaffected until the
browser has been closed and reopened. Also, if you have a browser open as administrator on the
firewall, you will be excluded from CFS policy enforcement unless you configure the firewall specifically
not to exclude you (select the Do not bypass CFS blocking for the Administrator checkbox on the
Security Services > Content Filter page).

e |KEV2 Support — Beginning in SonicOS 5.8.1.8, Internet Key Exchange version 2 (IKEv2) is the default
proposal type for new Site-to-Site VPN policies when clicking the Add button from the VPN > Settings screen.

IKEV2 is a new protocol for negotiating and establishing a security association (SA). IKEv2 provides improved
security and a simplified architecture. Compared to IKEv1l Main Mode, using IKEv2 greatly reduces the number
of message exchanges needed to establish an SA, while IKEv2 is more secure and flexible than IKEv1

Aggressive Mode. This reduces the delays during re-keying.

IPsec Secondary Gateway is supported with IKEv2. DHCP over VPN is not supported with IKEv2.

IKEV2 is not compatible with IKEv1. When IKEV2 is used, all nodes in the VPN must use IKEv2 to establish the

tunnels.

IKEV2 has the following advantages over IKEv1:

e More secure
More reliable
Simpler
Faster
Extensible

MOBIKE support
Built-in NAT traversal

Keep Alive is enabled as default

Fewer message exchanges to establish connections
EAP Authentication support

SonicOS 5.8.1.11 Release Notes
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e SonicOS Web-based Management Interface— HTTP access to the SonicOS web-based management
interface is disabled by default. When running SonicOS with factory defaults, the administrator can log into the
management interface using HTTPS at https://192.168.168.168.

HTTP management is still allowed when upgrading from prior firmware versions, when already enabled in the
previous configuration settings.

Note: HTTP management must be enabled when the firewall is being managed by SonicWALL GMS via a VPN
tunnel. This applies when using either a GMS Management Tunnel or an existing VPN tunnel.

The System > Administration page has a new Allow management via HTTP checkbox to allow the
administrator to enable/disable HTTP management globally.

‘Web Management Settings

[ allow management via HTTP

HTTP Port: a0 Delete cookies
HTTPS Port: 443 End config. mode
Certificate Selection: Use Selfsigned Certificate E

Certificate Comman Mame: 192.168.168.168

Default Table Size: A0 items per page

Auto-updated Table Refresh Interval: (10 inseconds

[ use System Dashboard View as starting page

Enable Tooltip

Form Tooltip Delay: 2000 in msecs
Button Tooltip Delay:  |3000 in msecs
Text Tooltip Delay: 500 in msecs

SONICWALL>
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Real-Time Monitor— The real-time visualization dashboard monitoring feature allows administrators to
respond quickly to network security vulnerabilities and network bandwidth issues. Administrators can see what
websites their users are accessing, what applications and services are being used in their networks and to what
extent, in order to police content transmitted in and out of their organizations.

Dashboard [

Real-Time Monitor
15:558:03 Feb 17

Refresh every: 3 sec. ) (36 View Range: | 2 minutes E ]

150. 0Fkbps

Applications 2l Apps v | |Auto v-5esing [ "=

100_0Fbp=

50.0Fkp=
a
15:57 15:58
% Legends
General Service General DMS- Jabber General Service Kerberos LDAP v3- General d
- Google
M HTTP M Kerberos NS || c318 B DNs-5133 | (Goog HTTPS UDP 6552 || HrTTP
TCP Talk) 3
Facebook Dropbox DMS- General LogMeln Skype Skype WeatherBug Microsaft Service
[ | B | | | | : B - " I et - |
8157 5660 6342 LDAP 1479 1209 2300 2067 632'39”” SMB
200. 0Fbps=
Ingress Bandwidth [ current Ave: 146.0 Khps Min: 13.1 Kbps Max: 2.3 Mbps
200. 0Fkp= &l Interfaces Rate w | | Auto Y-Sosiing
100.0Fbps
a
a
50.0Fkp=
100.0Fbps=
150-0Fee= | poress Bandwidth [ Current Ave: 136.3 Kbps Min: 7.1 Kbps Max: 4.7 Mbps
200. 0Fbp=
15:57 15:58
% Legends

o 1 k2 X3

New appliances running SonicOS 5.8.1.11 receive an automatic 30-day free trial for App Visualization upon
registration.

SonicWALL appliances upgrading from a pre-SonicOS 5.8 release and already licensed for GAV/IPS/AS, Total
Secure, or Comprehensive Gateway Security Suite (CGSS) automatically receive a complimentary App
Visualization license for the Real-Time Visualization Dashboard.

SonicOS 5.8.1.11 Release Notes
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To populate the Real-Time Monitor with data, navigate to the AppFlow > Flow Reporting page, then click the
Enable Real-Time Data Collection and Enable AppFlow To Local Collector checkboxes. In the Collect
Real-Time Data For drop-down list, click the checkboxes for the types of data you wish to collect. You can then
view real-time application traffic on the Dashboard > Real-Time Monitor page.

Note: Clicking the Enable AppFlow to Local Collector checkbox may require rebooting the device.

Settings |
Enable AppFlow To Local Collector ("]
Enable Real-Time Data Collection
Collect Real-Time Data For |T0|3 apps, Bits per sec., Packets per sec., Average packet size, Connections per = | »

All Real-Time Monitor application legends are hidden by default from the Application and Bandwidth charts.
To view the legends, click the | ¥ Legends jcon.

250 . 0Fbp=

Applications [l Apps | [Auto Y-Scaling i RS

200 . 0Fbps=

150 . 0Fbp=

100. 0Fbp=

50. 0Fbp=

15:47 15:48

£ Legends

General Jabber Face- Service

BT B (Google m "= mm book- (mm G000!e- gy Skype- ;- DNS- . L O LDAPV3-

Talk) DNS 5157 G454 1209 5183 LUDP 6552

To relocate the legends into the Application or Bandwidth charts, click the #

checkbox(s).

icon, then select the desired

Use Gradient
[ put legends inside Application Chart

[ put legends inside Bandwidth Chart

Default Generate Cancel Save
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To view individual application information, hover the mouse over the real-time visualization graph to display a

tooltip.
400 0Fbps
Applications 1l Apps v | |Auts V-Bosiing ul [
200.0Ebps
200.0Ebps
100.0Fkp= — y /\
Service Kerberos TCP - 20,555 Kbps o,

=

o

15:21

o

22

By default, the Multi-Core Monitor displays as a stack chart, rather than as a bar graph, to easily show its

relation to the other charts on this screen.

100.0
Multi-Core Monitor [ Total uil: 1% Current Ave: 2.6% Min: 1% Max: 12% |
Current {Aggregate) - | [100% il &=
75.0
50.0
25.0

=
=

Note: The Multi-Core Monitor only shows the processor load for the cores of the managing firewall. If operating
in Active-Active DPI mode, the core load for the standby firewall does not display.

the user with a specific view of data being transferred.

Application Sessions Total Packets
1l Dropba 3 91
[} Service Kerberos TCP 7 7o
[ BitTorrent/uTorrent 186 186
|} DNS 3 93
0 S 4 142
1l LDAP v3 1 18

Total Bytes
50,046

21,168
16,678
9,167
7482

5,093

App Flow Monitor—The toolbar categories display Total Packets, Total Bytes, and Average Rate, providing

Threats
Ave Rate (KBps)

0.817 1]
2,953 1]
- ]
1.071 1]
0.970 0
4.974 1]

In the Flow Table, clicking on the number specified under the Sessions category of any Application, a Flow
Table displays with Application-specific data, including the Rate in KBps.

Flow Table
Start Last Init Resp Init Rezp B Init
Time Update Mac MAC i i e
1E:24h24 Jan 15124124 Jan
2 12 Om0e:B1:10:<4E:06 00061 10<E0F 1721609 172,16 5.35 3 2854
1E:24141 Jan 1E:24h4E Jan
12 12 Omoe:B1:10:<4E:06  00:06:B1A0<E0F 1721603 172,16 5.35 3 2854

Rezp Init Rezp
Fart Iface Iface
a0 2 3
a0 2 L]

Init Rezp Fate =
atus

Bogtes Boytes (KEpsl

23506 101000 Fuctive

624 202043 425,906 Adctive
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e AppFlow > Flow Reporting Page — The AppFlow > Flow Reporting page displays detailed external and

internal flow reporting statistics.

("1 Firewall/App Rules-based

L]

hl -
External Flow Reporting Statistics Internal AppFlow Reporting
Statistics
MetFlow/IPFIX Packets Sent: 0
ws Enqueved: 713
) Data Flows Engueuned 117139
Connection Flows Engqueued: 0 B
WS veuved: 713
) Data Flows Dequeued 117139
Connection Flows Dequeued: 0
ws Dro : i
. Data Flows Dropped 1]
Connection Flows Dropped: 0 ] X
ws Skil e ing: i
A ] . Data Flows Skipped Reporting i]
Connection Flows Skipped Reporting: 0
] General Flows Engueuved: 255
Hon-Connection data Enqueuved: 259
. General Flows Degueued: 259
Hon-Connection data Dequeued: 255
) General Flows Dropped: o}
Mon-connection data Dropped: 0
General Static Flows Dequeued: 173282
Netflow/IPFIX Templates sent: 0
. . AppFlow Collector Errors: 1}
Mon-connection related static data
Reported: 0 Total Flows in DB: 18791
- bl
Settings
Report Connections @ ) Interface-based
Enable Real-Time Data Collection
Collect Real-Time Data For |Tu:|p apps, Bits per sec., Packets per sec., Average packet size, Connections per =
Enable Aggregate AppFlow Report Data Collection
@

Collect Report Data For

L!pps Report, User Report, IP Report, Threat Report, Geo-IF Report, URL Report | b

The Settings area provides options to control the reporting content by interface or rules, to control which
graphs to display on the Real-Time Monitor page, and to control which graphs to display on the AppFlow

Monitor page.

The Local Server Settings section provides the Enable AppFlow to Local Collector option. The External
Collector Settings section provides a number of options for configuring an external collector.

Local Server Settings b

Enable AppFlow To Local Collector [*1

External Collector Settings b

Send AppFlow and Real-Time Data To External Collector [*]

External AppFlow Reporting Format
External Collector's IP address
Source IP To Use For Collector On A VPN tunnel

External Collector's UDP Port Mumber

Camd TOETY BlatfAoou Tarmmlztae 8+ Damular Trdaeoesl]

O

Metflow version-4
0.0.0.0

0.0.0.0

2055 N

The Other Report Settings section near the bottom of the page provides configuration settings for the

conditions under which a connection is reported.
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e Pop-Up Visualization Dashboard Displays—Several of the SonicWALL Visualization Dashboard pages
contain a blue pop-up button that will display the dashboard in a standalone browser window that allows for a
wider display. Click on the blue pop-up icon to the right of the page name in the left-hand navigating bar to
display a dashboard page as a standalone page.

- E Dashboard
Real-Time Monitor [E]
AppFlow Monitor
Threat Reports
ser Monitor
BWM Monitor

Connection Manitor

Packet Monitor
Log Monitor @
The pop-up button is also available at the top right of the individual dashboard pages, as shown below:

@ Mode: MNon-config b

Dashboard [
Real-Time Monitor
16:56:56 Feb 22
Refresh every: |3 sec, )| View Range: | 10 minutes E
e Wire Mode / Inspect Mode— When Inspect Mode (Passive DPI) is selected as the Wire Mode Setting, a

Restrict analysis at resource limit checkbox appears. This checkbox is selected by default. The behavior of
this option is as follows:

o Enabled — Scan only the amount of packets that the device can handle.
o Disabled — Throttle the traffic to be able to scan all packets.

General I Advanced

Interface "X2' Settings

Zone: LAN E|
Mode [ IP Assignment: Wire Mode (2-Port Wire) E|
Wire Mode Setting: Inspect Maode (Passive DPI) E|

Restrict analysis at resource limit
Paired Interface: -- Select an Interface - E|
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e Application Intelligence + Control—This feature has two components for more network security:

(a) Identification: Identify applications and track user network behaviors in real-time.
(b) Control: Allow/deny application and user traffic based on bandwidth limiting policies.

Administrators can easily create network policy object-based control rules to filter network traffic flows based
on:

o0 Blocking signature-matching Applications, which are notoriously dangerous and difficult to enforce
o Viewing the real-time network activity of trusted Users and User Groups and guest services
0 Matching Content-rated categories

Network security administrators now have application-level, user-level, and content-level real-time visibility into
the traffic flowing through their networks. Administrators can take immediate action to re-traffic engineer their
networks, quickly identify Web usage abuse, and protect their organizations from infiltration by malware.
Administrators can limit access to bandwidth-hogging websites and applications, reserve higher priority to
critical applications and services, and prevent sensitive data from escaping the SonicWALL secured networks.

New appliances running SonicOS 5.8.1.11 receive an automatic 30-day free trial for App Control upon
registration.

SonicWALL appliances upgrading from a pre-SonicOS 5.8 release and already licensed for GAV/IPS/AS, Total
Secure, or Comprehensive Gateway Security Suite (CGSS) automatically receive a complimentary App Control
license, required for creating Application Control policies.

Select the Enable App Control option on the Firewall > App Control Advanced page to begin using the App
Control feature.

App Control Global Settings
Enable App Contral

Configure App Control Settings Re=set App Control Settings & Policies

To create policies using App Rules (included with the App Control license), select Enable App Rules on the
Firewall > App Rules page.

App Rules Global Settings

Enable App Rules:

Global Log Redundancy Filter (seconds): |0
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e Global Bandwidth Management—Global Bandwidth Management improves ease of use for bandwidth
management (BWM) configuration, and increases throughput performance of managed packets for ingress and
egress traffic on all interfaces, not just WAN. The new Firewall Settings > BWM page allows network
administrators to specify guaranteed minimum bandwidth, maximum bandwidth, and control the number of
different priority levels for traffic. These global settings are used in firewall access rules and application control
policies. Global BWM provides:

Simple bandwidth management on all interfaces.

Bandwidth management of both ingress and egress traffic.

Support for specifying bandwidth management priority per firewall rules and application control rules.
Default bandwidth management queue for all traffic.

Support for applying bandwidth management directly from the Dashboard > App Flow Monitor page.

O O0OO0OO0Oo

Global bandwidth management provides 8 priority queues, which can be applied to each physical interface.

The new Firewall Settings > BWM page is shown below:

Firewall Settings /

BWM

|@ Accept | | Cancel || Restore Defaults...

Bandwidth Management Type: ) WAN @ Global ' Mone

Priority Enable Guaranteed Maximum\Burst
0 Realtime [ 0 % 100 | %
1 Highest [l ] %o 100 | %o
2 High a0 %o 100 | %
3 Medium High [l 0 %o 100 | %
4 Medium 50 %Yo 100 | %
5 Medium Low = 0 Yo 100 | %
6 Low 20 | % 100 | %
7 Lowest [ 0 % 100 | %
Totalk 100

You can select either WAN or Global as the Bandwidth Management Type.

Note: When switching between bandwidth management modes, all bandwidth management settings in firewall
access rules are set back to defaults and any custom settings must be reconfigured. Default BWM actions in
Application Control policies are automatically converted to WAN BWM or Global BWM, using default priority
levels.

In the global priority queue table, you can configure the Guaranteed and Maximum\Burst rates for each
Priority queue. The rates are specified as a percentage. The actual rate is determined dynamically while
applying BWM on an interface. The configured bandwidth on an interface is used in calculating the absolute
value. The sum of all guaranteed bandwidth must not exceed 100%, and guaranteed bandwidth must not be
greater than maximum bandwidth per queue.
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e Bandwidth Management Monitor Page—The BWM Monitor page displays per-interface bandwidth
management for ingress and egress network traffic. The BWM monitor graphs are available for real-time,
highest, high, medium high, medium, medium low, low and lowest policy settings. The view range is
configurable in 60 seconds, 2 minutes, 5 minutes, and 10 minutes (default). The refresh interval rate is
configurable from 3 to 30 seconds. The bandwidth management priority is depicted by guaranteed, maximum,
and dropped.

»

Dashboard [ i

BWM Monitor

To configure Global BWM, please go to Firewall Settings = BWM,  15:22:19 Feb 14

X1 (VE) |Z| 7 Refresh every: & sec. 3 View Range: | 10 minutes |Z| Guaranteed == Maximum 1]

m

Available Interface Bandwidth: Ingress - 100000 Kbps Egress - 100000 Kbps

=
1.0%
Real-Time Ingress [Disabled] p
| Current: S Dropped: - Guaranteed: - Maz:
0.5%
b
0.5%
Real-Time Egress [Disabled]
1% —| Current: = Dropped: - Guaranteed: - Maz: = I
1s5:13 15:14 15:15 15:1€ 15:17 15:18 15:19 15:20 15:21 15:22
=
1.0%
Highest Ingress [Disabled]
| Current: S Dropped: - Guaranteed: - Maz:
0.5%
b
0.5%
Highest Egress [Disabled]
1% —| Current: = Dropped: - Guaranteed: - Maz: - I
15:13 15:14 15:15 15:16 15:17 15:18 15:1% 15:20 15:21 15:22
B =
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Geo-IP Filter— The Geo-IP Filter includes several options, including the Block Connections to/from
Following Countries checkbox and a checkbox for Enable Logging.

The Block Connections to/from Following Countries checkbox provides options to block All Connections

or block Firewall Rule-Based Connections.

Security Services [

Geo-IP Filter

|@ Accept | | Cancel |

Block connections to/from countries listed in the table below

@ All Connections @ Firewall Rule-based Connections™

Enable Logging *

O

Blocked Country

Afghanistan

m o

Aland Islands
Albania

Algeria
American Samoa
Andorra

Angola

Anguilla

Anonymous Proxy /Private TP

SOOO0OEEE0O
CEEECENPAEGEA

Antarctica o

Geo-IP Exclusion Object:

Default Geo-IP and Botnet Exclusion Group |Z| b

e Botnet Filter— The Botnet Filter feature is available as a free trial and can be activated by navigating to the
Security Services > Botnet Filter page. The Botnet Filter page provides configuration options for blocking
connections to/from Botnet Command and Control Services, enabling logging, defining Botnet exclusion

objects, and checking Botnet server lookup.

Security Services [

Botnet Filter

& Accept Cancel

Blodk connections to/from Botnet Command and Control Servers T

@ All Connections ™ Firewall Rule-based Connections™

Enable Logging T

Botnet Exclusion Object:

Default Geo-IP and Botnet Exclusion Group |Z| h
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WAN Acceleration—SonicOS 5.8.1.0 and higher provides support for the SonicWALL WXA series appliances
which are deployed in one-arm mode with SonicWALL firewalls. WAN Acceleration appliances employ
techniques such as TCP acceleration and Windows File Sharing (WFS) acceleration to optimize WAN traffic
between multiple locations connected by VPN or dedicated links. In this deployment, the SonicWALL appliance
provides networking and security services, such as application control, intrusion prevention, anti-malware
protection, VPN, routing, anti-spam, and content filtering while the WAN acceleration appliance eliminates
redundant traffic and eliminates protocol latency. The following diagram illustrates the basic network topology
for the SonicWALL WXA series appliances and the SonicWALL network security appliances.

NSATZ series
appliance

Domain File Emal Web  WXA series WXA series PC PC PC
Controller Server Server Server appliance appliance
i - N A
Data Center Remote Site

WAN acceleration using a SonicWALL WXA series appliance can provide an increase in application
performance response time without purchasing a higher quality service or larger provision of bandwidth. This is

especially noticeable on WAN connections such with high latency, which causes some applications to perform
poorly.

e SonicPoint-N Dual Radio Support—The SonicWALL SonicPoint-N Dual Radio appliance (SonicPoint-N DR)
is supported by all SonicWALL NSA and TZ platforms when running SonicOS 5.8.0.3 or higher.

With support for two wireless radios at the same time, you can use SonicPoint-N DR Clean Wireless access
points to create an enterprise-class secure wireless network. The SonicPoint-N DR uses six antennas to
communicate with wireless clients on two frequency ranges: 2.4 GHz and 5 GHz. You can install and configure
a SonicPoint-N DR access point in about an hour.

Note: The SonicPoint-N DR cannot broadcast the same Service Set Identifiers (SSID) when using Virtual
Access Points (VAP) on 2.4 and 5 Ghz frequency ranges.

For more information, see the SonicWALL SonicPoint-N DR Getting Started Guide, at:
http://www.sonicwall.com/app/projects/file_downloader/document_lib.php?t=PG&id=444
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e Accept Multiple Proposals for Clients Option—The Accept Multiple Proposals for Clients checkbox
allows multiple VPN or L2TP clients using different security policies to connect to a firewall running SonicOS
5.8.0.3 or higher.

The option is on the Advanced tab when configuring a GroupVPN policy from the VPN > Settings page in
SonicOS.

General Proposals Advanced Client

Advanced Settings

Enable Windows Metworking (MetBIOS) Broadcast
Enable Multicast

Accept Multiple Proposals for Clients

The client policy is still strictly checked against the configured proposal in the Proposals tab, as with clients
connecting with SonicWALL GVC. This option has no effect on GVC.

If the Accept Multiple Proposals for Clients option is selected, SonicOS will allow connections from other
L2TP clients, such as Apple OS, Windows, or Android clients whose offered proposal is different from what is
configured on the Proposals tab. The proposal is accepted if it meets the following conditions:

o If the offered algorithm matches one of the possible algorithms available in SonicOS.
o If the offered algorithm is stronger and more secure than the configured algorithm in the SonicOS proposal.

If this option is not selected, SonicOS will require the client to strictly match the configured policy.

This option allows SonicWALL to support heterogeneous environments for Apple, Windows, and Android
clients. Using this option, SonicOS can work with these clients if their proposal includes a combination of
algorithms which are supported in SonicOS, but are not configured in the policy to prevent other clients like
GVC from failing.

e Deep Packet Inspection of SSL encrypted data (DPI-SSL)—Provides the ability to transparently decrypt
HTTPS and other SSL-based traffic, scan it for threats using SonicWALL’s Deep Packet Inspection technology,
then re-encrypt (or optionally SSL-offload) the traffic and send it to its destination if no threats or vulnerabilities
are found. This feature works for both client and server deployments. It provides additional security, application
control, and data leakage prevention functionality for analyzing encrypted HTTPS and other SSL-based
traffic. The following security services and features are capable of utilizing DPI-SSL: Gateway Anti-Virus,
Gateway Anti-Spyware, Intrusion Prevention, Content Filtering, Application Control, Packet Monitor and Packet
Mirror. DPI-SSL is supported on SonicWALL NSA models 240 and higher.

e Gateway Anti-Virus Enhancements (Cloud GAV)—The Cloud Gateway Anti-Virus feature introduces an
advanced malware scanning solution that compliments and extends the existing Gateway AV scanning
mechanisms present on SonicWALL firewalls to counter the continued growth in the number of malware
samples in the wild. Cloud Gateway Anti-Virus expands the Reassembly Free Deep Packet Inspection engine
capabilities by consulting with the data center based malware analysis servers. This approach keeps the
foundation of RFDPI-based malware detection by providing a low-latency, real-time solution that is capable of
scanning unlimited numbers of files of unlimited size on all protocols that are presently supported without
adding any significant incremental processing overhead to the appliances themselves. With this additional
layer of security, SonicWALL'’s Next Generation Firewalls are able to extend their current protection to cover
multiple millions of pieces of malware.

SONICWALL>

SonicOS 5.8.1.11 Release Notes
P/N 232-001574-00 Rev A
34



Release Notes

e NTP Authentication Type—When adding a Network Time Protocol server, the Add NTP Server dialog box
provides a field to specify the NTP authentication type, such as MD5. Fields are also available to specify the
trust key ID, the key number and the password.

e Link Aggregation—Link Aggregation provides the ability to group multiple Ethernet interfaces to form a trunk
which looks and acts like a single physical interface. This feature is useful for high end deployments requiring
more than 1 Gbps throughput for traffic flowing between two interfaces. This functionality is available on all NSA
E-Class platforms.

Static Link Aggregation with the ability to aggregate up to 4 ports into a single link is supported in SonicOS 5.8.
A round-robin algorithm is used for load balancing traffic across the interfaces in an aggregated link.

¢ Port Redundancy—Port Redundancy provides the ability to configure a redundant physical interface for any
Ethernet interface in order to provide a failover path in case a link goes down. Port Redundancy is available on
all NSA E-Class platforms.

When the primary interface is active, it handles all traffic from/to the interface. When the primary interface goes
down, the backup interface takes over and handles all outgoing/incoming traffic. When the primary interface
comes up again, it takes over all the traffic handling duties from the backup interface.

When Port Redundancy, High Availability and WAN Load Balancing are used together, Port Redundancy takes
precedence followed by High Availability, then followed by WAN Load Balancing.

e Content Filtering Enhancements—The CFS enhancements provide policy management of network traffic
based on Application usage, User activity, and Content type. Administrators can create multiple CFS policies
per user group and set restrictive ‘Bandwidth Management Policies’ based on CFS categories.

e IPFIX and NetFlow Reporting—This feature enables administrators to gain visibility into traffic flows and
volume through their networks, helping them with tracking, auditing and billing operations. This feature provides
standards-based support for NetFlow Reporting, IPFIX, and IPFIX with extensions. The data exported through
IPFIX with extensions contains information about network flows such as applications, users, and URLs
extracted through Application Intelligence, along with standard attributes such as source/destination IP address
(includes support for IPv6 networks), source/destination port, IP protocol, ingress/egress interface, sequence
number, timestamp, number of bytes/packets, and more.

e VLAN Support for TZ Series—SonicOS 5.8.1.11 provides VLAN support for SonicWALL TZ 210/200/100
Series appliances, including wireless models. The TZ 210 and 200 Series support up to 10 VLANS, the TZ 100
Series supports up to 5 VLANSs.

e SonicPoint Virtual Access Point Support for TZ Series—Virtual Access Points (VAPS) are supported when
one or more SonicWALL SonicPoints are connected to a SonicWALL TZ 210/200/100 Series appliance. The TZ
210 and 200 Series support up to 8 VAPs, the TZ 100 Series supports up to 5 VAPs.

e LDAP Primary Group Attribute—To allow Domain Users to be used when configuring policies, membership of
the Domain Users group can be looked up via an LDAP "Primary group” attribute. Beginning in 5.8.1.0,
SonicOS provides an attribute setting in the LDAP schema configuration for using this feature.

e Preservation of Anti-Virus Exclusions After Upgrade—Beginning in 5.8.1.0, SonicOS includes the ability to
detect if the starting IP address in an existing range configured for exclusion from anti-virus enforcement
belongs to either LAN, WAN, DMZ or WLAN zones. After upgrading to a newer firmware version, SonicOS
applies the IP range to a newly created address object. Detecting addresses for other zones not listed above,
including custom zones, is not supported.

Anti-virus exclusions which existed before the upgrade and which apply to hosts residing in custom zones will
not be detected. IP address ranges not falling into the supported zones will default to the LAN zone. Conversion
to the LAN zone occurs during the restart process. There is no message in the SonicOS management interface
at login time regarding the conversion.

SONICWALL>

SonicOS 5.8.1.11 Release Notes
P/N 232-001574-00 Rev A
35



Release Notes

Comprehensive Anti-Spam Service (CASS) 2.0—The Comprehensive Anti-Spam Service (CASS) feature
provides a quick, efficient, and effective way to add anti-spam, anti-phishing, and anti-virus capabilities to your
SonicWALL security appliance. This feature increases the efficiency of your SonicWALL security appliance by
providing you the ability to configure user view settings and filter junk messages before users see it in their
inboxes. The following capabilities are available with CASS 2.0:

o0 The Email Security Junk Store application can reside outside the Exchange Server system, such as on
a remote server.

o Dynamic discovery of Junk Store user interface pages feature allows the Junk Store to inform SonicOS
of a list of pages to display under Anti-Spam in the SonicOS left hand navigation pane. For example,
the pane might show Junk Box View, Junk Box Settings, Junk Summary, User View Setup, and/or
Address Books.

0 User-defined Allow and Deny Lists can be configured with FQDN and Range address objects in
addition to Host objects.

0 A GRID IP Check tool is available in the Anti-Spam > Status page. The SonicWALL administrator can
specify (on-demand) an IP address to check against the SonicWALL GRID IP server. The result will
either be LISTED or UNLISTED. Connections from a LISTED host will be blocked by the SonicWALL
security appliance running CASS (unless overridden in the Allow List).

0 A parameter to specify the Probe Response Timeout is available in the Anti-Spam > Settings page
Advanced Options section. This option supports deployment scenarios where a longer timeout is
needed to prevent a target from frequently being marked as Unavailable. The default value is 30
seconds.

Enhanced Connection Limiting—Connection Limiting enhancements expand the original Connection Limiting
feature which provided global control of the number of connections for each IP address. This enhancement is
designed to increase the granularity of this kind of control so that the SonicWALL administrator can configure
connection limitation more flexibly. Connection Limiting uses Firewall Access Rules and Policies to allow the
administrator to choose which IP address, which service, and which traffic direction when configuring
connection limiting.

Dynamic WAN Scheduling—SonicOS 5.8 supports scheduling to control when Dynamic WAN clients can
connect. A Dynamic WAN client connects to the WAN interface and obtains an IP address with the PPPoE,
L2TP, or PPTP. This enhancement allows the administrator to bind a schedule object to Dynamic WAN clients
so that they can connect when the schedule allows it and they are disconnected at the end of the configured
schedule. In the SonicOS management interface, a Schedule option is available on the WAN interface
configuration screen when one of the above protocols is selected for IP Assignment. Once a schedule is
applied, a log event is recorded upon start and stop of the schedule.

NTLM Authentication with Mozilla Browsers—As an enhancement to Single Sign-On, SonicOS can now use
NTLM authentication to identify users who are browsing using Mozilla-based browsers (including Internet
Explorer, Firefox, Chrome and Safari). NTLM is part of a browser authentication suite known as “Integrated
Windows Security” and should be supported by all Mozilla-based browsers. It allows a direct authentication
request from the SonicWALL appliance to the browser with no SSO agent involvement. NTLM authentication
works with browsers on Windows, Linux and Mac PCs, and provides a mechanism to achieve Single Sign-On
with Linux and Mac PCs that are not able to interoperate with the SSO agent.

Single Sign-On Import Users from LDAP Option—An Import from LDAP button on the Users > Local Users
page allows you to configure local users on the SonicWALL by retrieving the user names from your LDAP
server. This allows SonicWALL user privileges to be granted upon successful LDAP authentication. For ease of
use, options are provided to reduce the list to a manageable size and then select the users to import.

SSL VPN NetExtender Update—This enhancement supports password change capability for SSL VPN users,
along with various fixes. When the password expires, the user is prompted to change it when logging in via the
NetExtender client or SSL VPN portal. It is supported for both local users and remote users (RADIUS and
LDAP).
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e DHCP Scalability Enhancements—The DHCP server in SonicWALL appliances has been enhanced to
provide between 2 to 4 times the number of leases previously supported. To enhance the security of the DHCP
infrastructure, the SonicOS DHCP server now provides server side conflict detection to ensure that no other
device on the network is using the assigned IP address. Conflict detection is performed asynchronously to
avoid delays when obtaining an address.

e SIP Application Layer Gateway Enhancements—SIP operational and scalability enhancements are provided
in SonicOS 5.8. The SIP feature-set remains equivalent to previous SonicOS releases, but provides drastically
improved reliability and performance. The SIP Settings section under the VoIP > Settings page is unchanged.

SIP ALG support has existed within SonicOS firmware since very early versions on legacy platforms. Changes
to SIP ALG have been added over time to support optimized media between phones, SIP Back-to-Back User
Agent (B2BUA), additional equipment vendors, and operation on a multi-core system.

The SIP protocol is now in a position of business critical importance — protecting the voice infrastructure,
including VolP. To accommodate the demands of this modern voice infrastructure, SIP ALG enhancements
include the following:

0 SIP Endpoint Information Database — The algorithm for maintaining the state information for known
endpoints is redesigned to use a database for improved performance and scalability. Endpoint
information is no longer tied to the user ID, allowing multiple user IDs to be associated with a single
endpoint. Endpoint database access is flexible and efficient, with indexing by NAT policy as well as by
endpoint IP address and port.

o0 Automatically Added SIP Endpoints — User-configured endpoints are automatically added to the
database based on user-configured NAT policies, providing improved performance and ensuring
correct mappings, as these endpoints are pre-populated rather than “learnt.”

o SIP Call Database — A call database for maintaining information about calls in progress is
implemented, providing improved performance and scalability to allow SonicOS to handle a much
greater number of simultaneous calls. Call database entries can be associated with multiple calls.

0 B2BUA Support Enhancements — SIP Back-to-Back User Agent support is more efficient with various
algorithm improvements.

o Connection Cache Improvements — Much of the data previously held in the connection cache is
offloaded to either the endpoint database or the call database, resulting in more efficient data access
and corollary performance increase.

0 Graceful Shutdown — Allows SIP Transformations to be disabled without requiring the firewall to be
restarted or waiting for existing SIP endpoint and call state information to time out.

e Management Traffic Only Option for Network Interfaces—Beginning in 5.8.1.0, SonicOS provides a
Management Traffic Only option on the Advanced tab of the interface configuration window, when
configuring an interface from the Network > Interfaces page. When selected, this option prioritizes all traffic
arriving on that interface. The administrator should enable this option ONLY on interfaces intended to be
used exclusively for management purposes. If this option is enabled on a regular interface, it will still
prioritize the traffic, but that may not be the desired result. It is up to the administrator to limit the traffic to
just management; the firmware does not have the ability to prevent pass- through traffic.

The purpose of this option is to provide the ability to access the SonicOS management interface even when
the appliance is running at 100% utilization.

e Auto-Configuration of URLs to Bypass User Authentication—Beginning in 5.8.1.0, SonicOS includes
an auto-configuration utility to temporarily allow traffic from a single, specified IP address to bypass
authentication. The destinations that traffic accesses are then recorded and used to allow that traffic to
bypass user authentication. Typically this is used to allow traffic such as anti-virus updates and Windows
updates. To use this feature, navigate to Users > Settings and click the Auto-configure button in the
Other Global User Settings section.
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Known Issues

This section contains a list of known issues in the SonicOS 5.8.1.11 release.

3G/AG
Symptom Condition / Workaround Issue
A Sierra Wireless 308 card cannot establish a | Occurs when trying to connect a Sierra Wireless 120689
4G connection. No IP address is obtained. 308 card to an NSA 240.

Bandwidth Management

Symptom Condition / Workaround Issue
When the Bandwidth Management (BWM) Occurs when a user selects a priority queue other 125706
Global option is enabled, undefined queues than the default High, Medium, and Low queues

can be selected without any warning that they | without first defining the selected queue.
are undefined, and the selected queue is then
replaced with the default Medium queue when
used in an Access Rule.

Content Filtering

Symptom Condition / Workaround Issue

The YouTube for Schools feature is bypassed | Occurs when connecting an iOS or Android device | 121533
with iOS or Android wireless devices using the | to a wireless network that has YouTube for

YouTube application. Schools filtering enabled. Use the YouTube
application and see that all content is available for
access.
DPI-SSL
Symptom Condition / Workaround Issue
Excluding a User Object or User Group for Occurs when accessing HTTPS websites from a 118962
Server DPI-SSL causes Client DPI-SSL to not | client computer without logging in as a user on the
work properly. client computer. Client DPI-SSL does not change

the site certificate to the SonicWALL certificate.

Geo-IP Filtering

Symptom Condition / Workaround Issue
Geo-IP Filtering does not successfully block Occurs when a user tries to access a site with an 126610
some |IP addresses even though they are in the | IP address that is in a country that is blocked by

blocked countries list. Geo-IP Filtering. The user can intermittently access

some sites that are in countries that are blocked by
Geo-IP Filtering.
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Global VPN Client (GVC)

Symptom Condition / Workaround Issue
A GVC connection cannot be established when | Occurs when a user attempts to connect using a 126441
using OCSP. The connection fails and the user | GVC connection with a certificate, and Online
gets the error message: "OCSP send request Certificate Status Protocol (OCSP) is enabled in
failed: status update verification in progress the WAN VPN Group.
failed ! initCookie 0x13f4b71e603". If OCSP is disabled, the GVC connects
successfully with a certificate.
Networking
Symptom Condition / Workaround Issue
A computer connected to one interface of a L2 | Occurs when the “Never route traffic on this bridge- | 125837
Bridge pair cannot ping a computer connected | pair” option is enabled for the L2 Bridge pair
to the other interface of the L2 Bridge pair. (LAN/WAN).
Workaround: Disable the "Never route traffic on
this bridge-pair" option.
FTP or HTTP traffic cannot pass through a pair | Occurs when using a Stateful High Availability pair | 101359
of interfaces configured in Wire Mode and set and Active-Active DPI is enabled.
to Secure.
SSL VPN
Symptom Condition / Workaround Issue
Java and ActiveX RDP Bookmarks do not work | Occurs when a user tries to connect to SSL VPN 126736
when connecting from a Windows 8 client. Virtual Office Bookmarks from a Windows 8
workstation. The user gets a bookmarks fail
protocol error.
Using the default SSL VPN NetExtender client, | Occurs when the default NetExtender Windows 123277
Windows 8 can connect to the SSL VPN Client (5.5.158) is installed on Windows 8. The
server, but no route is configured on the client. | client can connect to the SSL VPN server, but a
NetExtender route cannot be configured.
A client computer cannot connect to Occurs when a user is using the Google Chrome 120973
NetExtender. browser to attempt to connect to NetExtender.
Throughput
Symptom Condition / Workaround Issue
HTTP throughput performance may be Occurs when the AppFlow Monitor is enabled. 119065

reduced due to Deep Packet Inspection.
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Wireless
Symptom Condition / Workaround Issue
The same SSID cannot be used on internal Occurs when setting the SSID on the internal radio, | 119621
radio and VAP SonicPoints. and then trying to create a VAP on the SonicPoint.
A VAP is created when the SSID is set on the
internal radio, therefor a VAP cannot be created on
the SonicPoint with the same SSID because the
SSID is used as the object name.
VPN
Symptom Condition / Workaround Issue
The tunnel interface is bound to X0, but IKE Occurs when trying to establish a tunnel interface 121966
traffic is allowed on X1 through the remote VPN between two firewalls discovered by the
firewall that is reachable on X1. router. When trying to connect Firewalll X0 to
Firewall2 X0, when the IPsec Phase2 security
association (SA) is accepted, but the VPN is down,
the policy is bound to X0. Although the remote
firewall is reachable through X1, no IKE packet
should go through the X1 interface in this
configuration.
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Resolved Issues

The following issues are resolved in the SonicOS 5.8.1.11 release:

Application Control

firewall becomes non-responsive and the
primary firewall's management interface
becomes inaccessible for over 10 minutes.

the High Availability > Advanced page is clicked on
an HA pair with a large number (384) of NAT
policies, a large number (224) of custom address
objects and 16 VLAN interfaces.

Symptom Condition / Workaround Issue
Multiple duplicate objects and inconsistencies Occurs when the user is creating the Application 113212
occur in the Applications List on the Firewall > | List from Application Control signatures, and when
Match Objects page. Duplicate entries are using “Auto-generate match object name”.
listed for applications inside categories, such
as Facebook. Inconsistent behavior occurs
when expanding duplicated items.
Bandwidth Management
Symptom Condition / Workaround Issue
The firewall unexpectedly restarts. Occurs when using Bandwidth Management 120387
policies combined with a dynamic WAN mode such
as PPPoE or DHCP, under specific network
conditions.
Geo-IP
Symptom Condition / Workaround Issue
Geo-IP sends multiple DNS requests to the Occurs when Geo-IP is enabled while monitoring 125904
same server. the DNS requests to geoipd.global.sonicwall.com.
A JavaScript error occurs and the Resolved Occurs when using Internet Explorer and clicking 125651
Locations box does not display after clicking on the Show Resolved Locations button in the
the Show Resolved Locations button. Security Services > Geo-IP Filter page.
High Availability
Symptom Condition / Workaround Issue
An HA pair drops TCP across interfaces, such | Occurs when a jumbo frame (>1400 bytes) is 120274
as X2-X0, when Active-Active DPI is enabled. offloaded to the secondary unit in the HA pair, and
Over time, many TCP connections on any port, | there is a network switch between primary and
in any direction, are dropped and traffic is secondary units on which support for jumbo frames
disrupted. is not enabled.
After clicking the Synchronize Settings button, | Occurs when clicking on HA > Advanced > 119383
routes are missing on the secondary firewall. Synchronize Settings and the primary unit has a
large number of NATs/route policies. Dynamic
routing is not enabled, majority of these routes are
for route based VPNs.
In a High Availability pair, the secondary Occurs when the Synchronize Settings button on 119762
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Networking

Symptom Condition / Workaround Issue
The firewall becomes unreachable on its Occurs when using Bandwidth Management 124904
interfaces. policies in specific network environments.
The SonicWALL appliance cannot establish Occurs when the PPPoE server's IP address is a 124111
PPPoOE connectivity. Class C broadcast address such as 111.77.33.255,

which is not accepted by the SonicWALL PPPoE

client.
It is not possible to create a SSLVPN client Occurs when using SonicWALL GMS 7.0 to 117670
route at the unit level. SonicWALL GMS manage a TZ 210W running SonicOS 5.8.1.8.
appears to add the SSLVPN Client Route, but
the route is not added.
Dynamic DNS on the SonicWALL fails with a Occurs when the DynDNS client on the 117184
network error while trying to update the profile. | SonicWALL fails to communicate with the DynDNS

Server, after DynDNS updated their Certificate with

DigiCert.
The SonicWALL firewall becomes Occurs after one or more days of functioning 114660
unresponsive. normally with Single Sign-On integration with LDAP

and Terminal Server Agent.
The SonicWALL firewall has high CPU Occurs when the firewall is configured to use the 113622
utilization, log events showing that the cache is | Local Collector for Application Visualization.
full, poor throughput, and many dropped
packets for network traffic in all directions.
X0 interfaces lose connectivity on SonicWALL | Occurs when there are specific network conditions | 113621
NSA 240 or NSA 2400 firewalls. and when interoperating with specific types of third-

party network equipment.
Layer 2 Bridge primary interface could not be Occurs when attempting to unassign the L2 Bridge | 107528
unassigned. primary interface.
VRRP through Layer 2 bridge mode on the Occurs when the unit’s internal switch filters the 106439

SonicWALL appliance causes an Internet to
MPLS failover between 2 routers with the
SonicWALL in between to take 5-7 minutes.

inbound packets until the MAC/port association
times out.
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Security Services

Symptom Condition / Workaround Issue
Content Filtering allows some blocked content | Occurs when an AppRule based CFS default policy | 123733
to download. is configured, and a user navigates to a blocked

web page and hits the refresh button (F5) on their

browser multiple times.
False positives with Gateway Anti-Virus on Occurs when there are specific network conditions | 121742
Windows file share traffic cause TCP packets associated with TCP reassembly.
to be dropped.
Signature downloads fail for all three services Occurs when downloading signatures through a 120386
(Gateway Anti-Virus, Intrusion Prevention, and | proxy server.
Anti-Spyware), and the Signature Database
status continually displays the message
“download in progress”.
Some web sites are slow to load, or fail to load | Occurs when Content Filtering is enforced on traffic | 120086
completely. through a SonicWALL firewall, for any website

whose URL hostname is 32 or more characters,

not counting the http:// prefix.

SSL VPN

Symptom Condition / Workaround Issue
An RDP ActiveX or Java bookmark from the Occurs when using a SonicWALL NSA 240 or any | 123255
SSL VPN Portal does not work. Devices with TZ series firewall, and only one or zero SSL VPN
only one license for SSL VPN may be unable licenses are available.
to utilize RDP Bookmarks.
NetExtender cannot be downloaded from the Occurs when using the SonicWALL SSL VPN 122941
SonicWALL SSL VPN portal using either portal with only its self-signed certificate.
Chrome or Mozilla FireFox web browsers.
The NetExtender client IP address is not Occurs when Windows 8 computers connect using | 120793
properly set as the default gateway on the SSL VPN NetExtender client to a SonicWALL
Windows 8 hosts. firewall whose SSL VPN policy is configured for

Tunnel All mode.
After upgrading, the SSL VPN NetExtender Occurs when a Windows 8 computer connects to a | 120762
client no longer automatically connects. SonicOS SSL VPN using an older version of the

NetExtender client, and then upgrades to the

newer 6.0.182 client.
An old, incompatible version of NetExtender Occurs when attempting to access SonicOS SSL 119626
(4.0.667) is enforced on a Mac OS X 10.8 VPN and NetExtender from Mac OS X Mountain
computer by SonicOS SSL VPN, even when a | Lion (10.8).
newer version is pre-installed.
NetExtender does not work with RSA Occurs when using an RSA SecurelD-Radius 118285

SecurelD-Radius new PIN mode.

environment and the user launches NetExtender
and enters the username and old PIN, then
changes the PIN when prompted, but an
authentication error occurs immediately.
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System
Symptom Condition / Workaround Issue
The System > Status shows that WAN Occurs when either WXA Live CD500 or WXA5000 | 119494
Acceleration is licensed, but does not show the | Virtual Appliance is licensed.
specific WXA software.
The firewall restarts unexpectedly. Occurs when clicking on the System > Packet 119039
Monitor screen when there is a lot of data passing
through the firewall.
SonicOS web management interface becomes | Occurs under certain conditions when Guest 114273
unresponsive for one or more minutes. Services and/or SSL VPN user login features are
used.
Firewall reboots due to memory exhaustion. Occurs when the firewall is configured to use LDAP | 106463
for user authentication.
User gets error message, "Maximum Firewall Occurs when importing an EXP file containing 105745
Access Rule Error" even though the maximum | preferences that were previously exported from
number of Access Rules is not reached. System > Settings.
Users
Symptom Condition / Workaround Issue
The Users > Local Users and Users > Local Occurs when adding a Local User, using the 121455
Groups pages do not allow any configuration 'Require one-time passwords' feature, and
actions. specifying an email address containing an
apostrophe.
Cannot import local groups from LDAP server. | Occurs when the user authentication method is set | 120575
to LDAP on the Users > Settings page, and a test
of LDAP settings passes. Then, on the Users &
Groups tab, click the “Import user groups” button.
The Terminal Server Agent (TSA) creates Occurs when the TSA has a timeout and logs an 118727
inconsistent log entries and statistics values. SSO agent timeout instead of a TSA timeout. Also,
the TSA "Max packets from a waiting user" statistic
and associated response time value (not shown in
the GUI) are incorrect.
The SSO Agent does not detect a domain user | Occurs when a domain user is properly detected 118286
logout and that user’s access policies are by the SSO Agent using the Domain Controller
applied to a subsequent user on the same (DC) logs, then the user logs off the computer and
computer. logs in again as a local administrator. The local
administrator receives the previous user’s access
policies as the SSO Agent still detects the previous
domain/username login.
The following error message is displayed when | Occurs when the user has been using Wireless 112905

a user tries to login to the firewall: “Sorry, but
either the maximum number of users are
already logged in, or too many users are
simultaneously trying to log in. Try again
shortly or contact your firewall administrator.”

Guest Services for about one week.

SonicOS 5.8.1.11 Release Notes
P/N 232-001574-00 Rev A

44

SONICWALL>




Release Notes

Visualization

Symptom Condition / Workaround Issue
In AppFlow Monitor, the Generate Application Occurs when the process times out while 119390
Visualization Report option often does not attempting to use the Generate Application
generate the report, and displays the message | Visualization Report option from the Dashboard >
"Failed to connect to the AppFlow Report AppFlow Monitor page in the SonicOS
server. Please try again." management interface.

VPN
Symptom Condition / Workaround Issue
Tunnel interface VPN policies do not Occurs when using multiple tunnel interface VPN 122127
automatically come back up after restarting the | policies to the same peer firewall.
firewall.
Tunnel interface VPN policies bound to the Occurs when WAN Load Balancing is configured 122119
secondary WAN interface are dropped and and the primary WAN interface link goes down and
renegotiated although the secondary WAN then back up.
interface does not change status.
Tunnel interface VPN policies bound to a WAN | Occurs when Logical Monitoring fails for a WAN 122111
interface are dropped when the interface goes | interface and keeps failing, indicating that the WAN
down, but are rebuilt before the interface is down.
comes back up.

Wireless
Symptom Condition / Workaround Issue
A SonicPoint N/NDR/Ne/Ni changes to non- Occurs when a routing policy routes all traffic from | 115934

responsive status or the internal wireless
performance becomes low or unstable.

the Wireless subnet to the X0 IP address, which
interferes with the SonicPoint provisioning.
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Upgrading SonicOS Image Procedures

The following procedures are for upgrading an existing SonicOS image to a newer version;

Obtaining the Latest SONICOS IMAGE VEISION ......ccoiiuiiiiiiiaai ittt e ettt e e e e e s aab e e e et e e e e s e s ababeeeeaaeaasnbbeeeeeeaaesaannns 46
Saving a Backup Copy of Your Configuration PreferenCeS ............eeevieiiiiiiiiiiie et e e saree e e e 46
Upgrading a SonicOS Image with CUrrent PrefErENCES ........c..uviiiiii i e e e e aaaaee s 47
Importing Preferences t0 SONICOS 5.8.1.11 ......cccciiiiiie e e e e e e e e e s e e e e e e e e e e sta e e e e e e e e e s tbsaeeeeeeeeesannnnreees 47
Importing Preferences from SonicOS Standard to SonicOS 5.8.1.11 Enhanced...........ccoccvviviveeiiiicciieieee e 48
Support Matrix for IMPOrting PreferE&NCES .......uviiii e e e e e e s s e e e e e e s s nnraeeeeeeeeanns 49
Upgrading a SonicOS Image with FACtory DEfaUILS............cccuiiiiiii i 50
Using SafeMode t0 UPGrade FiFMWEATIE...........cuuiii ittt ettt ettt e e ettt e e e abb e e e e e anbre e e e asbeeeeannnes 50

Obtaining the Latest SonicOS Image Version
To obtain a new SonicOS firmware image file for your SonicWALL security appliance:

1. Connect to your mysonicwall.com account at http://www.mysonicwall.com.
2. Copy the new SonicOS image file to a directory on your management station.

You can update the SonicOS image on a SonicWALL security appliance remotely if the LAN interface or the WAN
interface is configured for management access.

Saving a Backup Copy of Your Configuration Preferences

Before beginning the update process, make a system backup of your SonicWALL security appliance configuration
settings. The backup feature saves a copy of your current configuration settings on your SonicWALL security
appliance, protecting all your existing settings in the event that it becomes necessary to return to a previous
configuration state.
In addition to using the backup feature to save your current configuration settings to the SonicWALL security
appliance, you can export the configuration preferences file to a directory on your local management station. This
file serves as an external backup of the configuration preferences, and can be imported back into the SonicWALL
security appliance.
Perform the following steps to save a backup of your configuration settings and export them to a file on your local
management station:
1. On the System > Settings page, click Create Backup. Your configuration preferences are saved. The
System Backup entry is displayed in the Firmware Management table.
2. To export your settings to a local file, click Export Settings. A popup window displays the name of the
saved file.
3. Onthe System > Diagnostics page, under Tech Support Report, select the following checkboxes and then
click the Download Report button:
VPN Keys
ARP Cache
DHCP Bindings
IKE Info
SonicPointN Diagnostics
Current users
e Detail of users
The information is saved to a “techSupport_" file on your management computer.
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Upgrading a SonicOS Image with Current Preferences
Perform the following steps to upload new firmware to your SonicWALL appliance and use your current
configuration settings upon startup:

1. Download the SonicOS firmware image file from mysonicwall.com and save it to a location on your local
computer.
On the System > Settings page, click Upload New Firmware.
Browse to the location where you saved the SonicOS firmware image file, select the file, and click Upload.
On the System > Settings page, click the Boot icon in the row for Uploaded Firmware.
In the confirmation dialog box, click OK. The SonicWALL restarts and then displays the login page.
Enter your user name and password. Your new SonicOS image version information is listed on the
System > Settings page.

o0k wd

Importing Preferences to SonicOS 5.8.1.11

Preferences importing to the SonicWALL network security appliances is generally supported from the following
SonicWALL appliances running SonicOS:

e NSA Series

e NSA E-Class Series

e TZ210/200/100/190/180/170 Series

e PRO Series
There are certain exceptions to preferences importing on these appliances running the SonicOS 5.8.1.11 release.
Preferences cannot be imported in the following cases:

e Settings files containing Portshield interfaces created prior to SonicOS 5.x

e Settings files containing VLAN interfaces are not accepted by the TZ 100/200 Series firewalls

e Settings files from a PRO 5060 with optical fiber interfaces where VLAN interfaces have been created

Full support for preferences importing from these appliances is targeted for a future release. At that time, you will
need to upgrade your firmware to the latest SonicOS maintenance release available on MySonicWALL.
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Importing Preferences from SonicOS Standard to SonicOS 5.8.1.11 Enhanced

The SonicOS Standard to Enhanced Settings Converter is designed to convert a source Standard Network Settings
file to be compatible with a target SonicOS Enhanced appliance. Due to the more advanced nature of SonicOS
Enhanced, its Network Settings file is more complex than the one SonicOS Standard uses. They are not
compatible. The Settings Converter creates an entirely new target Enhanced Network Settings file based on the
network settings found in the source Standard file. This allows for a rapid upgrade from a Standard deployment to
an Enhanced one with no time wasted in re-creating network policies. Note: SonicWALL recommends deploying the
converted target Network Settings file in a testing environment first and always keeping a backup copy of the
original source Network Settings file.

The SonicOS Standard to Enhanced Settings Converter is available at:
https://convert.global.sonicwall.com/

If the preferences conversion fails, email your SonicOS Standard configuration file to
settings converter@sonicwall.com with a short description of the problem. In this case, you may also consider
manually configuring your SonicWALL appliance.

To convert a Standard Network Settings file to an Enhanced one:

1. Log in to the management interface of your SonicOS Standard appliance, navigate to System > Settings,
and save your network settings to a file on your management computer.

2. Onthe management computer, point your browser to https://convert.global.sonicwall.com/.
Click the Settings Converter button.
4. Log in using your MySonicWALL credentials and agree to the security statement.

The source Standard Network Setting file must be uploaded to MySonicWALL as part of the conversion
process. The Setting Conversion tool uses MySonicWALL authentication to secure private network settings.
Users should be aware that SonicWALL will retain a copy of their network settings after the conversion
process is complete.

5. Upload the source Standard Network Settings file:

Click Browse.

Navigate to and select the source SonicOS Standard Settings file.
Click Upload.

Click the right arrow to proceed.

6. Review the source SonicOS Standard Settings Summary page.

This page displays useful network settings information contained in the uploaded source Network Settings
file. For testing purposes, the LAN IP and subnet mask of the appliance can be changed on this page in
order to deploy it in a testing environment.

e (Optional) Change the LAN IP address and subnet mask of the source appliance to that of the target
appliance.
e Click the right arrow to proceed.

7. Select the target SonicWALL appliance for the Enhanced deployment from the available list.

SonicOS Enhanced is configured differently on various SonicWALL appliances, mostly to support different
interface numbers. As such, the converted Enhanced Network Settings file must be customized to the
appliance targeted for deployment.

8. Complete the conversion by clicking the right arrow to proceed.
9. Optionally click the Warnings link to view any differences in the settings created for the target appliance.

10. Click the Download button, select Save to Disk, and click OK to save the new target SonicOS Enhanced
Network Settings file to your management computer.

11. Log in to the management interface for your SonicWALL appliance.

12. Navigate to System > Settings, and click the Import Settings button to import the converted settings to
your appliance.

w
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Support Matrix for Importing Preferences
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Motes:

A-When V0LANs are present, the settings file will not be accepted.

B - Portshield interfaces prior to SonicOS 5.x are not supported.

C- Configuration information from extra interfaces will be removed. NAT policies, Firewall access rules, and other interface-dependent configuration will also be removed.
D - When importing from non-5onic0s 5.x devices, the X2 interface will be configured in the DMZ zone.

E-WVLANs created as sub-interfaces of the fiber interfaces will be renamed.

Supported

* Unsupported. While importing the settings file may be successful, firewall limitations may result in the removal of items such as DHCP scopes, VPN settings, et
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Upgrading a SonicOS Image with Factory Defaults
Perform the following steps to upload new firmware to your SonicWALL appliance and start it up using the default

configuration:

1. Download the SonicOS firmware image file from mysonicwall.com and save it to a location on your local
computer.

2. On the System > Settings page, click Create Backup.

3. Click Upload New Firmware.

4. Browse to the location where you saved the SonicOS firmware image file, select the file, and click Upload.

5. On the System > Settings page, click the Boot icon in the row for Uploaded Firmware with Factory
Default Settings.

6. In the confirmation dialog box, click OK. The SonicWALL restarts and then displays the Setup Wizard, with
a link to the login page.

7. Enter the default user name and password (admin / password) to access the SonicWALL management

interface.

Using SafeMode to Upgrade Firmware

The SafeMode procedure uses a reset button in a small pinhole, whose location varies: on the NSA models, the
button is near the USB ports on the front; on the TZ models, the button is next to the power cord on the back. If you
are unable to connect to the SonicWALL security appliance’s management interface, you can restart the
SonicWALL security appliance in SafeMode. The SafeMode feature allows you to quickly recover from uncertain
configuration states with a simplified management interface that includes the same settings available on the
System > Settings page.

To use SafeMode to upgrade firmware on the SonicWALL security appliance, perform the following steps:

1.

2.

~

Connect your computer to the X0 port on the SonicWALL appliance and configure your IP address with an

address on the 192.168.168.0/24 subnet, such as 192.168.168.20.

Do one of the following to restart the appliance in SafeMode:

e Use a narrow, straight object, like a straightened paper clip or a toothpick, to press and hold the reset
button on the front of the security appliance for more than 20 seconds.

e Use the LCD control buttons on the front bezel to set the appliance to Safe Mode. Once selected, the
LCD displays a confirmation prompt. Select Y and press the Right button to confirm. The SonicWALL
security appliance changes to SafeMode.

The Test light starts blinking when the SonicWALL security appliance has rebooted into SafeMode.

Note: Holding the reset button for two seconds will send a diagnostic snapshot to the console. Holding the
reset button for six to eight seconds will reboot the appliance in regular mode.

Point the Web browser on your computer to 192.168.168.168. The SafeMode management interface
displays.

If you have made any configuration changes to the security appliance, select the Create Backup On Next
Boot checkbox to make a backup copy of your current settings. Your settings will be saved when the
appliance restarts.

Click Upload New Firmware, and then browse to the location where you saved the SonicOS firmware
image, select the file, and click Upload.

Select the boot icon "2 in the row for one of the following:
e Uploaded Firmware — New!
Use this option to restart the appliance with your current configuration settings.
e Uploaded Firmware with Factory Defaults — New!
Use this option to restart the appliance with default configuration settings.
In the confirmation dialog box, click OK to proceed.
After successfully booting the firmware, the login screen is displayed. If you booted with factory default
settings, enter the default user name and password (admin / password) to access the SonicWALL
management interface.
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Related Technical Documentation

SonicWALL user guides and reference documentation is available at the SonicWALL Technical Documentation
Online Library: http://www.sonicwall.com/us/Support.html

For basic and advanced deployment examples, refer to SonicOS Guides and SonicOS TechNotes available on the
Website.
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