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1 Overview

SonicWALL is a strong leader in secure, easy to configure and affordable SSL-VPN
clientless remote access and provides users additional Unified Threat Management
security when combined with SonicWALL'’s firewall/VPN appliances. This addresses all
companies going from the SMB (Small & Medium Businesses) to the Enterprise space.

VASCO Data Security has a long history with delivering strong authentication through
the DIGIPASS Family that delivers the comfort of using One Time Passwords (OTP’s).

VACMAN Middleware combined with SonicWALL SSL-VPN and SonicWALL firewall/VPN
appliances is the result of the open market approach delivered through VACMAN
Middleware technology.

VACMAN Middleware and SonicWALL gives users the possibility to utilize the strength
of the VASCO DIGIPASS Family concept (One Time Password login as Time Based
Response Only or Challenge/Response) for easy and secure clientless SSL-VPN remote
access (everywhere and every time).
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2 Problem Description

Since static passwords are generally known as non-secure and easy to compromise,
the challenge was to introduce OTP’s (One Time Password) to the remote access
market to strongly secure the corporate LAN or central resources. Additionally it would
be nice to easily track and manage incoming users via the SonicWALL SSL-VPN and
firewall/VPN devices.

Two-factor authentication is an authentication method that requires two independent
pieces of information to establish identity and privileges. Two-factor authentication is
stronger and more rigorous than traditional password authentication that only requires
one factor (the user’s password). For this reason SonicWALL Partners with VASCO to
provide strong two-factor user authentication.

The following pages present how to solve these issues via a quick and easy
configuration on both the SonicWALL SSL-VPN & PRO4060 and the VASCO VACMAN
Middleware.
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3 Solution & Network Diagram
3.1 Benefits

Two-factor authentication offers the following benefits in combination with SonicWALL
SSL-VPN:

e Greatly enhances security by requiring two independent pieces of information
for authentication.

e Reduces the risk posed by weak user passwords that are easily cracked.

e Minimizes the time administrators spend training and supporting users by
providing a strong authentication process that is simple, intuitive, and
automated.

3.2 How does two-factor authentication work?

Two-factor authentication requires the use of a third-party authentication service. The
authentication service consists of two components:

e An authentication server on which the administrator configures user names,
assigns tokens, and manages authentication-related tasks, like VASCO
VACMAN RADIUS Middleware.

e Tokens that the administrator gives to the user which display One Time
Passwords (OTP), like VASCO DIGIPASS.

With two-factor authentication, users must enter a valid OTP to gain access. An OTP
consists of the following:

e The user’s personal identification number (PIN).
e A One Time Password.

Users receive the temporary token codes from their VASCO DIGIPASS. The DIGIPASS
displays a new OTP every 32 seconds. (In case of an older DIGIPASS, this time was 36
seconds.) When VACMAN Middleware authenticates the user, it verifies that the OTP
timestamp is valid in the current timeframe. If the PIN is correct and the OTP is
correct and current, the user is authenticated.

Because user authentication requires these two factors, the VASCO DIGIPASS solution
offers much stronger security than traditional passwords (single-factor
authentication).
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3.3 Supported Platforms

¢ VACMAN Middleware. This document describes version 3.0.

e SonicWALL SSL-VPN 2000 and 4000 platforms running firmware version 2.0 or
higher. This document describes firmware version 2.0.0.0 of SSL-VPN.

e SonicWALL PR0O4060 running SonicOS Enhanced 3.x. This document describes

SonicOS Enhanced version 3.2.0.3
3.4 Network Diagram

SonicWALL SSL/VPN
2000 Firmware v2.x

X2 = DMZ Zone
192.168.200.250/24

X1=WAN Zone_— ____ X0=LAN Zone

SSL / VPN 1010101024 (L0 = o SN 10.120.1.250/24
. SonicWALL PRO 4060

MObI|§ SS!NPN user SonicOS 3.x Enhanced Vasco VACMAN
with Digipass Middleware 3.0

Figure 1: Network Diagram
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4 Technical Concept

4.1 General overview

The concept is very easy: the VACMAN Middleware (VM) is installed as a back-end
authentication service for the SonicWALL SSL-VPN.

This means that the VM receives all authentication requests from the SonicWALL SSL-
VPN. The One Time Password (OTP) within the authentication request will be verified
on the VM.

After VM verification, a RADIUS access-accept message is sent to the SonicWALL SSL-
VPN for the Authentication part.

SonicWALL

PRO 4060 VACMAN Secured

SonicWALL Middleware Recources
SSL/VPN

Figure 2: General Overview
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4.2 Overview of SonicWALL RADIUS Authentication
with VM

The following is a description on the RADIUS authentication sequence WITHOUT
DIGIPASS assigned:

A remote user initiates a connection to the SonicWALL PRO4060.
The SonicWALL PRO4060 is configured that all https (SSL-VPN) traffic is
forwarded to the SonicWALL SSL-VPN.

e The SonicWALL SSL-VPN gathers the remote user’s ID and password, and then
submits a RADIUS authentication request to the VM.

e VM performs the verification and answers to the SonicWALL SSL-VPN with an
access-accept or access-reject message.

e SonicWALL SSL-VPN then provides access to the authenticated user’s individual
Portal on the SonicWALL SSL-VPN where the protected resources can be
accessed via a simple ‘bookmark’ click or via IPSec-alike NetExtender access.

The following is a description on the RADIUS authentication sequence WITH DIGIPASS
Assigned:

e A remote user initiates a connection to the SonicWALL PRO4060.

e The SonicWALL PRO4060 is configured that all https (SSL-VPN) traffic is
forwarded to the SonicWALL SSL-VPN.

e The SonicWALL SSL-VPN gathers the remote user’s ID and one time password
generated by the DIGIPASS, and then submits a RADIUS authentication
request to the VM.

e VM performs the OTP verification and answers to the SonicWALL SSL-VPN with
an access-accept or access-reject message.

e SonicWALL SSL-VPN then provides access to the authenticated user’s individual
Portal on the SonicWALL SSL-VPN where the protected resources can be
accessed via a simple ‘bookmark’ click or via IPSec-alike NetExtender access.
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4.3 Overview of actions

In the next chapters we will show you how to configure each device and server in the
right way to enable the 2-factor authentication with VACMAN Middleware.

e SonicWALL SSL-VPN configuration SSL-VPN appliance Chapter 5
e SonicWALL PR0O4060 configuration Firewall appliance Chapter 6
¢ VACMAN Middleware configuration VACMAN Middleware Chapter 7
e User configuration Users Chapter 8
e Sample of a logon Logon Chapter 9
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5 Configuration of the
SonicWALL SSL-VPN

5.1 Login to the SSL-VPN & check version

Browse to the default IP address of the SSL-VPN 2000 or 4000 on its interface labeled
‘X0’ on https://192.168.200.1 and login with the default values:

User Name: admin Password: password (please change afterwards)

Note: If you enter http://192.168.200.1 it will automatically redirect to https.

Check in the System > Status page that the current ‘Firmware Version’ is minimum
version 2.0 :

T SanicWALL - Virtual Office - Microsaft Internst Explorer provided by SonicWALL , INC.

Fle Edt WVew Favortes Toos  Help

System > Status

- Phoase chieck with SoaiicWALL for mformiation about new Servces and Upades for yous Appliance.
+ The passwesl has 1ot bee cliangeil
+ Lo IMESS025 3l 1v6-11I14 PASSWORES LA I SERT BACIISS you harve 1ot spacified an aumhoimid SMTP server aidiass. [+]
Madet SELVPH 2000 User License:  Uinlimited Users
Sanal mEnber: 0UBE1 278900
Youn SonicWALL Is not Teqistered,
Mthertication Coe:  SFWW.BOSH "
Fammware Versioe  Sonic0S SELVPHE0 00 7o To manualty register, ramember the foliowing information
RO Vi i BonicROM 1003 Ty fosinigeinmag
: " Aunhamication Code: STWW-6.0¢
CPUMMNTAMionk:  HODMHZ\IA C1 Processar (%) and go 1o e SonicAALL Wb ste
Total Memmory: S1IME RAM, 1 26ME Flash
Yiou il be Given @ registration code, which you shousd enier Below,
System Tine: 20061016 023041 L. L b
I —— Up Tima: 0 Days 004730
—_— )
== Actig Users: 1 Usanis)

L Fm_ tame BAdiess Lk Status
| Yl OfficH NoAlerts J Bl w0 152,168 2001 100 MERS - Full Dipes
s Heg = 5 x1 1821682001 Mok w

Lol < >
Sramn: Updare Successiul.
8] Cone S @ brermt

Figure 3: SonicWALL SSL/VPN configuration (1)

If it is not minimum version 2.0, it is advised that you register the SonicWALL SSL-
VPN appliance on https://www.mysonicwall.com where you can download the latest
firmware version with a valid SonicWALL support entitlement.

Note: Firmware version 2.0 is needed to support two-factor authentication on the SSL-
VPN appliance.
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Check the Network > Interfaces page for the correct IP address of the SSL-VPN'’s
X0 interface. According to the Network Diagram in Figure 1 this can be left to the
default IP address 192.168.200.1:

n SonicWALL - Virtual Office - Microsoft Internet Explorer provided by SonicWALL, INC.
Flo Ede Vew Faworkes Tods Help 2

Qo - 3 (=] @ €0 Powr Jrrns @ - 15 @ 83

aciress | ] Weros: (11521608 20011 fog-binfssansgemant

Network > Interfaces

Interfaces

1 Address Subnet Mask Status
o 192160.2001 155.255.255.0 100 Mbps - Full Duplex (Auta) b
X1 192160.201.9 255.255.255.0 Ha link :._l:
2 1921682021 1552552550 N link b’:
X 1821682031 1552552550 Ha link ?_IJ

Sramn: Update Successiul.
8] Cone S P brernt

Figure 4: SonicWALL SSL/VPN configuration (2)
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5.2 Time setting on the SSL-VPN

Because two-factor authentication depends on time synchronization, it is important
that the internal clocks for the SSL-VPN appliance and the VACMAN Middleware are set
correctly. On the SSL-VPN appliance, set the time on the System > Time page, either
via an NTP server or manually, and select the correct Time Zone:

T SanicWALL - Virtual Office - Microsaft Internst Explorer provided by SonicWALL, INC.

Fla Edt WVew Favortes Tooks Help
Ou - 3 (=] (@ €0 s Jrrns £ - L Qa3
s | ] Mo 1192 168200, fog-binfssanagament

SONICWALL™

System > Time

Bystem Time

Tirrusy (hburrarry ).
Eiabe (e de
Time Zone: Eurnpe (GMT+100) ]

[=] Autornatically smehionize witn an NTF server

[ Digptay UTC in bogs (natead of 10cal bma)

NTP Settings
atwo Update interval {seconds). 3010
Portal NTP Saonan 1 time. nist. gov
Lo 1 TP Gaver2 (Optional:  [tima windows com
Users:
log Soray
virtual office
e
Onine Heb
J—g
Sramn: Update Successiul.
8] Cone S @ ttmrmt

Figure 5: SonicWALL SSL/VPN configuration (3)
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5.3 DNS Settings

On the Network > DNS page, set the correct DNS Settings and optionally the WINS
Settings:

T SanicWALL - Virtual Office - Microsaft Internst Explorer provided by SonicWALL, INC.

Fle Edt WVew Favortes Toos  Help

Qui- O WEAG Puet Jenne @ 3-S5 @ L3

Acdress | ] Werps: {19 160200, 1 fog-brdmansgement

Network > ONS

Hostname

BEL VPN Gabrway Houtnamiy sshpn
DS settings
Primary DNG Sarver,
gecondar DNS Sacver (ogtional).
DG Domiin foplonal.
WINS Settings
Senver (optional
HetExtender
[y— Socondiny WIHE Serr optonad)
log
virtual Office
e Mol
L2l

Sramn: Update Successiul.

] tone S @ ttmrmt

Figure 6: SonicWALL SSL/VPN configuration (4)
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5.4 Configure a default route for the SSL-VPN

According to the Network Diagram in Figure 1, the default route for the SSL-VPN is
the PRO4060’s X2 interface that corresponds with the DMZ Zone. This IP address is
set to 192.168.200.250 and needs to be configured as the Default Route for the SSL-
VPN. Navigate to the Network > Routes page and set the correct Default Route on
the SSL-VPN XO interface:

T SanicWALL - Virtual Office - Microsaft Internst Explorer provided by SonicWALL, INC.

Fle Edt WVew Favortes Toos  Help

Q- @ W [ @ Puwe firees @3- 15 Jd 3

sk | 4] hetps: 152160200, 1 fog-brimansgenent

Network > Routes

Default Route

Diotault Gabowary
Irdortact:

viral Office
e Mol
L2l
Sramn: Update Successiul.
8] Cone S P brent

Figure 7: SonicWALL SSL/VPN configuration (5)
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5.5 NetExtender Client Address Range

If NetExtender Clients (= IPSec like SSL-VPN tunnels) are used, set the NetExtender
Client Address Range in the NetExtender > Client Addresses page:

T SanicWALL - Virtual Office - Microsaft Internst Explorer provided by SonicWALL, INC.

Fle Ede Vew Favortes Tooks Help
Qm > | . ) seath e pavoes 0) ) - ] ﬁ a8
Auiess | ] Wtos: 192160200 fog-bnisansgtmant v @ =
SONICWALL® :
NetExtender > Client Addresses
Client Address Range
Clinrd Addries Range Bigin 152.168.200.100
Client Address Range End: 192 168 200 200
Users.
wirtual Officn
Oﬂlhﬂ_’l_&
L2l
Sramn: Update Successiul.
gl 8 Pttt

Figure 8: SonicWALL SSL/VPN configuration (6)

In this example, the Client Address Range Begin and End can be left default as Client
Addresses will be assigned in the same subnet 192.168.200.0/24 of the SSL-VPN X0
interface.

Note: Make sure you exclude from this range the SonicWALL SSL-VPN X0 interface
and the SonicWALL PRO4060’s X2 interface IP address, according to the Network
Diagram in Eigure 1: Network Diagram.
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5.6 Add NetExtender Client Routes

In the NetExtender > Client Routes page, Add the correct Client Routes for the
authenticated remote users accessing the private networks via the SSL-VPN
connection:

Address | ] Werps: 119 160200, 1 fog-brdmansgement

SONICWALL :

NetExtender > Client Routes F

NetExtender Client Routes

265 255.2950

Mote; The NetExtender Client Routes are passed 10 &Il NetExiender clisnts
ndl GRS which privali nabworks e Mot LEer Can ateEs via e
EELVPN connuclion

3 hinpe:£1192.168.200.1 - Add Client Roure - Microsa.... [C | = [5]

Add Cllent Route
Dectinaticn Network 010
EBubnel Mgk 265.265.255.0
T TR T
log
virtual Office
mihmf & S5e
intarr
Done et
Sramn: Update Successiul.
£ oore S P ket
e

Figure 9: SonicWALL SSL/VPN configuration (7)

According to the Network Diagram in Figure 1: Network Diagram, this corresponds

with the subnet connected to the XO (LAN) interface of the SonicWALL PRO4060.
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5.7 Create a Portal Domain

‘Add Domain’ via the Portal = Domains page and select ‘RADIUS’ as the
Authentication Type from the Drop-down menu:

A hitps://192.168.200.1 - Add Domain - Microsoft Intern.... [ |[E1[5]
Add Domain
Authentication type: Radius
Domain name: omain_Wasco

Primary Radius server

Radius server address: 0.120.1.100
Radius server port: 812

Secret password:

Radius Timeout {Seconds):

ax Retries:

Backup Radius server

Radius server address:
Radius server port: a12

Secret password:

Il 11k i

Portal layout name: LocalDomain
[] Requite client digital certificates

[] One-time passwords

Figure 10: SonicWALL SSL/VPN configuration (8)

Enter a descriptive name for the ‘Domain Name’. This is the Domain Name users will
select in order to log into the SonicWALL SSL-VPN appliance portal.

The ‘RADIUS server address’ is the IP address of VACMAN Middleware.

The ‘RADIUS server port’ needs to match the RADIUS port of VACMAN Middleware, as
well as the ‘Secret password’ that is used for RADIUS authentication between these
two elements.

Note: VACMAN Middleware prior to version 3.0 uses a different default port number
than 1812 (that is the default value for SonicWALL SSL-VPN). The RADIUS port
1812/1813 is now the default value (that matches the default SSL-VPN values).

In this example only a ‘Primary RADIUS server’ is used.
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5.8 Add a ‘local user’ for the Domain

Via the Users > Local Users page, ‘Add a User’ to the ‘Domain_VASCO’ just created.

Ou - 3 (x] (@ €0 s Jrrons £ - L B
Address | ] Werps: {152 160 200, 1 eg-brdmansgement

SONICWALL :

Users > Local Users

Local Users

B hitps://192.168,200.1 - Add Local User - Wicro... [0 | = 5]

Namp

» Add Local User W
Globisl Policies | t )
admin User Hame: testuser isirator ¥
GroupMomain LocalDomain v
Password: Domasn Vasco
Confirm Fassword:
User Typa: Usier »
48] Done: 2 P ket
virtual office
—
e Mol
L2l
Sramn: Update Successiul.
] Cone S P btent

Figure 11: SonicWALL SSL/VPN configuration (9)

Assign this user to the RADIUS Domain, it won’t ask for a password (see below), it will
just ask for the username. Passwords will be generated through the RADIUS Server.
Make sure you duplicate the usernames as on the RADIUS Server (testuser in this

example).
T Al Lo al User - Miorosall Internet Exphares W Add Local User - Microsalt Intermet. Exp
Add Local User Add Local User
User Name: | Testuser Liser Hame: | Testuser
GroupDomain ILucﬂIDE:nmn __"'j GrogpDomain iR.J-:Iu.-L Domam :j

Fassword:
; T T

Confirm Passwon: |
Usar Type: | Uzar =l

T T

Figure 12: SonicWALL SSL/VPN Figure 13: SonicWALL SSL/VPN
configuration (10) configuration (11)
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5.9 Edit the policy for the user

You can edit the policy for the user by going to the Users > Local Users page and
selecting the ‘Configure’ button:

The default ‘Policy’ is Allow All Traffic. You can be more restrictive or create optional
‘Bookmarks’ for the User.

General User Settings

Usger Name.

Domsin_Vasco

Usur Troe.

0

Insctivity Timeout (Mnutes)™

Allow Uiser To EQiDelete Bookmarks™. | Use qroup palicy ~
Al Usarr To Add Boakmarks Use group palicy »
~ Bat e Inactivity Timeout 1o 0 10 e e Groug of GHobal Tmeout.

gingle 8ign-On Settings.

Use S5L-VPH account credentials fo log into bookmarka:| se group policy i

Figure 14: SonicWALL SSL/VPN configuration (12)
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6 Configuration of the
SonicWALL PRO4060

6.1 Login to the PRO4060

Browse to the default IP address of the SonicWALL PRO4060 on its LAN interface
labeled ‘X0’ on http://192.168.168.168 and login with the default values:

admin
password

User Name:

Password: (please change afterwards)

The IP address will be changed later on to 10.120.1.250 according the network
diagram in Eigure 1: Network Diagram.

T SonicWALL - Adminictration far 000601026408 - Micraroft Interno! Fxplarer provided by SanicWALL, INC.

Fle Edt WVew Favortes Toos  Help

O -

Addderss | ] herp: LF2. 168, D6 16inan. ol

SONICWALL >

Jd 3

%) (3] @ e Clermone €8 - A W -

System > Status

« Thve grasswor d hasar't been cliatmed,
< WOUN THTWOLH SEMIS Have 101 Been Conflgn &b SelcWALL camikt be activated

Yo Nt 1ot specified & DS server addiass: soime fimetions wil nod ot ata propark.

+ oG INESEIES Carmiot Do SeI0 Decaiise youl hive not speciiied an canbotin SMTP server adiiess,

FTRERERN

Modet: PRO 4060 HodesUsms:  Unlimitod Nodes
Sorial Mmnbed: 0006E1026408 Wous SoCWALL 18 nol tegistenad.
Click hene o Reaisle vour SonicyWALL
Mdhvaidic atbon Code:  RARVW-HHLE
Frewal Fumwaie Verslone  SonicOS Enhanced 3.0 3-54e To s y rOgisher, remember he folcwang atian
Sed ol Mol ;. D006 026408
Vol ROM Vedshone SonicROM 201.3
— Aasthortication Code; RAEW BHLE
W CPUI10s averagel:  0.17% - 2004z Intel Processor and go 10 tive SonichALL Wb s
Lt Toral Memory: T56MB RAM, G4MB Flash
e Sywtem Tine: 1GHBRO08 025235 You will be ghen @ registralion code, which you Shousd enler below
o
Sscurity Services U Timr: D Diaers 0108 03
B Cimrent Connections: 286
Wizards Last Modifiod By LUnmaodified since reboct
e )
e | ey, [ PAdess  LnkStatus B
Logout < >
Status: Ready
8] Cone [S5.VH I000 scrmernhole 16 Oct 06 - Mrenclt Wind EESIFRE

Figure 15: SonicWALL PRO4060 configuration (1)

It is advised that you register the SonicWALL PRO4060 appliance on
https://www.mysonicwall.com where you can download the latest firmware version

with a valid SonicWALL support entitlement.



http://192.168.168.168/
https://www.mysonicwall.com/
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6.2 PRO4060 Interface and Zone configuration

You can configure the correct IP addresses and Zones of the interfaces in the
Network > Interfaces page according to the Network Diagram on page 9:

n SonicWALL - Adminictration for 000601026408 - Microsoft Internet Explarer provided by SanicWALL , INC.
Flo Ede Vew Faworkes Tods Help 2

Q-9 RAR&G J

dess | ] heto: 12 16 164 1 6simaen. Pl

SONICWALL>

Search

= B =

i

Status: Ready

&

B xo LAN

1P Address

Subnet Mask 1P Assignment

192168160180 255.255.255.0

Satic

Status

100 Mbps full-duplex Defaull LAN

Camment

Bx WAN 0000 7552552550 Stabic No link Diefalt WaN e
B2 Unassigned  0.00.0 0000 NiA 1o link b7}
Bx Unsssigned  0.0.0.0 0000 A 1o link W
B Unassigned  0.0.0.0 0000 ) Ho link &).
B x5 Unazsigned  0.00.0 00.0.0 ) Ko link W

Interface Traffic Statistics

B Unscivet Packes:
Fox Broaedcast Packets:
Pz Bytes:

a4
118
135866

©oop

D ket

Figure 16: SonicWALL PRO4060 configuration (2)

Click on the ‘Configure’ button for the X2 interface and match it to the DMZ zone with
IP address 192.168.200.250 as follows:

A hitp:/1192.168.168.168 - Edit Interface - X2 - Micrasoft Internet Explorer ... [C ][5 [5]

General

Interface 'X2' Settings

Zone

IF Assignment:

P Address

Subnet Mask:

Wanagement HTTP  [] HTTPS Ping [ sMmP [] 55H
User Login [ wrre [ HTTRS

Add rule to enable redirect from HTTP to HTTPS

Figure 17: SonicWALL PRO4060 configuration (3)
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Click on the ‘Configure’ button for the X1 interface (fixed tied to the WAN zone) and
assign it the IP address 10.10.10.10 as follows:

2 hitp:/#192.168.168.168 - Edit Interface - X1 - Microsaft Internet Explorer ... [2 ||

General

Interface 'X1' Settings

Zone,

IP Assignment

1P Address

Subnet Mask:

Default Gateway.

DNE Sarver 1

DINS Server 2

DNS Server 3

Management HTTP [ HTTPS Ping [] snmp [ 85H
User Login: [ HTTP [ HTTPS

Add rule to enable redirect from HTTF ta HTTPS

Figure 18: SonicWALL PRO4060 configuration (4)

Finally the X0 interface will be configured (fixed tied to the LAN zone) with IP address
10.120.1.250 as follows:

3 hitp:f192.168.168.168 - Edit Interface - X0 - Microsoft Internet Explorer ... [T [

General

Interface 'X0' Settings

Zone

IP Assignment.

P Address

Subnet Mask:

cormment

Management HTTP HTTPS Ping [ sMmp [] s5H
User Login [ Hrte [ HTTRS

Add rule to enable redirect from HTTP to HTTRS

Figure 19: SonicWALL PRO4060 configuration (5)

As the IP address for accessing the GUI of the PRO4060 on its X0 interface is changed,
the IP address of the machine (PC) accessing the GUI needs to be reconfigured in the
same IP subnet as the X0 interface of the PRO4060.
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After these changes, the summary in the Network > Interfaces page will look as

follows:

T SonicWALL - Adminictration far 000601026408 - Micraroft Interno! Fxplorer provided by SanicWALL , INC.

Fle Edt  View Favortes

Qua -

Aadrews | ] o 10.120.1.2

SONICWALL >

Tocks  Help

N A A
x| B T - searn -

Netwark > Interfaces

: Interface Settings
- B Name
- 8 wm LAN
[
=R B w WAN
L} ey DMz
- Unassigned
Ll
Unassigned
SricPornt
Unassigned
no
N
il Interface Traffic Statistics
Hardware Failorer

[ ravorss ) -

1P Address
101201250
10101000

=

Subnet Mask 1P Assignment

255.255.2550

2552552550

192.168.200. 750 255.255.255.0

0.00.0
0000
0.00.0

0000
0000

0000

Static
Static
Statc
NiA
A

NiA

e

Status

Camment

100 Mbps full-duplex Defaull LAN

Ho link.
Ho link
Ho link
Ho link

Ho link:

Default WAN

Trafflc Staslstlc

B Unscivet Packes:
Fox Broaedcast Packets:
Pz Bytes:

H

++

Status: Ready

&

0
10
244
451009

K1 ¥4
[} o
o o
o o

-] L1
o o
o

o

©oop

Configure

e

D ket

Figure 20: SonicWALL PRO4060 configuration (6)
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6.3 Creating the Address Objects

Create a VACMAN Middleware object in the LAN zone with host IP 10.120.1.100 via
the Network > Address Objects page by clicking the ‘Add’ button all the way down
the screen:

Qo - 3 (x] [@ #0 P Jrrns @ -0 m-JEH 3
Aadress | ] berp: 0. 120.1. 250iman el = B =
2 LA Primany Subnet 101201, 06255 256 256.0 Metwork  LAN % B A
3 WAN Primary & 10000 VPSS 25 5 255 Hast WaN -
4 WWAN Prirnary Subgst & e o0 Nebtwork AN .
= B httped10.170.1. 750 - Add Address 0bj... [o | ” our ¢
6 ¥2Sumnt Harng. Vacman Middleware | Network  DMZ o
1 wae Zow Assignment | Lo = Mzt i
§  X3Subnet Time: | Host " Network -
o P P Adevss 10.1201.1. 100 Hest o
10 ¥4 Subnet Hetwark
1 X5IP Haost o
L 12 5 Subnet ] Netwark ~¥)
T o [ [ R
Harcware Faikorir 14 Soconnary Detad @] Dons B trrenet Host WAN ¥ §
e 15 WLAN RomaluAccoss Notworks 00000000 Notwark VPN *
wgﬂ 16 WAN Remoberccnss Netwaris a00am0ng Notwark VPN Eey
l’h!
Lol ~
Status: Ready
ﬂl}u- D ket

Figure 21: SonicWALL PRO4060 configuration (7)

The IP address matches the Network Diagram on page 9. Do the same for an SSL-VPN
2000 object in the DMZ zone:

@m - _x._; .'.‘,‘; . - seach Slerwomes €8 OF-  m - | ﬁ 3
Audress | ] Wetp 10,120, 2501 =
SONICWALL>
Syste 3 AN Frimarny P 10909000255 255 155 256 Host AN o U 3
il 4 AN Primary Subnet 101010 255 755 255 0 Metwork AN X
5 wP Hast ouz e
6 %2 Subnot Mook DMZ *
1 wap Mast ¥
0 X3 Subnet Zorw Assigneot. | DMZ ] Nebwork £
g P Time: | Host P vost
10 ¥4 Subngt 1P Addfess 192 168 200 1 Natwark 3 @
1 WP Hast
12 X6 Subnet Hatwark % W
i 13 Detaud Gateway ] Hast AN v
= " W R || oc e wE
Hardware Faikerer 15 AN Rematead @] boos B ireerat Hotwark veN ¥R
L 16 WAN Remotefceras Netwarks 00000000 Nowark VPN ®
w‘eﬂ 7 mian Midellirwane 10.120 1, 1004755 255 285 255 Mast LA XE
l’hz
Lol -
Status: The configuration has heon updatod.
_gnu- D Lkt

Figure 22: SonicWALL PRO4060 configuration (8)
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6.4 Inbound allow rule for https & NAT Policy

In this chapter we will create an inbound ‘Allow’ rule to permit all https traffic on WAN
to the SSL-VPN 2000 object in the DMZ zone. Select Firewall > Access Rules in the

Matrix from WAN to DMZ:

D SanicWALL - Administration far 000601026408 - Micrasoft Internet [xplorer provided by SanicWALL | INC.

Mz Edt Vew Favorkes Toos Help
OO RNEG POws drremn @ 3-5 w-LH 3
& rsijfio. | 5 5o -

SONICWALL > -

Siysiom
Mtwork

Firewall > Access Rules Restore Deloults... F
SonicPoint

Firewall Access Rules

View Stte: Al Rules (2 Matoe O Orop-own Bowes

e
VPN
Users
Hardware Failover
Security Soryies
L9
Wiards
jup
L0

Status: The configuration has heon updatod.

& W brearat

Figure 23: SonicWALL PRO4060 configuration (9)

Step 1: Create an ‘Allow’ access rule for https on the ‘WAN primary IP’ address object
of the SonicWALL PRO4060 by clicking the ‘Add’ button:

T SonicWALL - Adminictration far 000601026408 - Micraroft Interno! Fxplarer provided by SanicWALL, INC.
Fle Edt WVew Favortes Toos  Help

@M' 3 x| _,:‘_ , - seach e Favarkas £ - M ﬁ‘-\i
dress | ) herp: J10. 12001 250 man heml

SONICWALL> .

Firewall > Access Rules > WAN > DMZ | Public Server Wizard... | | Claar Statistics | | Restore Dafaults... | F

Access Rules (WAN > DMZ) i 1 o gar) B1 43 D0

View Styte: AN Fules (5 Matme ) Drop-Gown Boves

S0 Service o s CTTT
o1 41l Ay Any Ay Dery AN = (R ]

i
PN
Lsrs:

Hardwire Failorer
Mﬂm
Wizards
s
L2l

Status: The configuration has heon updatod.

] Do P Lbemret

Figure 24: SonicWALL PRO4060 configuration (10)
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The ‘Allow’ rule for https should look as follows:

A http:1/10.120.1.250 - Add Rule - Microsoft Internet Explorer provided by Sonic... [=]/E1][X]

General

Settings

Action @ allow O Deny O Discard

From Zone
To Zone,
Service:
Source,
Destination
Users Allowed

Comment

Enable Logging

] milow Fragmentad Packets

o [ coa e |

&) Done ® Internet

Figure 25: SonicWALL PRO4060 configuration (11)

Click ‘OK’ and the following ‘Access Rules’ will appear in the list from WAN to DMZ:

Firewall > Access Rules > WAN > DMZ Public Server Wizard... Restore Defaults... E

Access Rules (WAN > DMZ) ‘1Em5102(0f2) PR

view Style; (JAIlRules &) Matrix O Drop-down Boxes

M # Priority Source Destination Service Action Users Comment Enable Configure
O 4 (il Any WAN Primary IP HTTRS  Allow Al i % &
Oz 5 ﬂﬂ Any Aty Any Deny All m E@ ﬁ

[ odee [ Femabmis |

Figure 26: SonicWALL PRO4060 configuration (12)

Step 2: Create a NAT policy to forward the https traffic to the SSL-VPN 2000. Select
Network = NAT Policies and ‘Add’ the following Policy all the way down the screen:

A hitp://10.120.1.250 - Add NAT Policy - Micrasoft Internet Explorer pr... (I ](23[5¢]
General

NAT Policy Settings

Original Saurce: |Any

Translated Source |Or|gma|

Qriginal Destination: |WAN Primary [P

Translated Destination: |SSL—\/F‘N 2000

Original Service: |HTFPS

Translated Service: |Or|gma|

Inbound Intetface Xow

Outhound Interface:

Enable NAT Palicy

[ Create a reflexive policy

Ready

o] onca | o |

Figure 27: SonicWALL PRO4060 configuration (13)
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6.5 Allow rule from DMZ to LAN for VACMAN
Middleware

In this chapter we will create an access rule from the DMZ zone to the LAN zone for
access to the VACMAN Middleware object. Select the Firewall > Access Rule page and
indicate in the Matrix the Access Rules from DMZ to LAN. Add an ‘Allow’ rule as

follows:

R i - . : 7]
@ B T} 111://10.120.1. 250 - Add Hule - Microsoll Internel Explorer provided by Sonic... [ | =1 K]
Address | ] herp: 110U 12001 250 e

Flrewan ) msow ) Dy O Discars

Vacman Middlewars

Al

RERERRRR

Sehioulir

Abways on

Comenant

[=] Enabie Logging
] Miew Fragmented Packets

i
VPN
Ll s

Hardware Failover

Status: The configuration has heon updatod.

] Done D ket

Figure 28: SonicWALL PRO4060 configuration (14)

If access from DMZ to LAN is needed towards more ‘Destinations’, other than the
VACMAN Middleware, you have to add them here accordingly.
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7 VACMAN Middleware

7.1 Policy configuration
Setting up the VM only requires you to set up a policy to go to the right back-end (or

only local) and to add an extra RADIUS client component pointing to the SonicWALL
SSL/VPN Server.

To add a new policy, right-click Policies and choose New Policy.

‘i’m dpmmc - [Console Root'Digipass Administration’ ISA2006] il i ;IEIEI
‘i Ele  Action  Wiew Favortes  Window  Help |;[i|1|
= = | @[mE| X =

(1 Consale Roat 1542006

=49 Dig nistration

Name

E‘@ 8 users
g g.se.rs %Digipass
: igipass TEPolici
= Policies
a,m_ onents
s o Ed
Bac NEW » i EFYENS
g oor "
i z org. MNew Window From Here jzational Unit
Help

{craates a new palicy |

Figure 29: VM Policy Configuration (1)

There are a few policies available by default. You can also create new policies to suit

your needs. Those can be independent policies, inherit or copy their settings from
default or other policies.

Fill in a policy name and choose the option most suitable in your situation. If you
want the policy to inherit setting from another policy, choose the inherit option. If you

want to copy an existing policy, choose the copy option and if you want to make a new
one, choose the create option.

New Policy ki ﬁl
Fame | SonicwaLL Policy
Description Policy to alloww RADIUS connection fram ;I
the SonicWALL SSLAPH box.
[

1+ Inhertt default =ettings from anather policy
Inherit from j

. Basze Policy
€ Copy all seftings fl=onicwal L Policy

Copry

" Creste new Polic

M3 RADIUS Password Replacement
- |¥M3IRADIUS Self-Assignmert
M3 Windows Auto-Assignment

W3 wWindows Password Replacement Help
M3 Windowes Self-Lssignment

Figure 30: VM Policy Configuration (2)
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In the policy properties configure it to use the right back-end server. This could be the
local database, but also Windows (Active Directory) or another RADIUS server
(RADIUS).

This can be the same authentication service as you were previously using in your
SonicWALL VPN/SSL box.

In our example we select our SonicWALL policy:

e Local Auth.: Default (DIGIPASS/Password)

e Back-End Auth.: Default (None)

e Dynamic User Registration: Default (No)

e Password Autolearn: Default (No)

e Stored Password Proxy: Default (No)

e Windows Group Check: Default (No Check)

Challenge S etings | Digipass Contral Parameters | Challenge Settings | Digipass Contral Parameters |

Main Settings [}5| User Seftings | Digipass Settings Iain Settings [%serSetlings | Digipass Settings
sl Dyniaic User Registration

Password Autalearn Default =
Stored Password Prosy Default et

- Inherits from Policy

Inherits from Policy IVMS Local Authentication Select Default Domain I
Show Effective Policy Settings... User Lock Threshold l_
r~ Local/Back-End Authentication Windows Group Check

Local Auth, IDefauIt - i+ Detault

=
BackEndduth  |Defaul - Mo Sheck

" Pass requests for users not in listed groups back to host system

Back-End Protocal I X 1~ Reject requests for users nat in listed groups

1~ Use anly Back-End Authentication far users not in listed groups

~Update Histor
Created On |2UJ1WZUDE 13:30:38 Graup List Add
todified On |2UJ1WZUDE 133219 Remove

ok | Caneel | dmy | Hep | 0k | Cancel | spow | Hep |

Figure 31: VM Policy Configuration (3) Figure 32: VM Policy Configuration (4)
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7.2 Component configuration

Create a new component by right-clicking the Components and choose New
Component.

'f'ﬁl dpmmc - [Console Root',Digipass Administration’, I5AZ006 Components] - =lalxl
% File Action Mew Favorites ‘Window Help |;li|§|

e | aEPB 2 88T

[:l Console Root Components  {displaying first 1)
E“-’ Digipass Administration Component Type [ Location [ Folic [
E @ sl # Authentication Server  10.120.1.100 ¥M3 RADIUS Password Replacement
Lol Users
Q Digipass
-5 Polices
[} omponents
) kg s I
i@ Domain Mew n
o 2 Organizations ——
Wigw L3

Mew Window From Here
Mew Taskpad View...

Refresh
Export List. ..

Help

‘creates & new camponent |

Figure 33: VM Component Configuration (1)

As component type choose RADIUS Client. The location is the IP address of the
SonicWALL SSL/VPN box. In the policy field you should find your newly created

policy. Fill in the shared secret you entered also in the RADIUS server properties on
the SonicWALL SSL/VPN box. Click Create.

ew Component =S ﬂ
Component Type | RADILS Cliert =
Loestion [192.168.200.1
License ey Details.. |
Pulicy ISDnicWALL Palicy =
Showy Effective Policy Settings... |
RADILS

Shared Secret I e

Confitm Shared Secret Iama

Close | Help |

Figure 34: VM Component Configuration (2)
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8 User configuration

The user creation steps you will find in this chapter are only necessary when you
didn’t activate the option Dynamic User Registration (DUR) and/or Password
Autolearn in your policy settings. The assignment of a DIGIPASS can happen
manually as explained in the steps below.

8.1 ODBC installation

8.1.1 User creation

User creation, while using an ODBC back-end, will happen in the DIGIPASS
Administration MMC. Right-click the Users folder and select New User ....

"fii dpmmc - [Console RootDigipass AdministrationDC14Users] i - ol x|
‘%) Fle Action Yiew Favortes Window Help | =1= x|
g
= AE|EE|Z &8l 7F
[ Console Roat | Users  {displaying first 13
=43 Digipass Administration | User I | Organizational Linit | Dormain | User Name Assigned Digipass |
EE ot | & admin master
Sl
- v INLTC T
- poic Doport Users
e Com 7ﬂew 3
- Back —

i Dom  View L2
& Orge hew Window from Here

ew Taskpad Yiew. ..

Refresh
Export List...

Help

‘lmport Users fron a fils

Figure 35: ODBC User Creation (1)
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Fill in the username and password fields. Optionally choose the right domain and
Organizational Unit and click the Create button.

"t dpmmc - [Console RootDigipass Admin

_lalxi

kﬁ] Elle  Action ‘Wew Favorites Window Help |-|5‘|£|

c= @ EB2 & 887

(21 Console Root ‘ Users  {displawing First 13

= s et T g —
= €8 oct x|

% Digipass User 1D Itestuser
T Policies

g Components Domain Imaster [clefaul] j
Back-End Servers

-igh Domain

- 2R Organizational Unik

Crganizational Linit | j

Stored Stetic Password
Hew Password =

Confirm | 2=

[~ Create user account as Disabled

Ereat% | Cloge Help

Figure 36: ODBC User Creation (2)

The user will now show up in the Users list of you DIGIPASS Administration MMC. At
this point it will be exactly the same as when Dynamic User Recognition (DUR) was

enabled.
"ii dpmmc - [Console RootDigipass Administration\DE1Users] 8 ] S
E] File Action ‘Wew Fawvorites Window  Help |;|ill|

= @ XFE 2| eafr

B Console Roat Users  idisplaying First 2)
=4 Digipass Administration Users [ Organizational Uit | Domain | User Name | Assigned Digipsss
E'E Dot € admin rnaster
S Users N

% Digipass
-5 Policies
¢ Components
% Back-End Servers
@ Comain

& Qrganizational Unit

Figure 37: ODBC User Creation (3)
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8.1.2 Import DIGIPASS

Right-click the DIGIPASS folder and select Import DIGIPASS... .

Ii-;'l dpmmc - [Console Root'Digipass Administration’,DE1%Digipass]

o x|
=181

ﬁ] Elle Action Wiew Favorites Window Help

c- | DEERR|2 #0887
|1 Consale Rook
4% Digipass Administration

Digipass  {displaying First 0

Serial Murmber | Organizational Unit

@ | Damain | Digipass Type | Application Names | Application Types 1
=3 DC1
5 There are no items ta show in this view,

Hew ! 3

Wigw 3

& Organi;

Mew Window From Here
New Taskpad Yiew...

Refresh
Export Lisk. ..

Help

‘Imports DPY, filz(s)

Figure 38: Import DIGIPASS (1)

Browse for your *.DPX file, fill in the Transport Key and look at your available
applications by pushing the Show Applications button. You can either import all

applications or only the ones you selected, by the Import ... buttons above and below
the Show Applications button.

“Fit dpmmic - [Console RookDigipass Administration’ o [=] B3]
ﬁ] Elle Action  ¥iew Favorites  ‘Window Help ‘ =8 5]
= - |—| Import Digipass -8 x|
[ Console Roo DRl
4% Digipass : AEEhcatmn T;Ees !
=] @ (s} File IE “Program Files\WASCOYWACMAN Middleware 3\DFx\demo.dpx Browse... I
Al
e Key |11111111111111111111111111111111
CE :
Loy Applications | wo. | Application Mame: I Type | Impart All Applications [ I
% E 1 APFL 1 RO
5 2 APPL 2 s EEEEEE———
: g J 3 APPL 3 R 1L 2
[mport Selected Applications I
r— Import Option:
I~ Upgrade existing Digipass with activation codes fiom new DPX file
[~ Import new Digipass Applications a3 inactive
[~ Reserve new Digipass for individual assignment orly
r~ Imnpart Statu:
Current Serial Mo, Application I
Applications Read
Applications Imported
Applications Failed Show Errors,. | Stap | = |

—

Figure 39: Import DIGIPASS (2)
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When the DIGIPASS is imported successfully you will receive a confirmation message.

‘i dpmc - [Console Raot! B o [=] B3
ﬁ] Elle  Action Wiew Favorites Window Help ‘ =7 5[
PR, i [ B
(L Consale Roa — DR Fil
-4 Digipass - AEEIicatmn Tiﬁes 1
E.E DCl File IC “Program Files\WASCOYWACMAN Middieware 3\DPxhdemo.dpx Brovise... I
8
R T Key |11111111111111111111111111111111
3 % F
S Applications | ho, | application Name_[ Type | Import &1l Applications |
% P 1 APPL 1 RO
= N z AFFL 2 5G Show Applications I
: a I 3 APFL 3 CR
Import Selected &pplications I
x
 Import Options
.
I~ Upgrade existing Digipas “!_) The file was imported successfully.
[~ Import new Digipass App .
[ Reserve new Digipass fc
i~ Import Statu:
Current Serial Mo [ons71z3856 Application  JAPPL 3
Applications Read |3
Applications Imported |3
Applications Faled [0 Showeios. | E| = 1|

— ,7
Close Help -

Figure 40: Import DIGIPASS (3)
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8.1.3 DIGIPASS Assignment

There are two possible ways to assign a DIGIPASS to a user. You can search for a
DIGIPASS and assign it to a user or you can search for a user and assign it to a
DIGIPASS. You can see the difference in the following two figures.

Right-click a user and select Assign DIGIPASS... or ...

"fi dpmmc - [Console Root'\Digipass Administration,DC1\Users] o j 10| x|
Bﬁ] Flle  Action ‘Wiew Favorites Window Help | _Iﬁ' il
«= BEXFR| 2| a0 T
(L Console Raat Users  {displaying firsk 2}
=14 Digipass Administration Userd | Grgarieational Unt | Domain | User Mame | éssigned Cigipass |
E'E DL admin rnaster
-4 Users 8
o T
-5 Polides Unassign Digipass
g Companents Administrative Privileges. ..
Back-End Servers b
@ Domain TS
& Organizational Lnit all Tasks 3
Celete
Properties
Help

|Assigns a Digipass Application b this User

Figure 41: DIGIPASS assignment (1)

... you can right-click a DIGIPASS and select Assign ... .

"fii dpmmec - [Console Root'Digipass Administration,DC1Digipass] . 1Ol x|
Bﬁ] Flle  Action  Wiew Favorites  Mindow  Help ‘ |7 ﬁ
e= @ XFE|2 @87
[ Console Root Digipass  {displaving First 1}
= % Digipass Administration

ErgE oot

Ll Users

T Policies Reset Application

% Companents Feset Pl
i Back-End Servers Force PIN Change
g Domain

: A 2 ———— Achivate Application. ..
e =N Inactivate Application. ..

Delete Application...
Move. .

All Tasks »
Delete

Properties

Help

‘Assigns the Digipass Application to a Users ‘

Figure 42: DIGIPASS assignment (2)
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If you leave the User ID blank and press the Find button, you will get a list of all the

available users in the same domain as the DIGIPASS. The usernames are partly
searchable too.

Notice: If no users show up, make sure the domains of the DIGIPASS and the user
match.

‘it dpmmc - [Console Root)Digipass.

=101 x|
ﬁ] Elle Action Wiew Favorites Window  Help | _Iﬁ' il
e
c» @ XER 2 |eanT
& Digipass Administration stion Hames | Application Types |
=g Dt - Selection Criteria JAPPLZ,AP... RO,5G,CR
Bl ot UserlD [test
TR ser estuser
& Polidies To [
&% Companents
% Back-End Server: Digipass Assigned Mo " Yes & Either
i Domain

™ Seaich downwards in Organizational Uit hiscarchy

Grace Period [daps] |7

~Find and Select

& Organizational Ui

I awiraurn ro. of Users ta list (1 required] I1DU Find I

Search Results

User Name Crganizational Linit

‘ e |

Figure 43: DIGIPASS assignment (3)

When assigning a DIGIPASS to a user the same procedure will be applicable. You can
either select the desired option to search for a DIGIPASS or search through serial
number. Leaving all options blank will show all possibilities in the same domain.

When the DIGIPASS gets successfully added to your user you will get a confirmation
message.

" dpmmc - [Console Root\Digipass Administrati
ﬁ] File Action Yew Favorites  Window Help

-0l x|
JREDRT

¢ | EXEFR 2 eanT

[_1 Console Riook Digipass  {displaying first 1)
Eo Digipass Administration Serial Mumber | Qrganizational Unit | Damnain Digipass Tvpe | Application Names | Application Types I
= oct 0097123456 master  DP30D

APPL 1,APPLZ,AP... RO,5G,CR |

£ Components
% Back-End Servers
@ Domain

a Organizational Unit

.
"!i) Digipass assigned: 1

Figure 44: DIGIPASS assignment (4)
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8.2 Active Directory installation

8.2.1 User creation

User creation, while using an Active Directory back-end, will happen in the Active
Directory Users and Computers MMC. Right-click a user and select Properties.
This can happen automatically when the Dynamic User Registration (DUR) option in
the policy settings is active.

4 Active Directory Users and Computers g ;IEIZI
@ Eile Action Yiew Window Help |;|i|i|
= |am s B X B 2 L TLEE

@ Active Direckory Users and Compute | Users 23 objects
([ saved Queries

Mame 5 Description

Ew domain, jsm g
E% Builkin €5 Telnet g;z Members of this group ha...
B - SOt %SLIP d Aetae ol This is 3 wendot's account ...
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2 = . !ﬁSEhan 5 .. Designated administrators. ..
B-[_] ForeignSecurityPrincipals Reset Password., i
{E‘l T [ﬁRAS a M_ . Serversin this group can ...
ﬁ TW A e ; Built-in account For Intern...
ﬁ ISR R B Built-in account For anony...
ﬁIIS_W ?pedn ’:OTE tagt .. IS Worker Process Group
!ﬁHe\pSw ) .. Group For the Help and Su...
%Guast all Tasks » Built-in account: for guest ...
!ﬁGrUup —— |, Membersinthis group can...
!ﬁEnter[ cug .. Designated administrators...
ﬁ dppos Delete PostgreSQL service account
mDoma\ Aoie .. Al domain users
mDoma\ Properties .. Al domain guests
mDoma\ k .. Al domain controllers in th...
Demai_ HER .. Al warkstations and serve. ..

ﬁDnma\n Admins  Security Group ... Designated administrators. ..
!ﬁDnsUpdatePr.u Security Group ... DNS clients who are permi...

!ﬁDnsAdmlns Security Group ... DNS Administrators Group
ﬁ citrixl User

[ﬁcart Publishers  Security Group ... Members of this group are..,
ﬁ Administrator  User Built-in account For admini, ..

i — i

IOpens property sheet for the current selection, ‘

Figure 45: Active Directory User Creation (1)
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In the DIGIPASS User Account tab you will see a field to manually add a password.

This can also be automatically filled by enabling the ‘stored password proxy’ option in
the policy settings.

4 Active Directory Users and Computers . 5 o ]
@ Eile Action Yiew Window Help | i ﬂlil
= e B e iy
5
e | ‘ % E | testuser Properties ﬂﬁl
@ Active Directory Users and Cam
(L] saved Queties Member OF | Digkin | Enviranment I Sessions | Remote contral
E-@ domain.jsm Teminal Services Profile | COM+
(0 Builtin General I Address I Account I Profile | Telephanes | Organization
D Computers %5 Digipass Uset Account @ Digipass Assighment
(5] Domain Controllers
[-[_]) ForeignsecurityPrincipal [ Stored Static Password
423 Usets Hew Password | ****
Confim Passward I”“ﬂ
— Authentication Policy Overrid
Local Authentication Diefaul w| [ Disabled
Back-End Authentication | Default vl I Locked
i~ Use Digipass from Another Account
Linked User Account |
Link User Account.. | Uriink User Account
Athorization PrafilessAthitites
i~ Update History
Created On | k
adified On |
ak I Cancel Apply | Help |
| _>||

Figure 46: Active Directory User Creation (2)

After clicking the Apply button you will see the Update History fields being filled with

the current date and time. When these fields are filled it means the DIGIPASS account
exists and can be used.

& hctive Directory Users and Computers

) _iol x|
@ File Action Wiew Window Help ‘ _|E' i‘
R R ST R e S
C o B | | e 21
@ Active Directory Users and Cam
(L] Saved Queries Member OF I Dialin I Enwironment i Sessions | Remate contral
B @ domain jsm Teminal Services Profile I COM+
-rr__._\]Eu\Itm General I Addiess I Accaount l Profile I Telephones | Organization
"—] Comp.utars % Digipass User Account '& Digipass Assignment
@I Domain Cantrollers
(L] FareignsecurityPrincipal [ Stored Static Password
L2 Users Mew Password [Ee=]
Confim Password B
—Authentication Policy Dverrid:
Lacal Authentication Detault - I Disabled
Back-End Authentication IDglau\[ - I Locked
~ Use Digipass from Another Account
Linked User ccount |
Link User Account... | Urfirk Ussrdseount I
Authorization Prafiles/AttibLtes
r— Update Histor [%
Created On [19-09/2006 14.56:22
tModified On |1 9/03/2006 14:56:22
oK I Cancel Apnly. | Help I
| 2
\

Figure 47: Active Directory User Creation (3)




M() THE AUTHENTICATION COMPANY

8.2.2 Import DIGIPASS

To make sure you can see the DIGIPASS folders in the MMC, go to View and select
the Advanced Features. This way you will see the DIGIPASS folders.

sers and Computers E 2 |EI ZI
<5 Ele  Action | View Window Help |_ & %]
= mp | |E Add/Remove Columns. .. i 7 @ "‘m

g Active Direckor Large Icons
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E-f@ domain.jsm  List
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Members of this group ha...

6|
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BB Foreig] roup ... Des\gnat.ed a.dm\nlstratnrs...
a TEETE Filter Options. .. Group ... Serversin this group can ...
Built-in account For Intern,.,
Customize. .. Built-in account for anony,..

mIIS_WPG Security Group .., IIS Worker Process Group
!ﬁHe\pSarvices... Security Group ... Group For the Help and Su...
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!ﬁGrUup Policy ... Security Group ...  Members in this group can...
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mDUma\n Zonk... Security Group ... All domain controllers in th...
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!ﬁ(ert Publishers  Security Group ...  Members of this group are...
ﬁ Administrator  User Built-in account For admini. ..

| — B

|Enab|es;’disables adwanced features and objects

Figure 48: Import DIGIPASS (1)

Right-click the DIGIPASS-Pool folder and select Import DIGIPASS ... .
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Figure 49: Import DIGIPASS (1)
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Browse for your *.DPX file, fill in the Transport Key and look at your available
applications by pushing the Show Applications button. You can either import all
applications or only the ones you selected, by the Import ... buttons above and below
the Show Applications button.

4 Active Directory Users and Computers i 1ol x|
x| [alaix
r~ D Fil
File |C:\F'rogram Files\WaASCOMWACMAN Middleware I\DP=h\demo.dpx Browse...
Key |11111111111111111111111111111111
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Current Serial o

—
——
—
=

Application

Applications Read
Lpplications Imported

Applications Failed Shaw Errors. | Stop I

Close | Help I

Figure 50: Import DIGIPASS (1)

When the DIGIPASS is imported successfully you will receive a confirmation message.
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Figure 51: Import DIGIPASS (1)
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8.2.3 DIGIPASS assignment

There are two possible ways to assign a user to a DIGIPASS. You can search for a
DIGIPASS and assign it to a user or you can search for a user and assign it to a
DIGIPASS. You can see the difference in the following two figures.

Right-click a User and select Assign DIGIPASS... or ...
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ﬁDnsAdmins Security Group ...
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Figure 52: DIGIPASS Assignment (1)

... right-click a DIGIPASS and select Assign DIGIPASS ... .
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|Asswgns a User ta the selected Digipass ‘

Figure 53: DIGIPASS Assignment (2)
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If you leave the User ID blank and press the Find button, you will get a list of all the

available users in the same domain as the DIGIPASS. The usernames are partly
searchable too.
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Figure 54: DIGIPASS Assignment (4)

When assigning a DIGIPASS to a user the same procedure will be applicable. You can
either select the desired option to search for a DIGIPASS or through serial number.

Leaving all options blank will show you all possibilities. Remember to check the
“Search upwards ...” checkbox.




M‘) THE AUTHENTICATION COMPANY

O Two-factor authentication
SSL-VPN test and conclusion

To test the two-factor authentication SSL-VPN connectivity with VACMAN Middleware,
connect your PC on the WAN (X1) interface of the PRO4060 according to Figure 1:
Network Diagram. Point your browser to https://10.10.10.10

First login as an ‘Administrator’ to the LocalDomain’ with:

User Name: ‘admin’ and Password: ‘password’ (assuming you left the Administrator
access temporarily to the default values for test reasons).

Select Portal > Domains and click the ‘Configure’ button where you can ‘Test’ the
RADIUS connectivity to the VACMAN Middleware by entering a valid RADIUS
Username/Password combination:

it It - itps://10.10.10.10 - Edit Domaln - Microsaft Internet ... [ | ] |

Ou -0 ® @& P
ke | ) hetpd: 110,10, 10, e g-binTmanagenics Test RADIUS Settings

Hote: To test the RADIUS sattings, enter & valid RADIUS User ID
and password and chick the Test button.

Lsee D testuser

Passwona wnenn|

Test status

Partal > Doma

Authentication Successiul

Figure 55: Test and conclusion (1)
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If the RADIUS Authentication is successful, logout the Administrator GUI and login
https://10.10.10.10 again with the ‘testuser’ User Name you created:

T SanicWALL - Virtual Office - Microsaft Internst Explorer provided by SonicWALL, INC.

Fle Ede WVew Favortes Tooks Help
Ou O RWEAG Puadnwn @ 3-5 8 LGS

e | i) herps: 130,10, 10. 1Heg-banjwskoont

SONICWALL™® .

] Seric WAL - Watusl e - Powered by SoricWidL, e, X

Figure 56: Test and conclusion (2)

Use the FixedPassword+DIGIPASSPIN+DIGIPASSOTP password combination for
access to the SSL-VPN Portal where you have access to your Bookmarks or
NetExtender (IPSec alike SSL-VPN) connectivity:

T SanbcWALL - Virtual Office - Microsaft Internet Fxplarar pravidad by SonicWALL, INC. =]
Fe Edt Vew Fmorkes Tods Heb E
, N A A e A . & .
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Welcome to the SonicWALL Virtual Office
SONOWNALL W Office provides Becuns Remel aCCe1t 1o rémole utnt 10 160 N &0 sCCets
piivate network reTouces ¥
Cick 8 pre-contiguied bockm. SUF ST 1D (PR SECUFE BV BOSETE 10 el
corpotse e
Lnerch NefFtnrer §0 crostn an S5L.VPH Burree 10 youF Cosporate netwirk for 18 etwerk acoess
[ R
| NetExtanider P e Shares
= Haig x> 7 Haip ==
Virrual Office Bookmarks Host/ P Address. Senvlce Conflgure
Vactman Middiewars web sarves - bnp 104201 400 Wb (HTTF) b ]
PROADG X2 Imerface 102 160 300250 Wab (TTP) b ]
WA 10.4204,20 Seeure Web (HTTPS) o
Add Bookmark | Impart Certilicate Options
Copyright £ 2006 SonscWALL, Tnc.
] SoricWrdL - Vutual Cifice 5 P ttemrnt

Figure 57: Test and conclusion (3)

Conclusion:

SonicWALL SSL-VPN and firewall/VPN appliances together with DIGIPASS

authentication solutions provide easy and secure clientless remote access to the user
dependent internal network resources.
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10 VACMAN Middleware

features

10.1 Installation

The VACMAN Middleware (VM) installation is very easy and straightforward. VM runs
on Windows platforms, supports a variety of databases and uses an online
registration. Different authentication methods allow a seamless integration into
existing environments.

10.1.1 Support for Windows 2000, 2003, 11S5 and 11S6

VM can be installed on Windows 2000 and Windows 2003. Web modules exist for 11S5
and 11S 6 to protect Citrix Web Interface, Citrix Secure Gateway, Citrix Secure Access
Manager (Form-based authentication), Citrix Access Gateway and Microsoft Outlook
Web Access 2000 and 2003 (Basic Authentication and Form-Based Authentication).

10.1.2 Support for ODBC databases and Active Directory

Any ODBC compliant database can be used instead of the default PostgreSQL database
(MS SQL Server, Oracle). Since Version 2.3 of VACMAN Middleware, AD is not only
intended for storage of DIGIPASS anymore, but configuration and management of
your DIGIPASS infrastructure is now also full integrated into the AD management
tools. This option requires an AD schema update.

10.2 Deployment

Several VACMAN Middleware features exist to facilitate deployment. Combining these
features provides different deployment scenarios from manual to fully automatic.

10.2.1 Dynamic User Registration (DUR)

This feature allows VM to check a username and password not in the database with a
back-end RADIUS server or a Windows domain controller and, if username and
password are valid, to create the username in the VM database.

10.2.2 Autolearn Passwords

Saves administrators time and effort by allowing them to change a user’s password in
one location only. If a user tries to log in with a password that does not match the
password stored in the VM database, VM can verify it with the back-end RADIUS
server or the Windows domain controller and, if correct, store it for future use.

10.2.3 Stored Password Proxy

Allows VM to save a user’s RADIUS server password or Windows domain controller
password in the database (static password). User’s can then log in with only username
and dynamic one-time password (OTP). If this feature is disabled, users must log in
with username and static password immediately followed by the OTP.

10.2.4 Authentication Methods

Different authentication methods can be set on server level and on user level: local
authentication (VM only), Back-End authentication (Windows or RADIUS). On top of
that a combination of local and back-end can be configured. The additional parameters
‘always’, ‘if needed’ and ‘never’ offers you additional customization of the back-end
authentication process.
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The configuration of authentication methods is done within the policy (policies).

10.2.5 Policies

Policies specify various settings that affect the User authentication process. Each
authentication request is handled according to a Policy that is identified by the
applicable Component record. Components can be radius clients, authentication
servers or Citrix web interfaces.

10.2.6 DIGIPASS Self Assign

Allows users to assign DIGIPASS to themselves by providing the serial number of the
DIGIPASS, the static password and the OTP.

10.2.7 DIGIPASS Auto Assign

Allows automatic assignment of the first available DIGIPASS to a user on user
creation.

10.2.8 Grace Period

Supplies a user with a certain amount of time (7 days by default) between assignment
of a DIGIPASS and the user being required to log in using the OTP. The Grace Period
will expire automatically on first successful use of the DIGIPASS.

10.2.9 Virtual DIGIPASS

Virtual DIGIPASS uses a text message to deliver a One Time Password to a User’s
mobile phone. The User then logs in to the system using this One Time Password.

Primary Virtual DIGIPASS

A Primary Virtual DIGIPASS is handled similarly to a standard physical DIGIPASS. It is
imported into the VACMAN Middleware database, assigned to a User, and treated by
the VACMAN Middleware database as any other kind of DIGIPASS.

Backup Virtual DIGIPASS

The Backup Virtual DIGIPASS feature simply allows a User to request an OTP to be
sent to their mobile phone. It is not treated as a discrete object by VACMAN
Middleware, and is not assigned to Users, only enabled or disabled. It can be enabled
for Users with another type of DIGIPASS already assigned, and used when the User
does not have their DIGIPASS available.
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10.3 Administration

10.3.1 Active Directory Users and Computers Extensions

Since VACMAN Middleware version 2.3, Managing the users and DIGIPASS can be
done within the Active Directory Users and Computers section. Selecting the
properties of a user, offers complete User-DIGIPASS management.

Administrator Properties E |

Published Certiicates | Member0f | Dishin | Dbiest | Securiy

Enviranment I Sessions I Remate contral I Terminal 5ervices Profile
General I Address I Account I Profile I Telephones | Organization
COM+ | @ Digipass User Account Digipass Assighment
—Azsigned Digipa:

Setial Number | DP Type | Active Applications

—Azsignment Statu:

Date Azzigred I24.-"DS.-"2DDB 170335 Assign... I
Grace Period End |31 /0842008 _E_l Unazzigh I

— Backup Virtual Digipa:
Enable BYDP I Diefault A l
Enabled Ui [ B

Uzes Remaining I

1].8 | Cancel | Lpply | Help

Figure 58: VM Features (1)

10.3.2 Administration MMC Interface

A highly intuitive Microsoft Management Console (MMC) exists to administer the
product. An Audit Console is available to give an instant view on all actions being
performed on the VM. Both can be installed on the VM server itself or on a separate

" domme - [Console Root',Digipass Administration\C5G\Users] _ =10l x|
i Fle  Action View Favorites  Window  Help | -8 x|
e = | BRmERBE 2 efdT
[ Consols Root Users  (displaying first 2)
=43 Digipass Administration User ID Organizational Unit__| Domain__| User Name | Assigned Digipass |
creg €56 B sdin mester
= § vascodemo master
&y Digipass
T Policies
Lo Components
% Back-End Servers
g Domain

L2 Grganizational Unit

Figure 59: VM Features (2)
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10.3.3 User Self Management Web Site

A web site running on IS has been developed to allow users to register themselves to
the VM with their username and back-end (RADIUS or Windows) password, to do a
DIGIPASS self assign, to update their back-end password stored in the VM database,
to do a change PIN (Go-1/Go-3 DIGIPASS), to do a DIGIPASS test.

Digipass Self Service
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%
w
n
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Figure 60: VM Features (3)

10.3.4 Delegated administration

Administration can be delegated by appointing different administrators per
organizational unit (OU). These administrators can only see the DIGIPASSes and users
that were added to his OU.

10.3.5 Granular access rights

It is possible in VACMAN Middleware to setup different permission per user. This can
be in function of a domain or an organizational unit. Administrators belonging to the
Master Domain may be assigned administration privileges for all domains in the
database, or just their own domain. Administrators belonging to any other Domain will
have the assigned administration privileges for that Domain only.

It’s possible to set different operator access levels.
E.g. A user can be created that only has the rights to unlock a DIGIPASS.
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Set Digipass Evert Counter =

EEE

oKk | Caned | Help

Figure 61: VM Features (4)
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11 About VASCO Data Security

VASCO designs, develops, markets and supports patented Strong User Authentication
products for e-Business and e-Commerce.

VASCO'’s User Authentication software is carried by the end user on its DIGIPASS
products which are small “calculator” hardware devices, or in a software format on
mobile phones, other portable devices, and PC’s.

At the server side, VASCO’s VACMAN products guarantee that only the designated
DIGIPASS user gets access to the application.

VASCO'’s target markets are the applications and their several hundred million users
that utilize fixed password as security.

VASCO'’s time-based system generates a “one-time” password that changes with every
use, and is virtually impossible to hack or break.

VASCO designs, develops, markets and supports patented user authentication
products for the financial world, remote access, e-business and e-commerce. VASCO’s
user authentication software is delivered via its DIGIPASS hardware and software
security products. With over 25 million DIGIPASS products sold and delivered, VASCO
has established itself as a world-leader for strong User Authentication with over 500
international financial institutions and almost 3000 blue-chip corporations and
governments located in more than 100 countries.
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