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Disclaimer

Disclaimer of Warranties and Limitation of Liabilities

All information contained in this document is provided 'as is'; VASCO Data Security assumes no
responsibility for its accuracy and/or completeness.

In no event will VASCO Data Security be liable for damages arising directly or indirectly from any
use of the information contained in this document.

Copyright

Copyright © 2013 VASCO Data Security, Inc, VASCO Data Security International GmbH. All
rights reserved. VASCO®, Vacman®, IDENTIKEY®, aXsGUARD™™, DIGIPASS® and ® logo
are registered or unregistered trademarks of VASCO Data Security, Inc. and/or VASCO Data
Security International GmbH in the U.S. and other countries. VASCO Data Security, Inc.
and/or VASCO Data Security International GmbH own or are licensed under all title, rights and
interest in VASCO Data Security Products, updates and upgrades thereof, including
copyrights, patent rights, trade secret rights, mask work rights, database rights and all other
intellectual and industrial property rights in the U.S. and other countries. Microsoft and
Windows are trademarks or registered trademarks of Microsoft Corporation. Other names may
be trademarks of their respective owners.
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1 Overview
1.1 Architecture

IDENTIKEY Server
10.4.0.13

IDENTIKEY

e

OWA Forms Based Filter SEAL

Windows

Office 365 ADFS Active Directory
Labs-be- 10.4.0.10
365.labs.vasco.com

1.2 Two factor authentication

Many organizations still rely on a username and password to protect their data or external access.
However passwords are often very simple and very easy guessed, cracked or even stolen. Once it
is compromised it can take quite a lot of time before anyone notices that it has been
compromised. Recently a lot of services are being moved to the “cloud” where anyone can access
the service from anywhere. This means that the users are often accessing it from outside the safe
network, making protecting your password even more important and harder.

Two factor authentication of VASCO Data Security will add an additional factor, called DIGIPASS,
to your password. The DIGIPASS will generate a One Time Password, or OTP, which you can use
in combination with your password. This means that people will need a specific device and
password if they want to gain access. Imagine if the device were to be stolen, this will be noticed
quickly and that way access using that device can be denied, stopping any attacker quickly.

With this in mind you can secure your Office 365 accounts, granting you the freedom of Office
365 with the hardened security of two factor authentication.
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2 Technical Concepts

2.1 Microsoft
2.1.1 Office 365

Office 365 is Microsoft Office collaboration and productivity tools that are delivered to you
through the Internet. This enables your work force to access and store documents, access email
and even web conference from nearly any device that has an Internet connection.

2.1.2 Active Directory Federation Server

Active Directory Federation Services (ADFS) is based on the emerging, industry-supported Web
Services Architecture, which is defined in WS-* specifications. ADFS helps you use single sign-on
(SSO) to authenticate users to multiple, related Web applications over the life of a single online

session. ADFS accomplishes this by securely sharing digital identity and entitlement rights across
security and enterprise boundaries.

2.2 VASCO
2.2.1 IDENTIKEY AUTHENTICATION Server

IDENTIKEY Authentication Server is an off-the-shelf centralized authentication server that
supports the deployment, use and administration of DIGIPASS strong user authentication. It

offers complete functionality and management features without the need for significant budgetary
or personnel investments.

IDENTIKEY Authentication Server is supported on 32bit systems as well as on 64bit systems.

IDENTIKEY Appliance is a standalone authentication appliance that secures remote access to
corporate networks and web-based applications.

i,f The use and configuration of an IDENTIKEY Authentication Server and an IDENTIKEY
: Authentication Appliance is similar.

2.2.2 DIGIPASS Authentication for OWA - Forms

The DIGIPASS Authentication Plug-In is an add-on for Internet Information Services (IIS) and can
be configured to intercept authentication requests to Web sites using the HTTP forms
authentication mechanism. It allows users to use one-time passwords (OTPs) instead of static
passwords. The plug-in intercepts authentication requests, validates the OTP, and replaces it with
the static password expected by the back-end. The OTPs are validated using an IDENTIKEY
Authentication Server or IDENTIKEY Authentication Appliance.
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3 Configuration details
3.1 Architecture

IDENTIKEY Server
10.4.0.13

IDENTIKEY

OWA Form Based Filter SFA-

<— \Mi o .y
@ Federated Acti i Windows ) J
o § ..__1;,4

4

Office 365 ADFS Active Directory
Labs-be- 10.4.0.10
365.labs.vasco.com
10.4.0.199

3.2 Pre-requisites

This integration paper is written in the assumption that you already have a working Office 365 -
Active Directory Federation Service connection in place. For that connection you will need to have
an Active Directory Federation Service Server in place. If you do not yet have such a setup, this
guide provided by Messageops.com is a good start for a demo environment
(http://www.messageops.com/documentation/office-365-documentation/ad-fs-with-office-365-
step-by-step-quide).

In addition you will need to have installed the DIGIPASS Authentication for IIS - forms based
filter. This installation is easily done by following the documentation provided with the package.

Following items are needed:

Active Directory Federation Service

Active Directory Federation Service - Office 365 connection
VASCO OWA Forms based Filter

IDENTIKEY Authentication Server running

Message Delivery Component (optional)

SMS-Gateway (optional)
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3.3 Enabling forms

3.3.1 Active Directory Federation Service

To enable forms based sign-on in your domain, you must edit the web.xml file. This file can be
found in <ADFS-web-folder>/web.xml (by default: C:\inetpub\adfs\Is\web.xml).

In this file search for localAuthenticationTypes. In the localAuthenticationTypes element make
sure to place forms authentication first in line.

| lweh—Notepad [_ O] x|
File Edit Format Yiew Help
<add name="BasicauthHandler" path="auth/basic/" werh="%" t e=“Microsoft.Identityserver.web.BasicEndpDintHanth:J
<add name="PassiveProtocoTHandler" path="/adfs/1s/" allowPathInfo="true" wverbh="*" type="microsoft.Identityserv
<add name="T1sauthHandler" path="auth/ss1Client/" verb="%" type="Microsoft.IdentityServer.web.T1sEndpointHandT
<add

name="windowsauthHandler"” path="auth/integrated/" Verb=¥*“ type="Microsoft. Identityserver.weh. windowsEndp
</handlerss

<validation validateIntegratedmodeConfiguration="false" />
</system, wehservers

<microso
<l

<context hidden="true" />
<grror page="Error.aspx" />

<acceptedFederationProtocols saml="true" wsFederation="trus" />
<homeReaTmbiscovery page="HomeRealmDiscovery,aspx" />

<persistidentityProviderinformation enabled="true" TifetimeInDays="30" />
<singlesignon enabled="trus" />
</microsoft.identityserver. webs>

<system.diagnosticss

<5OUrCes:
<!—— To enable tracing on a particular component, uncomment the desired section below. Then uncomment
the shared T1istener named "xml1" and the microsoft.Identityserver.sourceswitch in the switches element.
-

<!—— Federation passive related tracing

<source name="Microsoft.Identityserver.webh" switchname="Microsoft.Identityserver.sourceswitch” switchType="5Sys
<listenerss>
<add name="xml1" /=
</1istenerss
< /fsources ——»

</sources:
<l== Thisz is the shared Tistener for all of the tracing. AT1 of the sources write to this Tistener.

If wou want a more fine-grained Tistener, one can be added to the Tisteners element in each source abowe, wl
can then output to different files if desired. After uncommenting this, put the absolute path of the trace
je ciZtemphTraceData.swclog.

Ee sure that the identity of the service can write to the file and directory
<sharedlisteners:> =
<!—— <add name="xml" type="System.Diagnostics.xmlwriterTraceListener"” initializepata="" /> --»
</sharedListeners:
<switchess
<!—— uncomment this switch to use with your trace sources.

vou can add more and configure

-

ol

3.3.2 Internet Information Service

In the Server Manager, select your Internet Information Service.

T Serwer Manager (LABS-BE-365)
El 5 Roles

= @_E_] ‘Web Server (I15)

% Internet Information Se

ﬁ:j Features
7 Diagnostics
Eﬁ"_!; Configuration
=5 Storage

Under Connections, expand <IIS-host> (in our example: labs-be-365), Sites, Default Web
Site, adfs. Select Is.

DIGIPASS Authentication for Office 365 using IDENTIKEY Authentication Server with Forms based Web Filter



(‘)) DIGIPASS Authentication for Office 365 using IDENTIKEY Authentication Server with Forms based Web Filter

Internet Information Services (II5) Manager

@54 [3’ b LABS-BE-365 b Sikes b

@-HiZ &
H:El Start Page
E...Hﬂ LAES-BE-365 (LAES administratarz)
J Application Pocls
= e:a__ Sites
=403 Default Web Site
E-2¥ adfs

| App_Code
| App_tlobalResources
#-[ | App_Themes
f- ] MasterPages
| aspret_client

In the pane next to it a lot of options for that website will appear. Under IIS, double click on
Authentication.

2 & &

Providers  Session State  SMTP E-mail

& d o

Authentication ey EEl) Default
Drocument

Enable Anonymous Authentication and disable all other authentication methods.

| "!EInternet Information Services (II15) Manager

@ = [3 b LABS-BE-365 P Sites » Defaultweb Site » adfs » 15 »

File  Wiew Help

=l ) trentication

@e--H|Z |8 I,
o Qﬂ Stark Page: .
-9 LABS-BE-365 (LABS\vanraanl) Group by: Mo Grouping I
; -LZF Application Pools Mame = | Skatus | Response Type |
=8 @ Sikes Anonymous Authentication Enabled
EQB Default Web Site ASP.MET Impersonation Disabled
=¥ adfs Basic Authentication Disabled HTTP 401 Challenge
E‘:jD Is I Forms Authentication Disabled HTTP 302 Login/Redirect
| App_Code wWindows Authentication Disabled HTTP 401 Challenge
-] App_clobalr)
& ann There:

With this completed, forms based authentication will function properly.

The reason why you have to make sure that even “Forms Authentication” is set to disabled is
because the Active Directory Federation Service server will implement its own authentication
ways.

As seen in 3.3.1 Active Directory Federation Service, the server will decide to take the first
authentication method, and associated web page, declared in the web.xml file.

3.3.3 Test Forms based logon

Open a browser and navigate to https://portal.microsoftonline.com. Enter your user@yourdomain
and press tab. The password field will gray out and you will be asked to log in using your domain.
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sign in

User ID:

demo@Ilabs.vasco.com

[¥] Remember me
|| keep me signed in

You are now required to sign in at Labs.vasco.com.

Sign.in atTabs.vasco.com

When clicking on the link Sign in at <your-domain>, you will be redirected to the logon form of
your Active Directory Federation Service.

labs-be-365.labs.vasco.com

Type your user name and password.

User name: [ Demo |

Password: | sssessesl |

Use your username and Active Directory credentials.

LaOffice 365

31

3.4 Installation of the web filter

The installer for this package can be found on the IDENTIKEY Authentication Server installation
DVD.

& Select the installer for the correct architecture of your server (x86/x64). When selecting
the wrong architecture, the installer will inform you with an error and quit the installation.
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Run the installer package DIGIPASS Authentication for OWA Forms on your Active Directory
Federation Service server.

A wizard will open. Click Next.

I accept the terms in the license agreement and click Next.
Keep the default destination folder and click Next.

Click Install.

Now an installer will run and complete the installation process. Once it's done click Finish and a
new wizard will open.

& If no wizard opens after the installation go to: Start, All programs, Vasco, DIGIPASS
Authentication for IIS Basic, Configuration Wizard.

Click Next.

DIGIPASS Authentication Plug-In Configuration

AT Specify the connection details

® Enter the connection details of the IDENTIKEY Server ko use for DIGIPASS authentication, After installation, the
Th?  connection can be configured in detail including Use of 55L.
v

1P address: IIUA.U.IS\

SEAL pork: |zuuua

< Back I Mext = I Cancel |

e IP address: <your IDENTIKEY Authentication Server>
e SEAL port: 20003 (default)

DIGIPASS Authentication Plug-In Configuration

'U% Specify the IP address

~ Select the IP address that the DIGIPASS Authentication Plug-In should use for sending requests to the
"+ e IDEMTIKEY Server.
R

Moke: The DIGIPASS Authentication Plug-In license will be tied to this IP address.

< Back I Next = I Cancel |

The IP address of your Active Directory Federation Server should be displayed here. Click Next.
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| % Specify an administrator login required ta create a disnt record in the IDENTIKEY Server's databass.

| & Create client record automatically

I Create a client record in the IDENTIKEY Server's dakabase for the DIGIPASS Authentication Plug-In,
unless such a record already exists For it with the IP address specified on the previous page. This will
optionally install a license you can specify on the next page.

User name: [<youradmin>

Password: | revene

" Don't create client record

This setting is typically used when a disnt record For the DIGIPASS Authentication Plug-In already
[ exists.

< Back I Next = I Cancel |

Select Create client record automatically

User name: <your-admin> (IDENTIKEY Authentication Server Admin username)
Password: <your-password> (IDENTIKEY Authentication Server Admin password)
Click Next

DIGIPASS Authentication Plug-In Configuration

e Specify license key
Select a license key For the DIGIPASS Authentication Plug-In, or skip to activate later,

Licerse key: [C:sersiDemopDawnloadstlicense. dat Browse. ..

‘ @ 1 you don't have a walid license key for this maching, you need ko request one via the YASCO Web site.

Reguest license from v vasco.com

< Back. I Mext = I Cancel |

Click Browse and select your license for the web filter. Click Next.

DIGIPASS Authentication Plug-In Configuration

The DIGIPASS Authentication Plug-In will be configured after you dick 'Finish'.

7 g Ready to complete DIGIPASS Authentication Plug-In configuration

‘¥ou have specified the Following settings:

Surnmar [ Detai [
& IDENTIKEY IP address 10.4.0.13

S IDENTIKEY SEAL port: 20003

@ Local IP address (icensing) 10,4.0,199

& dutomatic web site configuration

& License file CiiUsersladministrstor2i Downloadsilicense. dat

= save configuration
S Create IDENTIKEY clienkt record, assign license:

< Back Cancel

Click Finish.
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DIGIPASS Authentication Plug-In Configuration

. g DIGIPASS Authentication Plug-In configured successfully

The DIGIPASS Authentication Plug-In has been configured successfuly.

Summar [
o Setting IDENTIKEY IP address...

o Setting IDENTIKEY SEAL port...

o Setting local TP address (licensing)...

o Automatic web site configuratian. ..

o Using license fils...

o Saving configuration. ..

o Creating IDENTIKEY client record, assigning license. ..,

Click Close. The web filter is now installed.

3.5 Additional configuration of the web filter

Go to Start, All programs, Vasco, DIGIPASS Authentication for IIS Basic, Configuration
Center.

£ DIGIPASS Authentication Plug-In Configuration Center 1 [=]
General () % Servers and Connections Restore defauts
‘. Change IDENTIKEY Server and connection options.

Servers and Connestions
Authentication Servers )

Tracing
Authentication servers

DIGIPASS Authentication for IIS Basic () iein Server &I
Delete

TByE L
Iiave doyi

Authentication

Connect fram P address: [10.40.198 |

Mote: IP address should match the DISIPASS Authertication Plug-in icense configured ot the:
IDENTIKEY Server(s) used

I Enable load sharing

or | concel Apply.

Click on Tracing.

@ DIGIPASS Authentication Plug-In Configuration Center [-[o] =]
General (~) % Tracing 3 Restare defaults
: Change tracing options.

‘Servers and Connections

Tracing (~)

Tracing i
Tracing level
DIGIPASS Authentication for IS Basic  (~) ' Notracing
 Basic tracing
Authertication @ Fulltracing

Tracing destination

Tracing file: [C:\Program Files\vASCOIDIGIPASS Authentication For [15 Basicdil ogiDIGIPASSPugn_115_Basic  Browse..

Mote: Make sure 115 has access rights to the selected location (or there will be no autput).

ok Cancel Apply

Set the Tracing level to Full tracing.
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Click on Authentication.

ﬁ‘ DIGIPASS Authentication Plug-In Configuration Center

General |@| Configuration for "ADFS login® %

i : [20FS 10gi
Servers and Connections Site name: | ogin

Identify as client type: IOutIook Weh Access j
Tracing -
racin Character encading: IUnICDdE (UTF-8) j
d o
DIGIPASS Authentication for OWA Forms (&)
Login ':
Authentication

Login submit URL

Baze URL: |fadfzisf

Guery string Add
parameters:
Delete
Form fields

Uszer name: IctIDD%24ContentPlaceHolder1 F24UsernameTextBox

Pazsword: Ic,tlDD%24C0ntentPIaceHolder1 Fo24PazawordTextBox

Domair: I

Failed login

Baze URL: I =
«| | _'IJ

e Site name: ADFS login
e Base URL: /adfs/Is/
e Form fields
o |User name: ctl00% 24ContentPlaceHolder1%24UsernameTextBox
o |Password: ctl00% 24ContentPlaceHolder1%24PasswordTextBox
L> (see below for more information)
e Click OK

& To get the form fields you must go to the Active Directory Federation Service logon form
page and view the source. The “name” attribute will then be used by the web filter.

<table class="UsernameFPasswordTable">
<btr>
<td>
<span class="Label"><span>User name: </span></span>
</td>
<td>
input name="ctl00$ContentPlaceHolderl$UsernameTextBox™ type="text" id="ctl00 ContentPlaceHolderl UsernameTextBox" /
</td>
<td class="TextColorSecondary TextS5izeSmall">
<span>Example: Domain‘\username</span>
</td>
</tr>
<tr>
<td>
<span class="Label"><span>Password: </span></span>
</td>
<td>
</td>
<tdranbsp:</td>
</tr>

Note that the names are: ctlo0$ContentPlaceHolderi$UsernameTextBox and
ctlo0$ContentPlaceHolderli$PasswordTextBox. The filter will search for the URL
encoded names. The URL encoding for the “$” character is: “%24".

The web filter is now fully configured and will start capturing.
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4 IDENTIKEY Authentication
Server configuration

4.1 Creating a demo user
& The user created in the IDENTIKEY Authentication Server has to exist in the Active
Directory.

4.1.1 Registering a user
Log into your IDENTIKEY Authentication Server and go to Users, Create.

Create a user by completing the details below. * indicates mandatory fields.

User ID * |Demo

Domain *
Organizational Unit WEB Users x

Enter static password |""""

Confirm static password | ........

Local Authentication Default =
Back-End Authentication Default =

Disabled
Locked

Expiration Date

111
ol

[“Core T

User ID: <your-user> (in our setup: Demo)

Domain: <your-domain> (in our setup: labs.vasco.com)
Organizational unit: <your-OU> (OPTIONAL, in our setup: WEB Users)
Enter static password: <your-password>

Confirm static password: <your-password>

Local Authentication: Default

Back-end Authentication: Default

Click on Create

For existing users you can use the Password Synchronization tool or the password auto-
learn function. For more information on the Password Synchronization Manager please
read the manual (can be found on the VASCO website: www.vasco.com). More
information on the password auto-learn can be found in 4.3.3 Configuring the policy for
password auto-learn.

>

You have now added a user in your IDENTIKEY Authentication Server.

4.1.2 Adding additional user information

Log into your IDENTIKEY Authentication Server and type the name of a user in the FIND field
then click SEARCH.

Select all User ID Domain
i Demo labs.vasco.com
[ Demol_vasco_com labs.vasco.com

Click on the User ID and navigate to User Info
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User Account Assigned Digipass User Info User Attributes

=

EDIT |

Available Actions...

Click on Edit.

User Account Assigned Digipass User Info User Attributes Administration Privileges

Edit User Information

User Name I

Phone I

Mobile |+xxxxxxx><><><><><><

Email Address I

Description

——
o R

Fill in the Mobile and click Save.

We will need a mobile phone number to use Backup Virtual DIGIPASS (explained later in
this paper).

4.2 Attaching a DIGIPASS

Log into your IDENTIKEY Authentication Server and type the name of a user in the FIND field
then click SEARCH.

Select all User ID Domain
i Demo labs.vasco.com
[ Demol_vasco_com labs.vasco.com

Click on the User ID and navigate to Assigned DIGIPASS.

Manage user: Demo
Click on the tabs to view or change user settings.

User Account Assigned Digipass User Info User Attributes

=

ASSIGN I

Available Actions...

Click on ASSIGN.

m DIGIPASS Authentication for Office 365 using IDENTIKEY Authentication Server with Forms based Web Filter



(‘» DIGIPASS Authentication for Office 365 using IDENTIKEY Authentication Server with Forms based Web Filter

1. Search Digipass 2. Select Digipass 3. Options 4. Finish

1 user selected. Specify the search criteria for the Digipass you want to assign to the selected user.

Serial Number/s From To

OR

Serial Number List

(Serial Numbers should be separated by a comma)
OR leave blank for Digipass matching any Serial Number

Digipass Type SELECT FROM LIST
Application Name SELECT FROM LIST
Application Type Any ™

I search upwards in the organizational hierarchy

On clicking NEXT:
¥ Search and auto-select during assignment © Search now to select digipass to assign

Description |
Results per page (10~100) 10
[ T
Click NEXT.

Assign Digipass

Follow the steps below to select users and assign them Digipass.

1. Search Digipass 2. Select Digipass 3. Options 4. Finish

Assign Digipass Summary
MNo. of Users selected 1

No. of Digipass found matching the auto-select next available
selection criteria

Assignment Options

Grace period "7—

Verify the selected options and click Assign to proceed assigning the Digipass.
Click Cancel to abort the assign Digipass operation.

[“ssio R
Click ASSIGN.
Click FINISH.
With the DIGIPASS assigned, the user is now ready for testing.

4.3 Policy

4.3.1 Creating the policy
Log into your IDENTIKEY Authentication Server and go to Policies, Create.
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Create a policy by completing the details below. * indicates mandatory fields. » Click
Policy ID * oOffice 365 Filter
Description

Inherits From |Ident\key windows Password Replacement ;l

R
e RN

e Policy ID: Office 365 Filter
e Inherits from: Identikey Windows Password Replacement
e Click Create

4.3.2 Attaching the policy
Log into your IDENTIKEY Authentication Server and go to Clients, List.

Client Type s Protocol Policy ID
Select all | LI | | SEAL ;I | ;I [ rues g [oiear ruEad
- Citrix Web Interface 10.4.0.202 SEAL Labs - Identikey Windows Password Replacement
[ 11S6 Module 10.4.0.191 SEAL ADFSproxy
- 1156 Module 10.4.0.199 SEAL Identikey Windows Password Replacement
[ 1156 Module 10.4.0.202 SEAL Labs - Identikey Windows Password Replacement
- 11S6 Module 10.4.0.231 SEAL Labs - Identikey Windows Password Replacement
[ E:clliir:;ikey Windows Logon default SEAL Windows Logon Online Authentication - Windows Back-End
- E:clliir:;ikey Windows Logon !Egi._lgg_s.vasco.com SEAL Windows Logon Online Authentication - Windows Back-End
- Outlook Web Access 10.4.0.192 SEAL Labs - Identikey Windows Password Replacement

Select SEAL as protocol and click Filter.

Click on IIS6 Module where the location matches the IP-address of your <ADFS-host>.

Manage dient: IIS6 Module
Click on the tabs to view or change client settings.

Client  License

=

-
EDIT | DELETE '}

Available Actions...

Client Type 1156 Module

Location 10.4.0.199

Protocol ID SEAL

Policy ID Identikey Windows Password Replacement

Update History

Created On 2013-02-18 11:08
Last Modified On 2013-02-19 09:31
Click on Edit.
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Client

Edit Client Settings

Protocol ID

Policy ID

Labs - Identikey Windows Password Replacement =
Labs 1
Labs 2

Test-LoginFromTMG

, ,
(e

e Policy ID: Office 365 Filter
e Click Save

4.3.3 Configuring the policy for password auto-learn
Log into your IDENTIKEY Authentication Server and go to Policy, List.

Search results: Policies
48 results returned,

Select all  Policy ID

- Office 365 Filter

Test-LoginFromTMG

Windows Logon Online Authentication - LDAP
AD Back-End

Windows Logon Online Authentication -
Windows Back-End

Windows Logon Online and Offline Auth -
LDAP A0 Back-End

Windows Logon Online and Offline auth -
Windows Back-End

[ I R e |

Navigate the pages and look for the recently created policy (in our example: Office 365 Filter)
and click on it.

Go to the User tab and click on Edit.

Manage policy: Office 365 Filter

Click on the tabs to view or change policy settings.

Paolicy User Digipass Challenge Virtual Digipass DP Contral Parameters Offline Authentici

Edit User Settings

Dynamic User Registration Default =

Password Auto-learn Yes -

Stored Password Proxy Yes =

Make sure that Password Auto-learn and Stored Password Proxy are set to Yes.
Click Save.

Now the IDENTIKEY Authentication Server can learn the password of users through a successful

login. Your users’ first login using a DIGIPASS should be in the following format: Static Password
+ One Time Password (example: User = Test; Password = Test123; OTP = 654123; First login:

Username: Test; Password: Test123654123).
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5 Test the setup

5.1 Response only

Open a browser and navigate to https://portal.microsoftonline.com. Enter your user@yourdomain
and press tab. The password field will gray out and you will be asked to log in using your domain.

sign in

User ID:

demo@Ilabs.vasco.com

[¥] Remember me
[T keep me signed in

You are now required to signin at Labs.vasco.com.

Eign.in atlabs.vasco.com

When clicking on the link Sign in at <your-domain>, you will be redirected to the logon form of
your Active Directory Federation Service. Use your username and Active Directory credentials.

labs-be-365.labs.vasco.com

Type your user name and password.

User name: { Demo |

Password: ‘ ssssssse |

& When you use password learning, your first login must contain your Active Directory
password (password + OTP). Example: User = Test; Password = Test123; OTP =
654123; First login: Username: Test; Password: Test123654123.

Click OK and you will be logged into Office 365.
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5.2 Backup virtual DIGIPASS

The DIGIPASS Authentication for OWA - Forms version 3.4.0 does not yet support backup virtual
DIGIPASS and Office 365 login using Active Directory Federation Service.
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