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1 Introduction

Welcome to DIGIPASS Authentication for Citrix StoreFront 3.6.0!

DIGIPASS Authentication for Citrix StoreFront (also referred to as DPAuth4CSF) is an add-on DIGIPASS
Authentication Module for Citrix StoreFront. It allows users to use one-time passwords (OTPs) instead of
static passwords. DIGIPASS Authentication for Gitrix StoreFront intercepts authentication requests, validates
the OTP, and replaces it with the static password expected by the back-end. The OTPs are validated using
IDENTIKEY Authentication Server or IDENTIKEY Appliance / IDENTIKEY Virtual Appliance.

1.1 Main Application Versions

This release includes:
¢ DIGIPASS Authentication for Citrix StoreFront 3.6.0, 64-bit
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2 New Features and Enhancements

This chapter describes the different significant enhancements for this release of DIGIPASS Authentication for
Citrix StoreFront.

2.1 Version 3.6 (March 2015)

2.1.1  Supported Authentication Methods

DIGIPASS Authentication for Citrix StoreFront 3.6.0 supports the following authentication methods:
e Response-Only login
e 1-Step Challenge/Response login
e 2-Step Challenge/Response login
o Virtual DIGIPASS login

2.1.2  Server Connection Management

The DIGIPASS Authentication Module provides flexibility in managing connections to multiple primary and/or
backup authentication servers. This allows redundancy and load sharing over multiple servers. This includes
different connection profiles and options supported by the module.

For more information about the module features and functionalities, refer to the DIGIPASS Authentication for
Citrix StoreFront Administrator Guide.

2.1.3  Software Requirements

For the operation of the DIGIPASS Authentication Module, the users must have administration rights on the
machine where the module is installed. Also, the following software requirements must be met:

2.1.3.1 Authentication servers

o |DENTIKEY Authentication Server 3.6.1 (or higher)
o IDENTIKEY Appliance or IDENTIKEY Virtual Appliance 3.6.8.1 (or higher)

The authentication server must be pre-installed and running prior to the installation of the DIGIPASS
Authentication Module.

2.1.3.2  Operating systems

e Microsoft Windows Server 2012 R2, 64-bit
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o Microsoft Windows Server 2012, 64-bit
e Microsoft Windows Server 2008 R2, 64-bit

2.1.3.3  Authentication services

o Citrix Authentication Server for Citrix StoreFront, version 2.1, 2.5, or 2.6

The authentication service must be pre-installed and running on the selected Windows server on the
installation machine of the DIGIPASS Authentication Module.
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