
SonicWALL CASS 2.0 Partner Brief

F I R E W A L L Flexible, full-featured spam defense

The new and improved SonicWALL® Comprehensive Anti-Spam Service (CASS) brings full-featured spam defense to any installation with a 

current generation SonicWALL firewall. The latest version of the product, CASS 2.0, has numerous feature enhancements, including 

per-user spam quarantines, robust allow/block list, more flexible junk store deployment options, and LDAP integration. 

Value Proposition for Your Business
■  Easily implement CASS with the new, simplified subscription service pricing that follows the same model as other SonicWALL firewall  

 services, such as Content Filtering Service (CFS), Comprehensive Gateway Security Suite (CGSS), and Gateway Anti-Virus (GAV), Intrusion  

 Prevention Services (IPS)
■  Increase revenues by easily attaching anti-spam services to all new SonicWALL firewall installations
■  Deliver a secure messaging solution to your SMB clients by including SonicWALL Comprehensive Anti-Spam with all SMTP server   

 deployments, including Microsoft® SBS or Exchange
■  Leverage the rich per-user quarantine and LDAP integration features for simplified ongoing management and support
■  Generate additional recurring revenue by renewing CASS subscription services in future years
■  Include anti-spam in your managed security offering based on SonicWALL firewalls

Value Propositions for Your Customer  
■  Eliminate virtually all spam, phishing attacks, and email born viruses 
■  Improve user productivity and employee satisfaction with per-user spam quarantines
■  For do-it-yourself clients, set-up and administration of the solution is fast and easy on any SonicWALL firewall, from the TZ 100 and up
■  Rich search and reporting tools help administrators have a complete view of the email defense of the company

Competitive Advantages
■  Simplify your comprehensive security offering by delivering networking security and spam defense in a single platform
■  Standardize on the most complete spam defense solution that runs on a SonicWALL firewall 
■  Deliver managed email security services to all of your clients

Qualifying Questions for Your Customer 
1.  Do you currently have or plan to have your own email server onsite?

2.  How important is it to stop all spam, phishing attacks, and viruses from reaching your users?

3.  How much will your productivity improve if every user can quickly manage their own spam junk box?

4.  Are you aware that your existing firewall can run an affordable and highly effective spam service?

5.  How frequently do your users need assistance with lost email or email that may be stuck in your current spam filter?

Pre-requisites to Enable CASS
■  Comprehensive Anti-Spam Service is supported on SonicWALL E-Class NSA, Network Security Appliance (NSA) and TZ Series security  

 appliance running SonicOS 5.6.3 or higher

■  Installation of Junk Store can be done on any Windows based SMTP server including Microsoft Exchange, SendMail and Lotus® Domino

Product Benefits
■  Advanced Reputation Management (ARM) utilizes Sender IP Reputation to reject junk email—including spam, phishing and attached  

 viruses at the connection level

■  Cloud-based Advanced Content Management (ACM) removes any remaining junk email using proven SonicWALL spam fighting   

 techniques like Adversarial Bayesian Analysis

■  Manage Allow/Block List  at people, company and list level to have control over what email gets into your system

■  Flexible junk email routing categorizes junk messages as spam, likely spam, phishing, likely phishing, virus and likely virus at user, group  

 and company levels

■  SonicWALL Global Response Intelligent Defense (GRID) Anti-Virus is automatically activated along 

 with SonicWALL Comprehensive Anti-Spam Service to detect SMTP-based virus emails 

■  Provides flexible and robust LDAP server integration for easy and secure user management

■  Integrated reporting and logging is built into SonicWALL firewalls
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Features  Comprehensive

 Anti-Spam Service 2.0 

Advanced Reputation Management 

Sender IP reputation  Yes

DHA, DoS and NDR protection   UTM provided

Advanced Content Management 

GRIDprint reputation services  Yes

SonicWALL GRID Anti-Virus  Yes

Patented phishing detection technology  Yes

Easy Administration 

Installation and configuration time  10 minutes

Reputation auto-updates every 5 minutes  Yes

Anti-spam auto-updates every 5 minutes  Yes

GRID Anti-Virus auto-updates every 5 minutes  Yes

Customize, schedule and email  Yes

Automatic Multi-LDAP sync  Yes

Allow/deny all end-user controls  Yes

Per-user junk boxes  Yes

Junk button  Yes

Per-user anti-spam aggressiveness  Yes

Per-user allowed/blocked lists  Yes

Junk box summaries in 15 languages  Yes

Single sign-on  Yes

System Features 
Inbound and outbound in the same system  Inbound only

In-memory MTA for enhanced throughput  Yes

Maximum domains supported  Unlimited 

Deployment platform  All SonicWALL Firewalls

SKU Description

01-SSC-8997 SonicWALL Comprehensive Anti-Spam Service for 

 NSA 2400 Series (1-year)

01-SSC-8998 SonicWALL Comprehensive Anti-Spam Service for 

 NSA 2400 Series (2-year)

01-SSC-8999 SonicWALL Comprehensive Anti-Spam Service for 

 NSA 2400 Series (3-year)

01-SSC-9000 SonicWALL Comprehensive Anti-Spam Service for 

 NSA 3500 (1-year)

01-SSC-9001 SonicWALL Comprehensive Anti-Spam Service for 

 NSA 3500 (2-year)

01-SSC-9002 SonicWALL Comprehensive Anti-Spam Service for 

 NSA 3500 (3-year)

01-SSC-9003 SonicWALL Comprehensive Anti-Spam Service for 

 NSA 4500 (1-year)

01-SSC-9004 SonicWALL Comprehensive Anti-Spam Service for 

 NSA 4500 (2-year)

01-SSC-9005 SonicWALL Comprehensive Anti-Spam Service for 

 NSA 4500 (3-year)

01-SSC-9006 SonicWALL Comprehensive Anti-Spam Service for 

 NSA 5000 (1-year)

01-SSC-9007 SonicWALL Comprehensive Anti-Spam Service for 

 NSA 5000 (2-year)

01-SSC-9008 SonicWALL Comprehensive Anti-Spam Service for 

 NSA 5000 (3-year)

01-SSC-9009 SonicWALL Comprehensive Anti-Spam Service for 

 NSA E5500 (1-year)

01-SSC-9010 SonicWALL Comprehensive Anti-Spam Service for 

 NSA E5500 (2-year)

01-SSC-9011 SonicWALL Comprehensive Anti-Spam Service for 

 NSA E5500 (3-year)

01-SSC-9012 SonicWALL Comprehensive Anti-Spam Service for 

 NSA E6500 (1-year)

01-SSC-9013 SonicWALL Comprehensive Anti-Spam Service for 

 NSA E6500 (2-year)

01-SSC-9014 SonicWALL Comprehensive Anti-Spam Service for 

 NSA E6500 (3-year)

01-SSC-9015 SonicWALL Comprehensive Anti-Spam Service for 

 NSA E7500 (1-year)

01-SSC-9016 SonicWALL Comprehensive Anti-Spam Service for 

 NSA E7500 (2-year)

01-SSC-9017 SonicWALL Comprehensive Anti-Spam Service for 

 NSA E7500 (3-year)

01-SSC-9018 SonicWALL Comprehensive Anti-Spam Service for 

 NSA E8500 (1-year)

01-SSC-9019 SonicWALL Comprehensive Anti-Spam Service for 

 NSA E8500 (2-year)

01-SSC-9020 SonicWALL Comprehensive Anti-Spam Service for 

 NSA E8500 (3-year)

SKU Description

01-SSC-8985 SonicWALL Comprehensive Anti-Spam Service for 

 TZ 100 Series (1-year)

01-SSC-8986 SonicWALL Comprehensive Anti-Spam Service for 

 TZ 100 Series (2-year)

01-SSC-8987 SonicWALL Comprehensive Anti-Spam Service for 

 TZ 100 Series (3-year)

01-SSC-8988 SonicWALL Comprehensive Anti-Spam Service for   

 TZ 200 Series (1-year)

01-SSC-8989 SonicWALL Comprehensive Anti-Spam Service for 

 TZ 200 Series (2-year)

01-SSC-8990 SonicWALL Comprehensive Anti-Spam Service for 

 TZ 200 Series (3-year)

01-SSC-8991 SonicWALL Comprehensive Anti-Spam Service for 

 TZ 210 Series (1-year)

01-SSC-8992 SonicWALL Comprehensive Anti-Spam Service for 

 TZ 210 Series (2-year)

01-SSC-8993 SonicWALL Comprehensive Anti-Spam Service for 

 TZ 210 Series (3-year)

01-SSC-8994 SonicWALL Comprehensive Anti-Spam Service for 

 NSA 240 (1-year)

01-SSC-8995 SonicWALL Comprehensive Anti-Spam Service for 

 NSA 240 (2-year)

01-SSC-8996 SonicWALL Comprehensive Anti-Spam Service for 

 NSA 240 (3-year)

01-SSC-9020 SonicWALL Comprehensive Anti-Spam Service for 

 NSA E8500 (3-year)

The Comprehensive Anti-Spam Service is recommended for up to 250 users. 
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