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INTRODUCTION
Higher Education (HE) providers are an attractive target
for threat actors. In September 2020, the National Cyber
Security Centre (NCSC) issued an alert that ‘devastating’
cyber attacks against HE providers were spiking. Further, in
2019 four out of five HE providers reported that they had
been attacked at some point in the previous 12 months.
Their IT networks hold personal information about
thousands of students, staff and donors as well as a
significant library of intellectual property. This data makes
rich pickings for cyber criminals wanting to make money or
steal proprietary information on behalf of rival organisations
or foreign powers.
Threat actors also know that HE providers wouldn’t be able
to operate without IT. It’s vital for attendance, coursework,
lectures, libraries, research and finance, not to mention
email and internet access. Denying access to these services
will bring an institution to a standstill and threat actors hope
they will pay a large sum to bring these back online.
The key to preventing these attacks and minimising their
impact is proactively putting in place security measures.
Fortunately, there are many straightforward steps HE
providers can take to better secure their networks.
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WHY HIGHER EDUCATION IS AT RISK
Users – HE institutions face unique challenges in
securing their IT networks. Many universities have
thousands of users logging onto the network from
campus and personal devices. This is further complicated
by significant yearly user churn as students graduate and
new ones start.

tutor contact is now online. Providing large numbers
of students with access to online resources presents
significant challenges for IT security.
Third parties – HE providers rely on suppliers for a
range of services. This often requires sharing IT access
and data. However, this also opens HE providers
to attacks via these partners. In 2020, several highprofile institutions had large amounts of data stolen via
Blackbaud, a third-party software supplier.

Shrinking budgets – Doing more with less has been a
continuing challenge for HE institutions over the last
few years. This is being made worse by the fact that
overseas student numbers will likely fall in 2020/21 due
to COVID-19 concerns. It’s estimated that a reduction
of students to the UK from South East Asia alone could
leave a hole of up to £2.3 billion in finances.

Valuable assets – Vast amounts of personal data and
intellectual property are held by HE institutions. These
are highly prized by threat actors as they command a
high price on the black market. In particular, medical
research has grown as a target in the race to beat COVID.

Increased remote access – To keep students safe in
the COVID-19 pandemic, more lectures and student-

THE COST OF A DATA BREACH

£3.1 million

£18 million

According to research by IBM and the Ponemon Institute, a
data breach will cost an HE provider £3.1 million on average.
These costs are made up of remediation following the
attack, getting services back online and putting in place
measures to prevent a similar attack happening again.
There is also the cost of any IP that is stolen.

There could also be a penalty to pay to regulators. The
General Data Protection Regulation (GDPR) has a maximum
fine of £18 million or four percent of income, whichever is
greater.
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TYPES OF ATTACK

PHISHING EMAILS

MALWARE

RANSOMWARE

According to the Department for Digital,
Culture, Media and Sport (DCMS), nearly all
(93 percent) HE providers received emails
aiming to steal or phish user credentials
in the last year. Using these details, threat
actors can gain access to the network.

Threat actors use malicious software to
carry out a range of activities either to
steal information or grant them long term
access to a network. Just under half of all
HE providers (43 percent) experienced a
malware attack in the last year.

A variant of malware, ransomware
centers on denying access to data and/
or systems, which will only be unlocked
upon payment to the threat actor. One
in five HE institutions have experienced a
ransomware attack.

HOW HE PROVIDERS CAN PROTECT THEMSELVES
As HE organisations are providing large numbers of
students with access to online resources, this presents
significant challenges for IT security. Fortunately,
there are measures HE providers can take to protect
themselves and limit the impact of an attack.

As Europe’s largest cyber security company, F-Secure has
helped a number of HE providers meet the requirements
for Cyber Essentials, and in addition, provided extra
security layers to prevent against the most sophisticated
cyber attacks.

At F-Secure we believe HE providers need to first get the
basics right if they are to defend themselves effectively.
Cyber Essentials is a UK Government-backed scheme to
help organisations protect themselves against common
attacks. Run by the NCSC, Cyber Essentials covers:

F-Secure’s solutions cover:

•
•
•
•
•

Endpoint Protection – the only unified multi-endpoint
security solution that automatically patches Windows
and third-party software vulnerabilities
Endpoint Detection and Response – constantly
monitor your network and detect cyber attacks with
immediate alerts

Firewalls
Secure configuration
User access control
Malware protection
Patch management

Vulnerability Management – map your attack surface
and limit your total IT risk exposure
For more information about protecting your
organisation from cyber threats and risks to the HE
sector, contact us today.

Once an institution has met all the above requirements,
it becomes certified, which shows competence and
understanding regarding its own cyber security standing.
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ABOUT F-SECURE
Nobody has better visibility into real-life cyber attacks than
F-Secure. We’re closing the gap between detection and response,
utilizing the unmatched threat intelligence of hundreds of our
industry’s best technical consultants, millions of devices running
our award-winning software, and ceaseless innovations in
artificial intelligence. Top banks, airlines, and enterprises trust our
commitment to beating the world’s most potent threats.
Together with our network of the top channel partners and over
200 service providers, we’re on a mission to make sure everyone
has the enterprise-grade cyber security we all need. Founded in
1988, F-Secure is listed on the NASDAQ OMX Helsinki Ltd.
f-secure.com/business | twitter.com/fsecure | linkedin.com/f-secure

