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individuals¥ortheir[participationdnd(dontributionsih(designingXhisiservice:

Active[State National[Bpam[Mail[Abusel[Association
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Program[Summary

Publiclihterestihfightingldpami$@t@n@lldimelightheldubjectldfl&gislation,
keynoteldpeeches,[dndldountlessBlogs@nd[dewspaperldolumns.MoRelp[Businesses
combatldpam,thany@ntilSpamIechnologiesHaveBeenlihtroducedihtolthe
marketplace,ihcludingServer[Based[doftwarelgroducts,[Bardware@ppliances,@nd
hostedlIteringldervices.IDevelopersldfltheseldolutionslfequirelgrooflgointshat
allowthem Ibldifferentiatefheirlgroductsflromldompetitiveldfferings,@ndib

substantiateltharketingldlaims.

Toltheetthis[eed, MeriTest, Theleadingihdependent
productfestIaboratory, [dffers(@ldegularly[dcheduled,
publicly[uotable,@ndiechnically[rigorousfestlprogram b
measureltheldffectivenessldfldntildpamechnologies.The
VeriTest[AntilSpamBenchmarkService[RasBeenldesigned
in[donjunctionithhputfrom@ntildpam@roduct
developers, fradelpublications@ndihdustry[dssociations.
Ourldomprehensivelthethodologylévelsthelglayingdield
and[StandslUpEbléxpertldcrutiny.

Subscriberslfblthe VeriTest Antil3pamBenchmark[Service
receiveldetailedlquarterlydeportsidnfhelgerformanceldf
theirlechnologies, [danked[@gainstldompetitiveldolutions,
pluslddvanceldccessldndreviewldf VeriTestlAntilSpam
Benchmark resultsldisclosed[publiclyByMeriTest,
personalizedfechnicallQupport, [@ndthembershiplih[dur
Antil$pamTestMethodology[Bdvisory[Qouncil.

The VeriTestlAntil3pamBenchmarkService delivers
invaluablelihsightlihto@ntilSpam[echnologyl&ffectiveness,
and[(is[idealfbrldeveloperldngineeringldroups[Seekingfb
improveldroductlgerformance, [dsWell[dsfbrldeveloper
marketing[droups[deekingEbldstablishldredible[prooflgoints.

Solution[Test[Categories

SubscriberBenefits

= Quarterly[dompetitive
analysis[deportsidomparing
performanceldflleading(@ntil]
spamechnologies

= Publication[Rightso
performanceldata

* Testimethodologyfhat
standslipfoihdustry
scrutiny

= Advanceldccess[@nd[deview
of[ Benchmark(desults

= Analysis(df(é[iailldorpuses

= Membershiplihihe[VeriTest

Anti(Spam(TestMethodology
Advisory@ouncil

AntilSpam[Solutionsarget@Mariety[df(tharket[Sectors.[Mhe VeriTestlAntilSpam
Benchmark(ServiceltheasuresfechnologieslihtendedfbrluseBy[Small/Medium
Businesses[dnd[Enterpriseldcale[Businesses,ihcluding@oth[Bardwareldnd[Hoftware
products(ihstalled@tfheltailldateways, [@ndHosted[Solutions. [Becauselthelthechall
nismsliunderlying@ntildpamdolutionsMaryMidely, WeBRaveldesigneddurfest
methodologybBeltechnologyldgnostic”,[@ndEbMorkldqually Wellith [droducts
thatl@mployldontentlteringdules,NS/RBLObokup,dtherfechniques,@nd@nyldom]
bination[thereof, [dolthatiWeldan@ccuratelyltheasureldntil3pamldffectiveness.

VeriTest[dlsoldffersldntildpamldffectiveness(festingforIhbox[Providers[@ndISPs.

Forlthorelihformationldn[fest[Serviceslthis[dategory, [@leaseldeferibfheldompanion
document Program[Description :[AntilSpam[BenchmarkServicesfbrIiSPs@ndIhBox

Providers.
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TestMethodology

Effectiveness[Measurements

Whilefherel@relthanyinportantfactorsibldonsiderlhenl@valuating@ntildpam
technologies, [duch@sldaseldfldeploymentl@dnd8aseldfluse, Mefbcusldnfivolquantifiable
metrics:

m Spami(Blocking([Effectiveness—howDell[fhelSolution[dorrectly
identifies[@ndBlocks[dpam[fromlsers’[ihboxes.

B “False[Positive”[Rate—howlellfheldolutionldorrectlyidentifies
legitimatellhondpam, @rfham”)@maill@nd@llows[tfhroughfo
users’lihboxes

Weltbkefheseltheasurementslih[fiwoldeparateldcenarios. IMherstlisfhe foutdf(Box”
configuration, [sing[preldet[dolutionldefaults, hich[grovides@ldommon[festing
baseline.Theldecondfkstldcenarioldtilizes[dn Coptimized”[donfiguration, hereldach
vendor[Rastheldpportunity IbXuneheirldespectiveldolutionsblfthelparticularsidflthe
VeriTestldmailldtream.

Thellssues

Atrstidlance,[dthethodologyfbritheasuringldntil8pamechnologies[deems[simple
enough:[Sendlstreams[dflédail, [Both[Spam[@nddondpam, fhrough[dachldflthe
technologieslinder(fkst,[@ndltheasureBowl(dffectively[dachldfffthelproducts[dr
services[Block[dpam, [@sell@s[@ermitskgitimateldmhailEb[gassthroughb@dsers’
inboxes.[@n[dldloserdbok,[Bowever,[tlis[dlearfhatldonductingfhirl@valuations[df
antilBpam(fechnologieslfequires[dBalanceldf(thanyiimportantfhctors@nd(driteria:

m  Howldpamiis[@cquiredl@ndldistributed

m  Howlégitimateltail[[*ham”)i$[@cquired@nd[distributed

m  Ensuringfhatfhelfkestprocessl(itselfl[doesdot[Skewldesults{e.qg.,ihtro]
ducinglthodificationsbthessageHeaders),@ndi$[dompatibledith[@Broad
rangeldfl@ntildpamlthethodologies

m  Selectingldhaill[dampleldizes[dnd/orXestderioddurations

m  Determininglrhtiosdf[dpamdIbCham”

m  EvaluatingClout[dffBox”,Coptimized”, [@ndkrained”[donfigurations

SourcingSpam

At[frstfhought,@cquiring[dpam[Suitablefbrfestljurposesideemslédffortless.On
furtherleflection,fhough, theldhallengeldfldourcingldpamlih @llitshariety [(Ffrom[he
mailldrderldruglddsblihdustry8pecificighishingldampaigns)Becomesldpparent.
Previous(estsldf[dntildpam[productsBavelitilized@Mariety [Af[fechniquesibldbtain
samples[dffdpam[Suitabledbrliesting, ihcludingfhellseldf[Spam[dorpusesfrom
archivesllike[fhosel@dt spamarchive.org, speciallyldeededBoneypotl@ccounts,
samplingBusinessldmaillStreams,[@mongldthers. IBachthethod[Haslitsldwn[gros@nd
cons.
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Archived[Spam:Msing@dpam@rchiveldri@mailldorpus
facilitatesfhelfkstingldffdach@ntilSpamEechnologyith[@n Spam[By[The[Numbers
identicalldet[df(Band[Selectedlthessages,ihcludingihdustry ] 55 Thelpercentageof
specificl[@pam.IHowever, [there@dreld[@umberldflderious . [Ehgtm ¢
issueswithWsing[@rchivedldpam.IRerhapsithostiinportantly, compan&iels [g olnot.ise
testingWith @rchived Spam @@ Mseful@nly Fbr@EntiEpam alspamffilterBecauselthey
technologieslthat[felyléxclusivelyldnldontent[@nalysis,[dnd areEfrald[EI1_at[Ibg|t|mate
excludes@ny[realliimedlteringfechniques.IBecondly, messagesmnII[B_e[ﬂ_-apped.
archivedldpamldapidly[@ges.[Spamldampaignersidonstantly (source: TihelRadicatilGroup)
changeltheirfechniquesbrideliveringfheirlthessages, Just 19 Thelpercentageldfidptlin,

aslthoselih[fheldntilspamIechnology[dommunity[dontinually legitimate[@émailFrom[e[]

evolveltheirBlockingthethods.Mastly,Using@rchiveddpam newsletter[publishersihat

inherently [dequiresihessagefeaderthodifications. neverBeachessubscribers,
duelfoldverlactivel[spam

Corporatelmailldampling: [Mhis[fechniqueldenerallyihvolves

samplingftom[Streams[dfllivelihcomingldmailfbldn filters .
established[Businesslantity.Whilefhis[@pproachtheetsthe (source:ReturniBath)
reallWorld[Standard,[tihtroducesthornyi$suesldflgrivacy, 400 Thel@umberidf([domain
non[disclosure,@ndldeproducibility. names[isedBy(ad[Eypical

Honeypot[@dccounts: [Honeypot@ccounts@reldmail[dddresses zpann:%;e!;élsg un Cg?ljt,{gggg )
seeded(ih[@ay[dpecifically Eb[dttractldpam; Ebrldxample, pa al uselassoc

theyldan[BeldmbeddedlihtolpgublicideblSites,[@nd[@ropagatedldndewsgroups.
Honeypot@ccountsAavelthelddvantagelthathey[fhcilitatefestthethodsdtilizing(ive,
unadulteratedltailldtreams.Disadvantageslihcludefheldifficultyh[dapidlyBringing
new[Honeypotldccountspdbblolumel2,000+[thessages(perlday),[@nd[dIso
challengeslih[deedinglthultiple[@ccountslih[precisely[fhe[Samelday.

TheVeriTest@pproach:[Horlthe VeriTestlAntilSpamTechnologyBenchmark
Service,MeRaveldptedbldourcellive,llnadulterated Cspamfromheild"from
legacyldomainsiWith[@IbngHistoryldnfhedhternet.IMhese[@ccountsipgrovidelighd
volumelstreamsldfldpam[IhatBavelBeen@nalyzedBy[éxpertsiblénsurefhatfhey@re
highlyldharacteristiclthail By pically[deceived[@t[SMB[and[énterpriseltail [Servers.

Sourcing(llegitimateMail

Toldonduct[@n[dccuratelfest, [tlis[inportantblénsurefhatégitimatelthessages(dre
representedih[dllFheirlMariety:

Personalldorrespondence

Work[Melated[dorrespondence
Optlih™ewsletters,Bulletins,[d@lmhail[@lerts

Content: Work[delated,[fersonal,[@nd0hdustry[3pecificlflerms; fbrldxample,&gitimate
emailldorrespondencelIb/fromlgharmaceuticalldompaniesthaylihcludeftequent
referencesIbBrandameldrugs

Originating[domains:[Enterprise[dnd[SMBO&gitimateldmailfendsbldriginateftom[d
cliqueldffdomains

Message[Body[llength: [thessagesldangelih[dizefrom[@[fewMordsibd[few[pages
Characteristics: [fext,[HTML,[dmbeddedinks, [dmbedded[graphics,@ttachments

TO: [Distribution:[dnefo[dneldersonalldorrespondence, [@neofewworkgroup”
messages, [dnelo[100'sBroadcasts, [fbrwards, [&tc.
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CC:, Subject:, etc.[flelds: [thessagesldeedfblrepresent[diariety[dfldttributeslih
frequentlyldsed(flelds

TheVeriTest@pproach:[IhldrderibSourcelégitimatel@mailih[fhelquantities
requiredbrlikesting, MeriTestlUses[d@fwofold@pproach.IBirst, MeriTestlses[d
network[@f[A0[drthoreldomains(ih[donjunctionWith[@Chamlgenerator”[dystemhat
producesld[steady[stream[dfldiverse, légitimateldmailfrom@ldliqueldfldriginating
addresses.[MheCfhamldenerator’@nsuresfhatldachl@ntil8pamEechnologyBeing
tested[receivesldnlitienticalldetdflégitimatelthail fepresenting[@dWideMariety [df (mail
typesldndldontents.[Subjectdinesl@ndlthessagelBodies[@re[dampled[from[Business
and[gersonalldorrespondence,[dewsgroupldxchanges,[@dndldther[Sources.

Toldepresenttail [df(the[dewsletterMariety, festl@ccountsi@reldptedihb@Humber
ofldaily[@ewslettersl@ndBulletins[Such[ds Today’s[HeadlinesfromNYTimes.com.Ih
additionEb[Mews(Sites, e Mill[dlsoldptihIblsites[devotedblgrovidingdlinaildlerts,
productlihformation,@ndldatalogsldn@ideMariety [dffbpics.Welill[dIsoldegister
thelfestldmailldddresses@tldMumberldfimailingdistsfhatlgrovideldpecificihformation
onldertainfbpicsldflihterest.Mheselihcludelthailingdistsigrovidingihformation[df
security, [dperatingldystems(andldtherldomputerltelatedibpics.

Distributing[Email

Oneldfftheltostdifficultdroblemsibfesolvelhenfesting@ntil8pamlSolutionslisfhat
of[distributingl@maillbthultipleechnologieslinder[fest.IIhfhelideal[Scenario, [@dive
emaillstreamis[thultiplexeddimultaneouslybldachechnologyinderest; ihfhat
way, [dachlfechnologylisfestedWith[@xactly fhe[Same[Setldf(thail. D nfortunately, [El
forms(dfldimultaneouslyfelayingldlnail ihtroducelthodificationsbheldmail
messagelBeader.These(@rtificially ihtroducedthodifications,@lthough[thinor,[dan
reducefheldffectivenessldfldertainl@ntilspamfechnologyldpproaches.BHorldxample,
manydntilspamfechnologiesltely@nldnalysesldflthail[Beaders, [Arofiles[df[driginating
IP[Eddressesldndldealimeldbokup[df(DNS[Eddresses.IBnyIest[grocessthatldlters
messagelBeadersdrifequiresthat[dpamBelstored@ndaterrelayed Will[@revent
theselfechnologiesfromdperatinglihfheirldptimum[dapacity.

TheVeriTest@pproach:[Ihldrderfblgreservelfhelreal

time, [deallWorld[@atureldf[durl@mailStreams, MeriTest
usesld sequentiallthethodbrldistributingldmail.Bimply
put, fhelBlendedldpam/hamltail[Streamlis[directedIbhe
first[dolutioninder@estldnDay[@neldffhelfestigeriod;
thelsecond[Solutionnderfestldn@ayMwoldftheest
period, fhelthird[Holution[dnDaydhree,[@nd[Soldn, [dver

Sincefthe[CAN[SPAMI[Act[of
2003 Wwentihtoléffect,[Spam
volumelhaslihcreased(@n
averagel[of[2%o[dmhonth.
Source:Brightmail

theldourseldfthelfkstlgeriod. THach[HdolutionisIested With [@thinimum [dfthree
complete@4[Hourldessionsldverthelfestperiod.IIhthis[thanner,[dach[Solution
underestlis[@xercisedith[@dive, dnreflected, [dnadulteratedStreamldfmail,

importantly,[freservingfheIP@ddress[dfthelastldmailBop.

Whiletheldorpus[dffdpamlisHotltentical from[Day[@nelfbDay[dwo, fhe
characteristicsldfffheldpamlstream(dreldssentiallyfheldame.GivenfhelighMolume
oflmaillgrocessed[duringfhelfkst, [differenceslihihdividual(thessagesBecomellkss
relevant.MeriTestfbkes[stepsiblénsurefhatfhelrotationthethodlsedfbrldach
productlevelsthelplaying@eldihfermsldfltheldalendarlday;[fbrl@xample, Eblmhitigate
thelfactfhatSpamldampaigns@relaunchedith[@HigherfrequencyldnWeekend
days,[@roducts@reldotated(dothat[dachis[fkestedldn[dothorefhanldneSaturday[dr

Sunday.
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WeldlsolihcludeRosted[Solutionslih[durlfests. Molfestfhese, WeldhangefheMX
records[dfldurlthaillstreamldomainslihldrderbldendfhelessagesibfheRosted
solution.WelWait[@4 [HoursBeforelstartingfhefestih[drderb@llowlheMX[decord
changeliblgropagatelfhroughhelhternet.[Whenthe24 [hourest[periodis
complete, MeldhangeltheX[record BackbfheP@ddress[dfldurlihternal FestBed.
Again,WelMait24HoursBeforelstartingdnotheriestihdrderbldllowfheMX[Hecord
changelfblgropagatelfhroughhelhternet.Hosted[dolutions[dgreeXbbrward(dll
filtered[@maillthessagesbMeriTest[dofhatWeldanMnowheldxactldumber(df

messages(flltered.

NOTE:WeriTestli$durrentlyl8valuatingldlSequentiallfotationldatternldflihcreased

frequency, WtilizingldIbad[Balancingldystem.

EmaillSampleSizel@dndSpam/Ham[Ratios

Weldvaluateldachl@ntil8pamdolutionnderfestWith [dEestdetldfldpproximately
13,000[hessages, [teceived[dverlthree, 24 [Mourlfest[feriods.Weldim[Ebrl@n@mail
stream[domprised[df[80% [dpam@nd[d0%Iegitimateldmail .V eBaselthose
percentagesldniMariouslthedialteportsldnltheldubjectldfldealvorld[SpamDdolumes. [Of
thellégitimatelthessages(ihfhelmail[Stream, [@pproximately[20% [@reldptlih
newslettersl@ndBulletins.[SincefhelMolumel@nddompositiondfldurthail [Stream[i$
dependentl@nlreall[dpam[dampaigns,Which[@re[domewhatllUnpredictable, [dur
breakdown[dfldpam@nddégitimatelthail[dverfheldourseldfl@nlantirelfest[Perioddill
typicallyDaryfromEhesefhrgetlgercentagesBy[dsthuch@s0%.

“Outlof(Box"”[@nddTuned”[Configurations

Not[@ll[@nti[dpam[Solutionsistart[dutldn@nldqualfboting. [Bomeltay[dffer
reasonably[dood[gerformanceldghtldutldfltheBox, Whileldthers[dequirelsignificant
tuningl@ndCkraining.”[An@dditionali$suelisfhatfhereldrelfypically[dWideldangeldf
sensitivity[Settings[fbrldach@ntil8pam [Holution.Mypically, fheldpamidentification
policies[danBelddjustedfbltheetfheldeeds[dflfthelihdividualldser.IHorldxample,[d
businesslthayBaveldherybwerlblerancelfbrfalselpositives”, [thatli$, ihcorrectly
quarantinedIkgitimatethail . IhIhatlSituation, EheBlocking[policiesthay [He [elaxed

by T @dministrators[domewhat[So[fhat[gotentiallythore
spamdilllgetthroughibhboxes,Butfhelikelihood[dffhlse
positiveslis[feduced.

Ideally, [dach[Solutioninderest[shouldBeldonfigureddith
identicalldensitivity[Settings.[However, [dsldachlpgroductBas
itsldwnliniquelmethodfbriddjustingQensitivity, [it[is
challengingbldreatelilenticalldonfigurations.

TheVeriTest[Approach:[Wheneverl(gossible,Welfestldach
antil8pam[fechnologylihEwoldonfigurations.IMhe[frst
configurationis[theCoutl[afBox"“[donfiguration, dsing[preSet
solutionldefaults.Mestsllsingfheldefaultdltering[Settings
that[@refhctory[Shippedith[dach[Solution[provideld
commonBaseline.

Timelhasted handling spam
costs[AmericanBusinesses
nearly$22[Billionl@year.[A
recent[studyByXheniversity
ofMarylandfoundXhatdver
75% [dfInternetlisers(beceive
junklé[mailldaily.Theldverage
number(of([spamimessages(per
daylis(18.5,[@ndIheldverage
timelspentperidayldeleting
them(is[2.8Minutes.

Source: University[dfiMaryland

Theldecond[fest[Scenarioldtilizes@nHoptimized”[donfiguration, Mhereldachblendor
hastheldpportunity Eb{uneltheirldespectiveldolutionsbthelparticularsdflthe
VeriTest[dmailldtream.MendorsHaveltheldptiondflditherfuningfheir(dolutions
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remotely, [dr[Sendingestldngineersibldur(BesearchriangleBark, NC[Eacility[ih
order[fblihstalll@ndldptimizeltheir[dolutions.

Testldesultsfrom[dptimizedldonfigurations@reldomparedbldefault[dut[df[Box
configurations. [Ihfuturelplannedl@dnhancements[df[durfestthethodology, dielWill
addldapabilitydbldvaluateldonfigurationsthat[Qupport[groduct@daptabilitydnd
learning.

NOTE:[Ih[domeldases, [dueltblfechnicalldonsiderations, [dnlyldneldonfiguration("out
oftbox"drldptimized)thayBelfested.

Results[Analysis,[Judging@nd[Reporting
Classifying[Email

Weldlassifyldachl@aillhessagelprocessedBy[fhefechnologies(dsldneldrithoreldf
thelfbllowingfypes:

Spam
0 Messagesdotldriginating@romIdurlBam[generator,dnd
o0 Messages(dotldirectlyldptedlihto@yMeriTest,@nd
0 MessageslhcludingButlsbotdimitedEbfhelfbllowingliypes:
= Unsolicited[dommercialldmails({advertisements[for
pornography,ihsurance, [thedication,[8tc.)
» Unsolicitedthassld[ailthatis[deceptivelihits[Subjectdineldnd
hidestheldender’s[ilentity[drldeeksbldommitfraud
» Phishinglthessagesl[{askingfhelfdeaderbldivulgelihformation)
» Chainlthessages[(askingfhelreaderbfbrwardfhislthessagelib
others)
= Onelonanyltessages{using@thailingist, TDSENET[drldther
networked[dommunicationsFhcility @s[ifitWerel[dBroadcast
medium)
= Messagesldontainingltisleading[DRLs[QURL[Aameldoes[dot
matchldestination),@nd
0 Messagesldotldtherwiseldlassified[@sClUnknown”[(lseeBelow)

Legitimate([mail
0 Messagesldreated@nddentByMeriTest{alsolteferredfb@sCham™)
o Newslettersl@ndlpdatesldptedlihtoByMeriTest

Unknownl({(scrubbed[fromlthel@mailldorpus(dndléxcludedfromldesults)
0 Messagesldrittenh[ddonEnglishldanguage,[dndWhereWeldrellinable
toldetermineliffthelthessageli$[Spam
o Messagesiwith[@n@mbiguousldptlih[status
o PersonalldorrespondenceldotlSent@yMeriTest(oneoldnelthailldrldned
tofewlmail)
o Corruptedlthessages,thalformed[drBlank[Beaders

False[Positive
o Newslettersl@ndldpdatesldptedlihtolByMeriTesthatldrelimproperly
blocked[@s[Spam
o HamilthessageslimproperlyBlocked[ds[Spam
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MissedSpam
Alllthessages[donsidered[dpamhat[@reldot[groperlyBlocked[dr
identified[ds[Spam

(o]

IMPORTANTINOTE: [Messages|dategorizedldritagged(Bydntildpam fechnologies(ds

“"Probable/Possible/Likely[Spam “dreldotldonsideredfo(Be(Blocked.

Scoring

WeBaseldurlScoringldcaleldnfheBeliefthatl@nldeal [@ntilspam[Solution@xcelslih
blockingdpaml&ffectively MithoutldverBlockingdégitimatel@mail.[Attheldonclusiondf
alSolution’slthreeldayfest, Melmheasurefhefbllowingdbrhelfested[dolution:

B Percentageldfl[Spamithessages(Blocked—calculated@sfhelratioldffhedumberdf

spamlmessages(dorrectlyBlockedibfhefbtal [dumberldfiSpamtessages
processed.

B Falselpositivelgercentage—calculated@sthelratioldfihcorrectly BlockedI&gitimate
messagesbfhefbtall[umberldfllégitimatehails[Sent.

WeldwardBetween2[@ndB[dointsfbridachdfftheseltheasurements, [dccordingfbfhe
following[Scale:

Points Blocking[Rate False[Positive[Rate
5 95000% 005%
4 90095% .500.0%
3 85090% 1.000.5%
2 <85% >1.5%

Welgiveld[d0% M eightbthelgointseldwardIbrfhelpercentageldflSpam[thessages
blocked[dnd[@[B0% MeightbfhelgointsMeldwardEbrthelfhlse[positiveljercentage.
Weldombinelfhe@fvoeightedthwl[dcores, [boundfhelresultfbfheldearest[Balfldigit,
andhenl@xpresslit[@s@@umberldfistars{onelpoint[Z[dnelstar)Ebrtheldverall

rating.

Welweightfheldcorelfbrthelgercentageldf(dpamlthessagesBlocked[dlightly dbwer
(40%)dhantheldcorelfbrfhelfhlselpositivelpercentagel(60gercent), deflectingfhe

serious[degativeldonsequencesldfimislabelingdégitimatehessages.

Thelfbllowingfigure[shows[d[damplelscoringldalculation.[AlSolutiondith[@Blocking

rateldf@2[gercent@nd[@fhiselpositivelrthteldfl.2[Percentidoulddarn@nldverall

scorel[df[3.4.[Rounding(3.4fbfheldearestRalf, this[dolutionWould8arnfthreel@nd(d

half(stars.
Blocking[rate Falselpositivelrate OveralllsScore
Percentage Raw Weighted | Percentage | Raw | Weighted (Weighted
score score score score blocking#
(rawX[#) (rawlX weighted[fhlse
.6) positive)
Solutionla 92.00% 4 1.6 1.20% 3 1.8 3.4
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Running(fhe([Test

Network[Description
Software/Hardware(Solutions

BeforelfestingBegins,Weldetdpldach[dolutiondn[durlihternalldetwork.[Weldssignldn
internaldP[@ddressibldach[Solution@ndKeepfhemldonnectedfhroughoutlfheléntire
test[duration.

Weldseldldingle[Gatewayderverblihitially[@cceptfhelthail[Stream@ndhen(flranslate
theldxternalP[dddress[dfftheldtreamihtoldny[dneldfftheldifferentihternal 1P
addresses[givenibldach[dolution.Weldhangeltheltail[Stream’s[destination 1P
addressldvery[@4[HourslihldrderbBeginfestingd[differentldolution. MsingMetwork
Address[dranslation@nd@firewall, WeléaveldachSolutiondontinuously[donnected b
thelhternetfhroughoutltheldntirefkestldoit[danetrievelilpdates[dsidegularlyds
required, Butldemain[protectedfromldirectldonnectionsfromheldutside.Seelthe
network[diagram[Below[br(d[draphicalldepictionldffthefestBed[donfiguration.

OncelfheldolutionUnderfestBeginsifeceivingfhelthail [Stream, [t [Begins[dlassifying
messagesldndfhelfest[feriodislnderway.[Theldolution[Sendsfhelthessageslit[Has
receivedldnd[dassifiedfbld[downstream(derverlfunning[Sendmaill(version(8.12.8,
configl\f10/Berkeley)@nd@nIMAP[Server.[AfterldeachingfheIMAP[Server, fhe
messages(dreldownloadedBy[d[RBCldunning[@utlook[BExpress(B.0[doMeldan[dortfhem
intotheirldorrectldlassificationsEbrikestldeportinglfurposes[(Spam, MissedSpam,
False[Rositive,[dndegitimate).

VeriTestlhstalls[dachl@ntildpam[doftwareldolutionldn(d[SeparatelDell [Rower[Bdge[350
server,[donfiguredith[@n[B50MHz@rocessorl@nd @56 MBIAf[RAM. [Hor[fhe[Gateway
server,Weldsel[d[@ompaqRresario[3900z[BCldonfigured ith[@n[B00MHz[@rocessor
and@56M[BAM.MhelServerldunning[Sendmaill@ndIMAPLISE Micron[BCMillennia
configuredWith[@[@00MHzl[grocessor[@nd[256 MBIdf(RAM. Mhelfinal[destinationdbrthe
maillisd[Mell[Brecision@10[RCldonfigured With[@[350MHz[grocessorl@dnd 5312MBILdf
RAM, [dunning[@utlookExpress[@dndfheWindows[SBerver[2003[dperating[System.
Finally, (eldstablishfheBthernetldonnections[Betweenthachinesldsing[@dn[Extreme
Networks[Summit[d8[Switch.

Hosted[Solutions

Hosted[dolutions[@rellUnabledbldperateWithinfhisdetworkldonfigurationldnd,
therefore, [dpeciallsteps@reltequiredbl@nsurefhatidefestfhemih@[dimilar
manner.[Hosted[Servicesldequirellsblredirectltheldntirethail[StreamIbfheir[dff[Site
servers.[Weldolthis[ByldhangingfheX[decorddfthel[domainlsedfbrhetail
stream[Solthatft[PointsEbfheldff(Siteldervers.Theneldaitfbr24HoursBefore
startingfhelfest, ih[drderdbdiveldllldxternal[DNS[Servers[@n@pportunity Ebpdate
theirldecordsblpointdbfheldewdbcation.[@ncelfhefestistarts, fhelBosted[Service
scans(thelthessagesl[dndldendsthem[Backibheléxternal@ddressldfldurGateway
serverldnldurfestBed. Hromhis[Point, MeldhangeltheldestinationIP[@ddressibthe
internaldP@ddress[dfthe[SendmaillServer,MheBCHunning[@utlookBxpressthen
retrieves[thelmailWith[fheRelpdffthe[IMAPQerveribrfinalTabulation.When[thel24[]
hourfestlgeriodlis[domplete, eldhangefheX[fecordBackibheldxternalIP
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addressldfithe[GatewayldnldurfestBed. WelWaitldnother[24[HoursBeforelstarting
theldextest[period[Soldhangesldangropagatefhroughout(dliléxternalDNS[Servers.

IfWel@reldnablelbldetfhelfequiredldatalfromd[dolutiondsingfhislthethod, deldill
makelslightthodificationsldrldreateldcriptsidoldieldanestfheldolution(fhirly.

Allfestinglis[doordinated@yMeriTest's[derformancelfestinglablih[Researchriangle
Park, MNorth[@arolina.IRrogram(participantsBaveltheldptionldflgroviding[ddystem
platform@ndtaillServerldonfiguration.IBlI[BroductsiinderfestWill[Havefheirltost
recentldpamldefinitions/policieslihstalledds[dfthel[start[df(fhe[fest.
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Priceldnd[Schedule

Subscription@ption Price
AnnualSubscription[{fourlquarterlyests) $75,000
Single(Test $22,500

As[@n[@nnuallQubscriberfbMeriTest’'s AntilSpam[Benchmark(Service, youldeceive:

= Detailed,[dustom[deportsldn(fheldffectivenessldflyour@ntildpam
solution, danked[dgainstldther@ntildpam[dolutionsfested, every
quarter

= Annuallthembershipfbldur AntilSpam[TestMethodology
Advisory[@ouncil

= Access([o[samplel@maillstreams[griorb,[@nd[@mailldorpuses
after,[8ach[quarterlyfestldycle

= Interim[est(desultsldnd 15[daylddvanceldccess(@ndlbeview[df
any VeriTestlAntilSpam[Benchmark resultsldisclosed[gublicly By
VeriTest

= Custom@echnicallSsupportByMeriTest[dnalysts[upfold0Mours
annually)

= 259%ldiscountldnMeriTest[fublishedldatesfbrigrivatedntil$pam
related[festing

Test[geriods[@reldcheduled[quarterlyfhroughoutlthedear,[dccordingbfhelfbllowing
schedule.[MoBelihcluded@s@theasuredeblSite[during@[Scheduledfestferiod, MeriTest
mustBelih[feceiptldfld[digned[Bgreement, [OrderHorm, [@ndgurchaseldrderldn(drBefore
theldpplicable[SBubscriptionDeadline.
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Appendix[A:[ResultsUsagelGuidelines

PublishableData&[Results

VeriTestlgrants AntilSpam[Benchmark[ServicelSubscribersfheldghtsibldiscloselfest
results, Withfhebllowinglduidelines:

1.
. Clearlylditefheldpecificlthetriclyouldrelfeferencing.

UseldnlyMeriTest[dApprovedthetricsfromfheldntilspamBenchmark.

Youlthay[pgublicizeldour[product’sidating[@ndfhedhdustry[Bverageldatingfbr
eachldfltheltheasured[tetrics.
Results[thustlihdicatefhelgeriodduringlWhichtheasurementsiWerelthade, [dnd
may[Beldisclosed@odater(Six[thonths[dfterfheldoseldffthatitheasurement
period.

All[datalthustBelpresenteddhirly,[dccurately, [@ndldbjectively.

Prior[deview:Test[fdarticipantsidanlfeview[greliminaryersions[df
quarterly@lnalldeports[grioriblrelease, [ih[drderfbldeview@ndldontributeld
Comments page.

Tradelmhagazines:[eriTestthay[postSubsetsdfthelfestlfdesults@tthe
VeriTest(Weblditeldndldtherthedialdutlets[duchldsfradelthagazines.

Disclosure(Guidelines

1.

WhenldisclosingldnyMeriTestldata, [dustomerldgreesbldliearly@ttribute
VeriTest@stheldourceldfltheltheasurements.Tustomerldgreesibfollow
VeriTest’'sferms[dndldonditions(dflUseldfMeriTestObgos, frademarks,@nd
registered[frademarks.

Makelthelgroposed(releaseldrldtherlthaterial(deferencingMeriTest@vailableb
VeriTestfbrdeviewl@nd[@pprovalldoléssthan[d8HoursBeforelpublication.
VeriTestWillldeview[fhelthaterial[dnddespondWithin[24[Hours. [Bleaseldend
yourlproposedltateriallfoIbuann_millar@veritest.com.

Make[@vailableIbMeriTest@[dopy[dfftheldriginallthaterial(s)[dneldeek@fter
publication.

Compliance

VeriTestthaylih[its(doleldiscretion@pply[@ny[@neldrithoreldfthedbllowing[danctions(ih
theld@ventldffhilurebldomply:

1.

Provide@WrittenWarningEbldustomeridith[@[Hotice[dfMiolation.[Qustomer
shalllBaved0O[daysbldurefheMiolation@r[Qubmit@[glan@cceptablelfb
VeriTestbrldureldfftheldiolation.
Requirelrketraction@ndlgublicationldfldorrectlihformationBy[dustomerlihthe

samelthedial@sldriginally[published.Theldetractionlis[fb[Be@pprovedBy
VeriTestl@nd[PublishedWithin[5[days[dfWeriTest'[dequestfbridetraction.

3. VeriTestlhayldommentbfhelgressldnldustomer's[publication.

VeriTest February[2005 pg.[2


mailto:louann_millar@veritest.com

ProgramDescription: VeriTest[Anti(SpamBenchmark[Service

4. VeriTestlthayfemporarily[duspendldustomer's[gublicationldghtslunderhe
agreement.

5. VeriTestlthayldancelldustomer's[fublicationldghtsliunderfheldgreement.

OnceBlou’veldeceived Mour@ntil8pamBenchmarkfeportfromMeriTest, MouBaveldn
opportunityEbltharketdourldesults. [TTitingdesultsfromourlteports[dangrovide
independent[proofldfdourltharketingldlaims,[@sidell[@s[ShowingfhatMouldare
enough@boutthelservicelMourldustomersldeceivelblihvestlihfesting.IBtNeriTestWe
carefullythonitorltharketing[dlaims[Becauseldolthuch[dfftheMaluelih [durldeportsiis
basedldnfhefhctfthatiWe'rel@nlihdependent@ndliimpartialldervice.[Murldoal(s{b
ensurelfhatldurldustomersldreldblefbldet[dsthuchMaluefromtarketingtheirldata
aslpossible,Whileldpholdingfhelstandards[@ndimpartiality fhatthakefheBenchmark
ofMaluelfbBoul@ndfheltharket.

ContactingVeriTest

IfMouHaveldquestionsldridoncernsidegardingfhelpublicationldghts, [fleaseldirect
themb@MouannMillar@tMouann_millar@veritest.com.

SomelCommon[Questions(@dbout/Resultssage

Q.[CanWweldlaimIhatVeriTestlsays(dur(service[Ras[theMbest" [or[top
ranked"[@ntilspam[solution?
A.MWeldon'tdest@llEheldolutions@vailable,[dolitWouldn’tBeldccuratelfbr(d
customerlibldlaimhattheirlServicelWasfhelbest”. IIh[domelsituations, [However,
welthight@pprovelQuch@[StatementiffheldolutionlproviderlthakingfheldlaimWas
willing[Eb[dpecify hich[dompetitorstheyWereldomparingfheldesultsIb.

Q.What'sthelprocessforigetting(dVeriTest[ditation@pproved?
A.[BleaseldmailMourlfequestbMouannMillar@t: Ibuann_millar@veritest.com.
WeldillldespondbMourldequestWithin[24[Hours.

Q.[What[doesVeriTestdo[dfter(WeHaveldeleasedVeriTestldataldboutldur
service?
A.Murdolicy[$bldonfirmhelihformationih Mourlpressibeleasel@dnd@nswer
questions[@bout[durfestingthethodology.WeldoMot[dfferfurtherlihformation
aboutyourlproductldridervicel@ndldenerally[do@otldive@ny[dataldbouttheldther
productldridervicesltheasuredunless(thelfeporterlrefers(disofbfheir[press
releases.

Q.[Butyouldontractiwithmagazinesfo[providefthemldata[lllHow[does(this
work?
A.0AEmallldumberldflrespectedlpublicationsldontractwith s Ebdsel[durldatalih
theirlihdustry[durvey(drticles.[TheyldggregateldnddeightfheldatalBased[dn
theirldwn[{kubjective)ldriteria. [Weldetainfheldghtbfeviewheirllseldffheldata
for[dccuracy.
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Q.MWhat[@boutlspeciallstudiesfhatVeriTest[performs?

A.0WeldddressltharketinglfulesfbrldurlSpecialfests[d[daseby[daseBasis.We
do,[However, [fequirefhatif@Hestparty antsfblquoteldesultsfrom([d[Special fest
report, [fheythustthakelfheldeport[publicly@vailable[dnlduriWebsite.

Q.OfImakelsuredfollowXheldules,[doddeally(Ravefo[Bun(éverything[past
VeriTest?
A.¥es.[ITMhis[@nablesUsfbthakeldurefhat@ll[@rovidersBonor@dommon(Set[df
guidelines.Mhis[mhaintainsfhelarketingMalueldffthelServiceldnd@llowsUsib
better[Qupporttheirltharketingdfforts.

Q.[Tandpromotemy@ntilspamestdesultsformorefhan(onelquarter?
A.[Wes[fYoulshowMourldatingsfbrldonsecutivelquartersdndhelthostldecent
published[quarter(isIkssithanldneldearldld.
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