TechNote

Stand-Alone Deployment for Enforced Client AV
Introduction:

This Tech Note is a guideline to help setup Enforced Client AV in a stand alone deployment.

Overview:

SonicWALL's Client AV products are now capable of being deployed in a Stand-alone mode. This new deployment
configuration allows customers to deploy Enforced Client Anti-Virus and the Client component of the Client/Server Anti-
Virus Suite in a non-enforced mode without an associated UTM device.

Now customers without SonicWALL UTMs can protect their desktops from the latest Internet threats with regular updates
of virus and spyware signatures delivered directly to the desktop, without the need of replacing their current UTM
appliance. The Stand-alone mode of the AV Client is deployed and managed directly via SonicWALL'’s
“MySonicWall.com” web portal.

This Tech Note is a step-by-step guide for the registration, configuration, and deployment of Enforced Client Anti-Virus
and Anti-Spyware in Stand-alone mode.

This Tech Note is based on the following assumptions:
e You have a MySonicWALL.com account.

e You have already purchased an Enforced Client Anti-Virus and Anti-Spyware license OR Client/Server Anti-Virus
Suite license.
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Procedure:

Registering, downloading, installing, and managing the Enforced Client AV.

1. Login to MySonicWALL.com:

e Login to your MySonicWALL.com account.

2. Registration of a New License:

Logged in: schoon

My Products

Quick Register

Erter your Activation Hey
or Serial Mumber to
activate your product.

‘ My Client Licenzes

ered Products.

products: Click here

3

® STOP Spam, Phish, Virus & Spyware
Join our LIVE webinars

* Download Sonicwall GMS 4.1

Mo products are currently registered. To register

Select the My Client Licenses button in the left navigation bar.

Double your UTM

scanning speed.

The new SonicWwaLLE TZ 180 Series replaces the
SonicWALL TZ 170 Series which provide complete
Unified Threat Managerment (UTM) protection for
both wired and wireless networks, & tremendous
value, the TZ 180 Series delivers twice the UTM
scanning speed as the TZ 170 Series and
provides compelling new features,

You will be prompted to enter a Distribution Group. A Distribution Group is a group of licenses that you want to

organize in a logical group. (See definition below for more information.)

Type the name of the distribution group into the field:

Ex: Create a group named “Marketing Department”.

DEFINTION: A Distribution Group is a group of Client AV nodes (users) that you want to organize in a logical
group. Each group has a logical serial number associated with it for contacting SonicWALL support. Distribution
Groups can be used to create and logically segregate multiple departments within an organization. Multiple
Distribution Groups can be created for multiple accounts. Multiple licenses can be applied to the same

Distribution Group.

My Products
Quick Register
Erter your Activation Hey

or Serial Mumber to
activate your product.

My Client Licenses

Personal Info

Logged in: schoon

My Client Licenses

Please create a new Client Distribution Group to apply the activation key,

Flease enter a Marme for the Client Distribution Group you wish to create.,

Preferences
May be up to 20 characters [Ex,

““\fiew Cart Inc" or "Accounting Departrnent”] .

|Marke§_ing Departrnent

Co termination

REGISTER |

[ cancEL

Order History
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e Select the Enter Key button.

DESKTOP & SERYER SOFTWARE

Service Name Info Status DOptions
i . . Expiry: 20 Jun
Enforced Client &nki-Yirus and Anti-Spwware [ = ] S00G By Mow
BACK

e Enter the activation key that you would like to apply this distribution group.

_ l Logged in: schoon LOGOUT

Activate Service - Enforced Client Anti-Virus and Anti-Spyware

Guick Register
Enter your Activation Key
or Serial Mumber to Please enter the Adtivatiop i
activate your product,

Activation Key:|awFEVEHZ]
— REIE,

CANCEL
My Client Licenses

Personal Info

e Success! The activation key has been successfully applied to the distribution group.
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3. Installation of Client AV Software on Clients:
There are two options for installing the Anti-Virus software on the clients (desktops & laptops): (1) Direct install via
MySonicWALL.com, or (2) Web-based installation of the client via a URL.

Option (1): Direct install via MySonicWALL:
e Under “Enforced Client Anti-Virus & Anti-Spyware Installation”, select the “To Install Client” to initiate web-based
installation for the current client.

_ l Logged in: schoon LogouT
My Products : 5
Enter your Activation Key successfully.

or Serial Mumber to
activate your product.

,7 Activation Status: Enabled

Expiration Date: 19 Jun 2008

My Client Licenses Murmnber Of Licenses: 10

Personal Info

Preferences

View Cart

nstallation link, Copy this URL for distribution to other users,

Order History
http i/ software. sonicwall.com?P=TWHXUkQqMNiSyMCEyMDARIDQEMTQEMzIgUENqaHRO0cC Uz QSUyRiUy
I

load C

£ i 1l &

Download Signatures Enforced Client Anti-¥irus and Anti-Spyware Security Center

m Click here access your Enforced Client Anti-Yirus and Anti-Spyware Security Center, Yiew Reports,

Feedback Set Policies and Manaae your installations here,

Knowledge Portal For documentation about this service: Click here,
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Option (2): Distribution of a URL:

e Under “Enforced Client Anti-Virus & Anti-Spyware Installation”, select the “Installation Link” to create a custom
encrypted URL for web-based installation of the client software. This can then be emailed to end-users to allow
for self-install or remote installation.

_ l Logged in: schoon
m Status - Enforced Client Anti-Virus and Anti-Spyware

Quick Register

! Your Enforced Client Anti-¥irus and Anti-Spyware Service has been activated
Eriter your Activation Hey successfully.
ar Serial Mumber to
activate your procuct.

Ii Activation Status: Enabled

Expiration Date: 19 Jun 2008

My Client Licenses Murmber Of Licenses: 10
Personal Info BACK

Enforced Client Anti-¥irus and Anti-Spyware Installation

Order History

My Downloads

Download Signatures

m Click here access your Enforced Client Anti-Wirus and Anti-Spyware Security Center, Wiew Reports,

Feedback Set Policies and Manage your installations here,

Knowledge Portal For docurmnentation about this service: Click here,

BT B oo0ed i schoon Locout
My Products o >
Quick Regis

ient Anti-¥irus and Anti-Spyware

! Your Enforced Client Anti-¥irus and Anti-Spyware Service has been activated
Enter your Activation Key successfully.
or Serial Mumber to
activate vour product.

,7 Activation Status: Enabled

Expiration Date: 19 Jun 2008
My Client Licenses Mumber Of Licenses: 10
st Lo LA BACK

Preferences

View Cart Enforced Client Anti-¥irus and Anti-Spyware Installation

Click hereito wiew the Installation ok Copudbla LBl for distabytion +0 ather users,

Order History

e ——
Reports http /Y software, sonicwall. com ?P=TWNXUKL G gMiSyMCSyMDAZID GEMTQEMzIgUENqaHR OcCUz QS Uy Rilly
Downloads I
Download Center 3 7 1
................................................. Bl I ] >

My Downloads

" Download Signatures  Enforced Client Anti-¥irus and Anti-Spyware Security Center
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4. Management & Reporting:
There are two options for accessing the SonicWALL Client AV Security Center for management and reporting for all AV
clients: (1) Via the Distribution Group menu, OR (2) Via the License information web-page.

Option (1) Via the Distribution Group menu:
e Under “Registered Client Distribution Groups”, select “View Security Center” for the Distribution Group to be
managed.

. Logged in: schoon
- : My Client Licenses
Quick Register e -

Enter your Activation Key Manage or redgister new Client Distribution Groups,
or Setial Mumberto
activate your product. Registered Client Distribution Groups

Tour Registered Client Distribution Groups are listed below:

My Client Licenses To view associated Service Details or buy Mew Services, click an the Distribution Grougel
.
| Name~ |

Personal Info

Serial Number

.................................... 1. Marketing Department CCO000000008 Miew Sepurity Center
Preferences % ﬁ
View Cart

.......................................... Add New Client Distribution Group

Please enter a Name for the Client Distribution Group you wish to create,

Order History

|
May beup to 30 charackers (Ex. "ABC
S ¢ "Raaunkine BoreRnY

Download Center

Download Sig

Option (2) Via the License information web-page:
e After applying an Activation Key to a Distribution Group, under “Enforced Client Anti-Virus and Anti-Spyware
Security Center”, select “Click here for your Enforced Client Anti-Virus and Anti-Spyware Security Center”

EECE B ooccdin: schoon
m Status - Eri'fu_rl:;l_a:l Client Anti-¥irus and Anti-Spyware

HAEICRE E Your Enforced Client Anti-¥irus and Anti-Spyware Service has been activated
Erter your Activation Key successfully.

or Serial Number to

activate your product.

’7 Activation Status: Enabled
Expiration Date: 19 Jun 2008
Murnber Of Licenses: 10
w Activation Date: 20 Jun 2007
Bt L
Preferences

View Cart ___l:ed Client Anti-¥irus and Anti-Spyware Installation

To install the client: Click here

: - Click fiereito view the Installation link, Copy this URL for distribution to ather users,
Order History
http:/fsoftware sonicwall, corn? P=TWNRUkQqNiSyMCEyMDAZIDQEMTQEMzIgUEDqaHR 0cCUz QS UYRILYy

I

Download Center

.............................................. < I |
My Downloads

Download Signatures smilagl A nti-¥irus and Anti-Spyware Security Center
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e  Success! The SonicWALL Client AV Security Center will appear in a new window:

SonicWALL Client AV Security Center

e ,_

SecurityCenter

|

SecurityCenter | Install Protection

Security Status:

There are no action items.

Your virus and spyware protection

Coverage
Mo protection is installed Status Computers
Cut-of-Date 0 0%
= Mot Installed 0 (0%
Up-to-Date 0 (0%

Your desktop firewall protection

Coverage
Mo protection is installed. Status Computers
®  Installed 0 (0%
© motinstalled 0 (0%

Your browser protection (Sitefdvisor™ )

COVETEL S
Mo protection is installed. Status Computers
®  nstalled 0 (0%
Mot Installed 0 0%

Legal Notice: Wour wirus and spyware protection service is configured by default to detect certain potentially unwanted programs, such as spywware. Please choose
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