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Release Purpose

SonicOS 5.9.0.6 and 5.7.2.1 are maintenance releases that fix multiple LDAP protocol vulnerabilities.

Resolved Issues

The maintenance release resolves multiple LDAP protocol vulnerabilities when SonicOS is configured to use
Microsoft Active Directory / LDAP usernames for authentication of members in SonicWALL Administrator Groups.

Note: SonicOS configurations NOT utilizing Active Directory / LDAP for authentication of SonicWALL

administrator group members, including User > Settings configurations utilizing authentication methods “Local
Users”, “RADIUS”, “RADIUS + Local Users”, do not require the maintenance release.

Platform Compatibility

The table shows platform compatibility for SonicOS 5.9.0.6, 5.8.1.15 and 5.7.2.1:

Platforms Running Version | Upgrade to Version
NSA E-Class E5500 / E6500 / E7500 / E8500 / E8510 - . £ 006
NSA 220 / 220W / 240 / 250M / 250MW / 2400 / 3500 / 4500 / 5000 | T
TZ 100/ 100W / 105 / 105W /

200 / 200W / 205 / 205W / 5 x 5.9.0.6

210/ 210W / 215 / 215W 5.8.1.15

5.9.0.6

NSA 2400MX 5.7.X 251

The Dell SonicWALL WXA series appliances (WXA 6000 Software, WXA 500 Live CD, WXA 5000 Virtual
Appliance, WXA 2000/4000 Appliances) are supported for use with Dell SonicWALL security appliances running
SonicOS 5.8.1 and 5.9. The recommended WXA firmware version is WXA 1.3.0.
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Upgrading Information

For information about obtaining the latest firmware, upgrading the firmware image on your Dell SonicWALL
appliance, and importing configuration settings from another appliance, refer to the SonicOS 5.9 Upgrade Guide
available on MySonicWALL or on the https://support.software.dell.com/Release Notes and Guides page.

https://support.software.dell.com/download/downloads?id=5347764

These releases provide the same features and contain all the resolved issues that were included in previous
releases of SonicOS 5.9.0.x and 5.7.2.x. The known issues are also the same as in the previous releases. The
SonicOS 5.8.1.15 Release Notes provide information for upgrading appliances to SonicOS 5.8.1.15.

For more information, see the previous release notes:

SonicOS 5.9.0.4 Release Notes https://support.software.dell.com/download/downloads?id=5480594

SonicOS 5.8.1.15 Release Notes (general) | https://support.software.dell.com/download/downloads?id=5430355

SonicOS 5.8.1.15 NSA 220/250M, TZ 215

- 2id=
Series Release Notes https://support.software.dell.com/download/downloads?id=5430337

SonicOS 5.8.1.15 TZ 105/205 Series

https://support.software.dell.com/download/downloads?id=5355571
Release Notes

SonicOS 5.8.1.15 NSA E8510 Release

Notes https://support.software.dell.com/download/downloads?id=5543023

SonicOS 5.7.2.0 NSA 2400MX

https://support.software.dell.com/download/downloads?id=5306239
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